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CakePHP's Security Component

- CSRF Protection
- Form Tampering protection
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Load Authentication Plugins

- Based on Config's `Security.auth` value.
- Overload default authentication functions by
the ones defined in the plugin.
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Custom Auth
enabled?

Load Authentication Plugins

- Based on Config's `Security.auth` value.
- Overload default authentication functions by
the ones defined in the plugin.

Yes
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User already Authenticated?

This step checks if a user is already authenticated
based on the provided cookie.

Sessions are handled by the CakePHP's Session
Component. Validity of a session is ensured via the
component's own logic and includes checks such as
comparison against User Agent and Time.

If inconsistencies or tampering is detected. The
session is destroyed and a new one is created.

Action is unlocked?

Some endpoints have their security checks disabled.
Such actions have to be unlocked in their respective
controllers.

Disable CSRF protection

When using the API, form's security tokens are not
available. If the CSRF protection was enabled, none
of the API calls POSTing data would be allowed.



  

