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Compartiendo Informacién de Inteligencia de Amenazas




Acerca de CIRCL

El Centro de Respuesta ante Emergencias Informaticas de Luxemburgo
(CIRCL) es una iniciativa impulsada por el gobierno, disefiada para
proveer una respuesta sistematica a incidentes y amenazas de
seguridad informatica.

CIRCL es el CERT del sector privado, municipios y entidades no
gubernamentales en Luxemburgo y es operado por Luxembourg House
of Cybersecurity (LHC g.i.e.)

circl.lu

v,
’ Computer Incident
Response Center
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MISP y CIRCL

CIRCL lidera el desarrollo de MISP, la plataforma de cédigo abierto de
inteligencia de amenazas, que es utilizada por muchas comunidades
civiles, militares o de inteligencia, fuerzas de seguridad (LEASs),
empresas privadas, sector financiero y CERTs nacionales en todo el
mundo.

CIRCL opera multiples comunidades de MISP, que a diario comparten
informacion de inteligencia de amenazas.

Co-financed by the European Union
Connecting Europe Facility




Qué es MISP

e Librey de cadigo abierto

e Permite compartir Inteligencia
de Amenazas

e Normaliza, correlacionay
enriquece informacion

e Permite colaborar alos
diferentes equipos y
comunidades

e Alimenta otras herramientas de
seguridad

e Da soporte a analistas de
seguridad

https://demo.misp-community.org
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MISP 101 - Eventos
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comparte en MISP :
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MISP 101 - Atributos, Enriqguecimiento y Correlaciones

Los atributos son la unidad basica de informacion, se pueden incorporar metadatos
mediante los mddulos de enriquecimiento, y ademas ser correlacionados con otros
atributos.

% Scope toggie v W Deleted &2 Decayscore @ Context “g"Related Tags 'Y Filtering tool Enter value to search m

[ Date ? Category Type Value Tags Galaxies Comment Correlate Related Feed IDS Distributi Sighti Activity Acti
Events hits
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md5 (0/0/0)
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sha256  dfe @ (0/0/0)
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MISP 101 - Objetos, Templates y Relaciones
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MISP 101 - Linea de tiempos / Timeline
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MISP 101 - Contextualizacion / Metadata
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MISP 101 - Sincronizacion

e Servidores remotos

e Niveles de distribucidn
configurables

e Grupos de Confianza
(Sharing Groups)

e (Comunidades

e Feeds

Legend

MISP

Community A

Instance A

Operated by
organisation A

Source (Orgc) = "Org A"
Originator (Org) = “Org A*

Organisation inside
the community A

Organisation outside
of the community A

MISP event shared to
the community A only

MISP event created by
Org A and shared as
"Connected communities"

Synchronisation between
two MISP instances

OrgF <«———> OrgF
Instance B

Operated by
organisation B

Source (Orgc) = "Org A"
Originator (Org) = "Org B"

Org E

MISP

Instance E

Operated by
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MISP 101 - Automatizacion: API

e Permite automatizar tareas

e Facilita la interconexion con
otros sistemas y herramientas
de seguridad

e Permite actuar en tiempo real

e Facilita tareas administrativas,
como creacion de usuarios, etc.

MISP events are encapsulations for contextually related information represented as attributes and

Events objects.

Lol /events/restSearch [restSearch] Get a filtered and paginated list of events

£ /events/add Add event

/events/edit/{eventId} Editevent

01031l /events/delete/{eventId} Delete event

m /events Get a list of events

o0 /events/index Search events

/events/view/{eventId} Geteventby D

28 /events/publish/{eventId} Publishan event

8 /events/unpublish/{eventId} Unpublish an event

o /events/addTag/{eventId}/{tagId}/local:{local} Add eventtag

ol /events/removeTag/{eventId}/{tagId} Remove eventtag




MISP 101 - Automatizacién: PyMISP, Jupyter Notebooks

misp = Py
event = MI
event.info New P\ ‘
attribute = event.add attribute(
misp.add event(event)

AT ( ) e ~ -
11O EVCIILU

Searching for types

rl = misp.search(controller='attributes', type attribute='first-name', pythonify=True)
print(rl)

r2 = misp.search(controller='attributes', type attribute=['malware-sample', 'attachment'], pythonify=True)
print(r2)

[<MISPAttribute(type=first-name, value=Sam), <MISPAttribute(type=first-name, value=NETRICSA), <MISPAttribute(type=
first-name, value=Mental), <MISPAttribute(type=first-name, value=Andrew)]

[<MISPAttribute(type=attachment, value=SeriousSam.png), <MISPAttribute(type=attachment, value=mental.png), <MISPAt
tribute(type=attachment, value=EDF.png), <MISPAttribute(type=attachment, value=malicious.exe), <MISPAttribute(type
=attachment, value=malicious.exe), <MISPAttribute(type=attachment, value=original.jpeg), <MISPAttribute(type=attac
hment, value=payload-1-8), <MISPAttribute(type=attachment, value=drawing.svg), <MISPAttribute(type=attachment, val
ue=drawing.png), <MISPAttribute(type=attachment, value=Screenshot from 2021-10-19 16-31-56.png), <MISPAttribute(ty
pe=malware-sample, value=sample.apk|eff61f1lbf7b14d261d5b421208d1bf68), <MISPAttribute(type=malware-sample, value=m
alware.exe|70f3bc193dfa56b78f3e6e4f800f701F)]



MISP 101 - Automatizacion: Workflows

Interfaz gréfica intuitiva (Drag & Drop)
Sistema flexible (Plug & Play)

Facilita tareas repetitivas

Puede interactuar con aplicaciones third-party

© Stop execution ©

2. Event Publish 9

Essentially stops the execution for blocking workflows,
Do nothing for non-blocking ones
¥ IF :: Generic
Value
tip:red
<_) Operator P IF:: Generic
In i
Value
Hiacki peh tip:red
Tag.{n}.name ©) Operator

In v

Hash path
Attribute.{n}.Tag.{n}.name




MISP 101 - Automatizacion: Playbooks

Playbooks

The repository contains these playbooks

Title

Malware triage

Malware triage -
dynamic malware
analysis

Purpose

A playbook to provide an analyst sufficient information
to do basic malware triage on one or more samples.
Samples are attached to a MISP event (with file object
relations). VirusTotal and MalwareBazaar are used to
get the detection rate, threat classification and
sandbox information. Hashlookup is used to check for
known hashes. PEfile analysis is done for imports and
exports. The results are stored in MISP reports and as
MISP objects where relevant. Correlations with MISP
events or data feeds are added to a summary. The
sample is shared with a local instance of MWDBcore.

This playbook extends the results retrieved with static
malware analysis in the malware triage playbook and
does the dynamic malware analysis with one or more
sandboxes.

This playbook uses VMRay, Hybrid-Analysis and
VirusTotal as malware sandboxes. The results are
stored in a MISP report and sent to Mattermost.

Playbook

MISP
Playbook

MISP

Playbook
with output

MISP
Playbook

MISP

Playbook
with output

Issue

1IN

1w



MISP 101 - Otras funcionalidades
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MISP 101 - Integraciones con otras herramientas

Elastic

Microsoft Sentinel
CrowdStrike
Wazuh

Splunk

OpenCTI

Cuckoo Sandbox
EclecticlQ

IntelMQ

Mas en: https://www.misp-project.org/tools/



https://www.misp-project.org/tools/

MISP - MISPPriv Community

~ = 0 20 40 60 80 100 120

+1700 organizaciones, +4800 usuarios, +200K eventos, +74M indicadores




CIRCL - Otros servicios (gratuitos)

e Respuesta a Incidentes para el sector privado de Luxemburgo

Servicios Online;

e Passive DNS

e Passive SSL

e https://pandora.circl.lu

e https://lookyloo.circl.lu Mas en:

e https://hashlookup.circl.lu https://www.circl.lu/services/

info@circl.lu
team@ocircl.lu
luciano.righetti@circl.lu



https://pandora.circl.lu
https://lookyloo.circl.lu
https://hashlookup.circl.lu
https://www.circl.lu/services/
mailto:info@circl.lu
mailto:team@circl.lu
mailto:luciano.righetti@circl.lu

Recursos

https://qithub.com/MISP/MISP

https://www.circl.lu/
https://www.misp-project.ora/
https://github.com/MISP/misp-training
https://www.youtube.com/@CIRCL Luxembourg
https://github.com/MISP/PyMISP
https://github.com/MISP/misp-playbooks
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