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Time to get serious 
about collaboration!
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Data Ownership

● Events belong to an Organisation
● All users from that Org. can edit it

○ (If they have the permission)

● Creator org (orgc) = Who originally 
created the Event

● Owner org (org) = Who has control 
over the Event



Proposals

● Proposals latch on Attributes

● Original Event creator (orgc) can either Accept or Discard it

● Proposals are synchronized



Extended Events

● Extending an Event creates a new Event for your 
Organisation

● Allows a combined view of both Events
● Enables adding information for competitive or 

complementary analysis



Delegation

● Allows the Orgc to transfer the ownership of an Event

● Once accepted, the delegated Event is rewritten and 
loses all ties with the Orgc, enabling pseudo-anonymity



Publishing

● Sends notification emails (or not)
● Exposes IoCs to some export formats (Suricata, Bro, …)
● Starts the synchronisation process



Analyst Data

● Can be attached on many elements
○ Events, Attributes, Objects, Reports, Clusters, Analyst Data, Organisations, …

● Are synchronized
● Are a light discussion and feedback mechanism

Note on Event

Opinion on Event

Opinion on Note



Sightings

● Enables feedback on sighted IoCs or timed false positives
● Lowest barrier of entry way for contribution
● Main use is for IoC life-cycle management



Deletion

● Soft-deletion is similar to setting a revocation flag
● “You cannot remove an email from somebody else’s mailbox”

○ MISP has a mitigation mechanism (sanitisation) if information was leaked



Sharing Groups

● Enable controlled sharing for a 
collection of Organisations

● Typical use-cases:
○ List all members of a community

○ For coordinating incident response 
among involved parties

○ For distributing vulnerability to 
relevant stakeholders

○ …



Sharing Group Blueprints

● Streamlines Sharing Group management

Allow to generate a Sharing Group out of:

- All organisations present in sharing group 127
- Any organisation that has “Financial” as its type
- But excluding any of the specifically negated 

countries’ organisations



Collections

● Organises data shared by the community
● Collections can be shared with organisation on the same MISP instance



Final words

Listen up! Here’s why you need to collaborate and share threat-intel

● First off, you dominate the field by leveraging multiple data 
sources

● Next, you boost efficiency by cutting out redundant efforts

● Finally, you fortify your position with the strength of the 
community


