MISP Collaboration & Sharing

Rapid-Fire of Features



Rapid-Fire of Features:

Collaboration & Sharing
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Data Ownership

Organisation CIRCL M I d- t -b t- H G-tH b H
alware distribution via GIithub Issues
D 15
(complete)
uuID 55f6ea5e-2c60-40e5-964f-47a8950d210f
Local or remote Local Event ID 58
Description CIRCL is the CERT (Computer Emergency Response Team/ i
Computer Security Incident Response Team) for the private sector, uuiD c44d7fd4-aca3-4fd6-a895-a1c87bb49896 I A=
and entities in L
Created by Unknown Creator org ' CIRCL
Creation time 2023-09-29 06:47:38 Owner org ‘ CIRCL
Last modified 2023-09-29 06:47:38
Creator user andras.iklody@circl.lu
-
; . .
Users index
- - - - -
ID  Org Role Email B % © A NDSSID » Lastlogin Created LastAPlAccess X  Actions
631 . admin andras.iklody@circllu % % % 4276767 +  Never x Sreie -
634 @ admin samimokaddem@circllu X % X 4411663, v Never x Prewe
638 @ admin christianstuder@circllu X % X 2012380 v Never x Creue

e Events belong to an Organisation e Creator org (orgc) = Who originally
e All users from that Org. can edit it created the Event
o (If they have the permission) e Owner org (org) = Who has control
over the Event



Proposals

Inherit OO0 F [ 2 IBrA |
(3l010)

() 2022-03-24 8d6...bef BB Payload delivery ip-src 194.78.89.250 IP address of the Q

scammer collected from

the RDP log file

B 2024-09-05 8d6...bef ORGNAME Payload delivery ip-src 194.78.89.250 IP address of the
scammer collected from

the RDP log file

e Proposals latch on Attributes
e Original Event creator (orgc) can either Accept or Discard it

e Proposals are synchronized



Extended Events

Add Event
Successful Scam call involving money transfer e
Date Distribution @

Event ID 23 2024-09-05 This community only Vi
uuID 53021469-9f71-4e40-8dc1-a7211b223fb Threat Level @ Analysis @

Creator org Training Undiined X i v
Owner org ORGNAME EventInfo

Quick Event Description or Tracking Info
Creator user admin@admin.test

Extends Event

53d2f469-9f7f-4e€40-8dc1-a721f1b223fb

Matched event
ID: 23

e Extending an Event creates a new Event for your

Threat level: Low
Tags:

Organisation © v

@ veris:action:hacking:vector="Desktop sharing"
Allows a combined view of both Events TR T

Enables adding information for competitive or

comp lementa ry ana |yS is T ey A

misp-galaxy:mitre-attack-pattern="Phishing - T1566"

Q@ veris:actor:external:motive="Financial"

misp-galaxy:mitre-attack-pattern="User Execution - T1204"

Info: Successful Scam call involving money transfer




Delegation

=

T .oy sis of & Flubot malware captured by a honeypot Delegate the publishing of the Event to another organisation
Warning: You are about to request another organisation to take ownership of this event.
e O® Target Organisation
CIRCL N
Desired Distribution
.
- This community only R4
Hello,
Please take over this Event and make it accessible for ONLY this sharing community.
Thanks!
S 14 »
Distribution l
Your organisation only o< Yes
Published [ No ]

Event Delegation

Request details
Your organisation is requesting CIRCL to take over

¢ Once accepted' the delegated Event iS rewrltten and i]rizz‘;es?;ddistributionIevelisThiscommunityonIy
loses all ties with the Orgc, enabling pseudo-anonymity

Hello, Please take over this Event and make it
accessible for ONLY this sharing community. Thanks!

e Allows the Orgc to transfer the ownership of an Event




Publishing

Publish Event

Publish (no email)

Distribution

All communities I 0 <

Published [ No |

Distribution I
All communities 0 <

Published A 2024-09-05 09:17:39

e Sends notification emails (or not)
e Exposes loCs to some export formats (Suricata, Bro, ...)
e Starts the synchronisation process



Analyst Data

P Notes & Opinions a 4 Outbound Relationships n ¥ Inbound Relationships a

Allnotes  Organisation notes  Non-Org notes

CIRCL > alexandre.dulaunoy@circllu 2 monihs ago « 6/25/2024, 4:37:03 Al Al Note on Eve nt

Note to an event

»

CIRCL > alexandre.dulaunoy@circl.lu 2 months ago « 6/25/2024, 4:37:59 AM Al

ﬁ Strongly Disagree 0 /100 Opinion On Note

An opinion on a note.

CIRCL > alexandre.dulaunoy@circl.lu 2 months ago - 6/25/2024, 4:37:36 AM All

L ) Strongly Agree 90 /100 Opinion On Event

Very good report, | strongly agree with the conclusion.

e (Can be attached on many elements
o Events, Attributes, Objects, Reports, Clusters, Analyst Data, Organisations, ...

e Are synchronized
e Are a light discussion and feedback mechanism



Sightings

Sightings
(3/010)
Add Sighting
Type Source Sighting Date
Sighting v| | honeypot, IDS sensor id, SIEM,... 2024-09-05 09:29:50
Sighting
False-positive Add
Expiration

e Enables feedback on sighted loCs or timed false positives
e Lowest barrier of entry way for contribution
e Main use is for loC life-cycle management



Deletion

Attribute Deletion

Attribute #7457
The Attribuy il only be softdeleted, meaning that it

Are you sure you want to(soft-delete

i§ not completely purged.)Click on Include deleted

attributesanddelete the soft deleted attribute if you

want to permanently remove it.

e Soft-deletion is similar to setting a revocation flag

e “You cannot remove an email from somebody else’s mailbox”
o  MISP has a mitigation mechanism (sanitisation) if information was leaked




Sharing Groups

e Enable controlled sharing for a Sharing Group Organisations with even humber

collection of Organisations P ‘
UuID 29fcd775-7296-4e06-a69f-7ae4c0c59616
o Typ | ca I use-cases: Name Organisations with even number
Releasability The training organisations having an even number
o List all members of a community Doscrion
o  For coordinating incident response Selegabi v
among involved parties Sxonted by CRONAME
Events 0 events
o  For distributing vulnerability to PR — T
relevant stakeholders r—— r
o "E°ORG2 v x
S ORG 4 v x
'32‘5 ORG 6 v x




Sharing Group Blueprints

#19: Non-sanctioned financial organisations @ { LoIr &3y |
"AND": {
"OR": {
"org_sector": "Financial”,
"sharing_group_id": 127
e Streamlines Sharing Group management }
"NOT": {
"org_nationality™: [
"Russia”,
"Russian Federation”,

Allow to generate a Sharing Group out of:

"Belarus"”,
"Republic of Belarus”
- All organisations present in sharing group 127 ] :
- Any organisation that has “Financial” as its type , }
- But excluding any of the specifically negated }

countries’ organisations




Collections

Collection view

D 1
uuID e3f571¢2-f733-490d-99b4-09dad44235be
Creator org ORGNAME
Owner org ORGNAME
Created 2024-09-05 09:58:59
Modified 2024-09-05 09:58:59
Name Cross-Sector Incident
Description
Distribution This community only
L3
Collection elements [
« previous | next»
Enter value to search
Id UUID Element Element type Description Actions
1  4bB8ae643-8b47-4b87-bd48-58alaal9c302 Event (dc5c09fe-985f-4249-ac0a-f0de8753d840) Event ]
2 8903ec3c-9b53-4284-8a06-839d8dc9dab3 Event (53d2f469-9{7{-4e40-8dc1-a721f1b223fb) Event 1]

Page 1 of 1, showing 2 records out of 2 total, starting on record 1, ending on 2

e Organises data shared by the community
e Collections can be shared with organisation on the same MISP instance



Final words

Listen up! Here's why you need to collaborate and share threat-intel

First off, you dominate the field by leveraging multiple data
sources

Next, you boost efficiency by cutting out redundant efforts

Finally, you fortify your position with the strength of the
community




