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WHO AM |

m ): chrisrad
m ¥: chrisred_68

m Having fun @ CIRCL
m MISP core development team

m STIX WG co-chair

m ¢ & @ enthusiast




SUMMARY

m Past & current status

m Recent changes

m Continuous improvement & future roadmap
m Challenges we face

m Evolution perspectives

m Demo (?)




MISP & STIX - HOW IT BEGAN

m Built-in integration
m Export & Import features

» Export MISP Events collections
» Import STIX files

m Supported version

» STIX 144
> STIX 2.0

m Accessible via restSearch




STIX CONVERSION USAGE IN MISP

REST client

Bookmarked queries

Query History
HTTP method to use
POST v

Relative path to query

/events/restSearch

] Bookmark query

Show result [] Skip SSL validation
HTTP headers

Authorization: YOUR_API_KEY
Accept: application/json

Content-type: application/json

HTTP body
14
2 “returnFormat": "stix2",
3 "eventid": 3004
4}



STIX CONVERSION USAGE IN MISP

Response
Queriod UAL: hosgocsa eu evesestSearch
Response code: 200
Roauestduration: 371453 e
Responso headers

Date Wed. 120t 2022 1112055 GMT

Sorver: Apacno 2420 ()

12 0
xpies=ied, 12-0c1-2022 123059 GMT, MaxAQe=3600; pan=; secure; HIpOTly
Contont.Longth: 20803
XResul-Count. |
XExportHodule-Used six2
XRosponse-Format
Content Dispositon: atachmors; flename-"misp event 3004 son”
Connection: ciose.
Contont Typo: applatonjson; charset-UTF-8
N
“bundle®, "spec_version®: "2.0", *id": bundle--e0670ch3-757a-4700-8775-968cA043ATHT", "objects”: [("type": *identity®, "id": | “created: * ", "modified"
YPe": "report®, "1d": "report--a2dfo9c2-4bo5-4d24-9b0d-49acd1855622%, "created_by_ref": ™ | "created: ™ :34:13.0002%, "modified": "2022-10-11T11:34:13.0002", "name”: "Flubot m
b3 ) b F-5cde-431 - b !
i, 3 b b b
TIX-Converter\™®, "osint:lifetine=\"perpetual\"", "osint:certainty=\"so\"", "PAP:WHITE", "mob1le-maluare\"", L , "euroy
Lassification\"vulnerabi1it\ "], "object mrk)na refsm: [ 10, {"type": " 7, s 3 ~9gar- . ~created.by_ref: *identit
000z, *labels": , mispi misp_attributes": [{"type": "Lext", “object_relation": “body", "Value": "Nissed Call: You have a missed call.\r\nCal
Wid": 0T 2chee-eL47-$145- LB OLITGTIONX), (*Eypen: “phone-mumber, obJect_relationt: ~Froas, ~value": "sISEIHTS, “categorye: "Persone, "ULLd": “LSuSDFrofru3-4ABHL-S7Ad.OALGCEDIIGTTY], m_misp.coment®: ~salicios sms", *xm
-action”, "1d": "course-of- | "created: " .0002", "modified”: " 00027, "nane”: *Indicator Blocking Nitigation - T1054", "description”: "ATTACK Nitigatio
. and other associated mechanisns are secured wLth appropriate perwissions and access conrols. Consider autonatically relzummng forvaring mechanisas at recurring ntarvals (ex: teaporal, on-logon, otc.) as weLl as applylng appropi
bels” of Action\", " _action\", * Blocking Mitigation - T1954\""], “external references®: [{*source name": “mitre-attack", "
bobed2Toe6STTO", “created by.rer: | "created: ™ £16:40.0007", "Wodified": "2022-10-11T11:16:40.0002", "description”: "malicious sus url’, "pattern’: "[url:value = 'https://e
SRR = T (D A = D el (D0 iy = CIZE R, NS OB, T TG (e Ty [ W) O
e\"™]}, (“type": “malare", *id B ", *modified iame”: "FluBot*, : "Maluare galaxy based on Malpedia archi

a1 g tarfertzasa V¢ aee s C1ng iayfotFe el opsanlcaliafa Yo 18T A\ 8 ca e 870 ot e[ oves e 7o Fona 1Lt s o A eats Gl ibts [ B pasea]
Ce.", "KLLl_chain phases”: [("Ki1lchain name": "misp-category”, "phase_name": "malpedia’}], "labels: [ Crtype: indicator®, "0

, “created": " ", “modified": " -,  aalicious apk from nalicious url", “pattern®: ~[Filechashes. NS = Flasec2de{2faecoetZorA5DRCCITccd’ D 7L

AND fileinane = 'sample.apk.exe’ AID file:size = ‘TSISZB' AND (FLlercontent ref.x.misp.filenane ~ ‘sample.aph.exe’ AND fLleicontent ref.hashes HDS = *Flages2det2faeceed2n
-10-11711:08:282", "KL1L_chain_phases”: [{"Kill_chain_name": "misp-category”, "phase_name": "file"}], "labels": [ tsp:to_ . "maluare_ "5
6", "created_by_ref": * , “created: " 0002, “motifiad: ~2622-10.11TE1:16140.0002", “gescription® “czc server-, “patterne: *lurLivalie = “https://another.evil provie
X_misp_query_string = 'alfof536']", "valid_fron": "2022-10-11711:16:402", "Kill chain phases™: [{*Kill chain name": "misp-category", "phase_name": “network"}], "labels: [*misp: ., "misp:to
7-16209807D1C3", *created_by_ref*: ., “created®: " 0002", "mouified”: o067", "nane": ", “labels®: [ ) n
[{*source_name": “cve*, "external id": " ). ("type": * =, v created_by_refe: *identity.-54543530-00b0-dnD. 896.TASGaSaSaesd", creatadh: 2022-10

aV*%, "mispimeta-category-\"Risc\""], "X misp attributes": [{"type": "coment”, "object relation’: "coment?, "Value": "yara rule to detect CVE-2022-27835", "cateqory": "Other", "Wid": "biScGusa-GSTE-4160-b041-S9TSGUAbIE"), ("type"
“CT60GbU3-2ba5-4515-8735-52ad120a8280"), {"type": "Lext”, "object_relation’: "version®, "value": *3.7.1°, "category": "Other", "uLid": "SSGBUfd7-G7e7-487f-bs2-cI6045B418947), {"type": "yara®, "object_relation: “yara", value": “rule

Pnrn version = \"20210720\"\r\n description = \"matches on dusped, decrypted V/DEX files of Fubot version > 4.2\"\r\n sample = \"37be18494cd036a70a1 AGG270CETERA \AMVA\N  strings:rn Sdox = \"gex\"
fn ss2 = ss3 = 56 = (Sdex at © or Svdex at O\r\n and 3 of ($s*)\r\n)",
81702006067, ("type™: "text®, object_relation’: "yara-rule nase”, ~value": "android_flubot", "cateqory": “Other, "uild: "Gdassbez-10bd-426c-5Ad-4361c3TBEIB ], "X alsp_comment: "yara rule to detect CVE-2822-27835", "x_misp_neta
ot--6a0darbT ., “created_by_ref": * , “created": * ", "modified": " ", "labels: nase= sy

P g
ountry", "value": "United States", "Category": "Other", "Coment": "8.231.77.176: enriched via the mdb_lookup module.”, "usid": "328b624d-80db-457-98bc-ee7SfCT16650"), ("type": "text”, "object relation": "Countrycode", "value": "US"
“ULd": *a5307d%a-3461-421-DeB5-cIIANTE25IDY), ("type": “Float?, "object_relation”: "latituds”, "value": "38", "category": "Other®, "Comment’: "8.231.77.176: enriched via the mmdb_lookup odule.”, "Wiid": *337ag523-481c-48d6-bade-a7
y": "0ther", “comment": "8.231.77.176: enriched via the madb_lookup module.”, "uuid": "as284dfe-2636-496d-bdr1-d8210bda7i5®), ("type": “text®, "object relation”: "text”, "value®: "db_source: GeoOpen-Country. build d o709 6
51.77.176: enriched via the andb_Lookup nodul. ", "WULa": 27TfoBac-a008-4473-bdSS- 63263503182 2], "X nisp coment”: “8.231.77.176: enriched via the madb_lookup module.", "X nisp seta category”: "misc", ".nisp nase" “geolocation"),
“created_by_rer" ., “created 600z, "modified 00z, "labels": [*misp ) “misps = 1, "x_nisp_attribu
J: “Othar*, *commante: "8.231,77,175: enriched via the mads_ ook modul.*, WiLi"; ~FL3cO364-dac.4252.B1c6-TOMISEGZET'), (-Eype" “LaxEY, “ubject.relation: countrycoder, “value®: “US", ~category*: ~Othere, “coment: +3.731.77
b2}, {"type": "float”, "object relation": "latitude®, "value": "38", "category”: “Other”, "coment': "B.231.77.176: enriched via the mmdb_lookup module.”, "uuid": "053e1aSh-dS65-4a52-ba2-7cArac2379"), {"type": "Float”, "object rel
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STIX CONVERSION USAGE IN MISP

cURL PyMISP

curl \
-d '{"returnFormat":"stix2", "eventid":3004}' \
-H "Authorization: YOUR_API_KEY
-H "Accept: application/json" \
-H "Content-type: application/json" \
-X POST https://iglocska.eu/events/restSearch

cURL PyMISP

misp_url = 'https://iglocska.eu’
misp_key = YOUR_API_KEY
misp_verifycert = True
relative_path = 'events/restSearch’
body = {
"returnFormat": "stix2",
"eventid": 3004

from pymisp import ExpandedPyMISP

misp = ExpandedPyMISP(misp_url, misp_key, misp_verifycert)
misp.direct_call(relative_path, body)




FORMER FEATURE LIMITATIONS

£

m Supported versions IT SIIIPPIIBTS\\
: ; .‘1(.)1 XML (& JSON) STIN1.11AND 2.0 } :@nr ABOUT STIK 212
m Data type support .{ &

WHAT WOULD | DO WITH STIX 1JSON2




FORMER FEATURE LIMITATIONS
- A

WHAT IF | WANT TO EXPORT ONLY SINGLE ATTRIBUTES?

m Supported versions

> 111 XML (& JSON)
> 2.0

m Data type support }' )
YOU HAVE TO CONVERT THE FULL EVENTS

r

s | 1%
-.'""""‘1




FORMER PRACTICAL & ORGANISATIONAL LIMITATIONS

m Export and import features only available via MISP
» Need an automation key (and/or to deal with the Ul)

m Github: STIX issues lost within the MISP core issues




FORMER PRACTICAL & ORGANISATIONAL LIMITATIONS

m Export and import features only available via MISP
» Need an automation key (and/or to deal with the UlI)

m Github: STIX issues lost within the MISP core issues




THE SOLUTION




KEY FEATURES

m Support all the STIX versions

» STIX 2.1 Support
» 111, 1.2, 2.0 Support enhanced

m Various MISP data collection supported

m Mapping documentation




HANDLING THE CONVERSION WITH A PYTHON LIBRARY

m Used in MISP built-in export modules

m Enable a stand-alone use of the python code’
» Pass filenames & get the converted content written in 1 or
more result file(s)
m Possible integration within python code

» Give it a list of filenames
» MISP standard format <-> STIX

m JSON or PyMISP

'i.e command line



LIBRARY USAGE - COMMAND LINE




LIBRARY USAGE - PYTHON INTEGRATION




MAPPING DOCUMENTATION

m Mapping overview

» Quick overview on how MISP data structures are mapped with
STIX objects

m Detailed mapping

» Extended explanation on how each granular data is mapped
with STIX objects fields




MAPPING EXPLAINED

HOW TO EXPLAIN A MAPPING DOCUMENTATION?

N

SHOWITLIVEIN =,




WORK IN PROGRESS & CONTINUOUS DEVELOPMENT

m STIX 2 -> MISP import feature

m Current mapping improvement
» Support for Custom Galaxy clusters
»> Better support of existing STIX objects libraries?
» Support custom STIX format3

2e.g: https://github.com/mitre/cti
3e.g: ACS custom markings


https://github.com/mitre/cti

WORK IN PROGRESS & CONTINUOUS DEVELOPMENT

m STIX 2 -> MISP import feature

m Current mapping improvement

» Support for Custom Galaxy clusters
> Better support of existing STIX objects libraries?
» Support custom STIX format3

m TAXIl integration

IS THIS FINALLY. HAPPENING 299

’e.g: https://github.com/mitre/cti
3e.g: ACS custom markings


https://github.com/mitre/cti

WHAT COMES NEXT?

m Extend the export feature to any kind of data collection

m Add notes on any data structure
m Sightings on context layers

m Port the STIX 1 -> MISP import feature




HANDLING DIFFERENT STIX CONTENT CREATION

DESIGNS

m Impossible to control the content
created by external parties

m We want to keep UUIDs




HANDLING DIFFERENT STIX CONTENT CREATION

DESIGNS

m Impossible to control the content
created by external parties

m We want to keep UUIDs

m Facing UUIDs validation issues " k“e
» Loading error >\
-
-




AN EASY FIX: A STIX 2 PYTHON LIBRARY FORK"

m No change on the content
validation
» Differs only on the UUIDs
validation process
m MISP has now the same UUIDs
requirements o,
> We keep a reference to the initial ]
uuID =
» A UUID vs is generated

JRRIN
BYTHON,LIBRAF

“https://github.com/MISP/cti-python-stix2 &
https://pypi.org/project/misp-1lib-stix2/
=



https://github.com/MISP/cti-python-stix2
https://pypi.org/project/misp-lib-stix2/

MINDING THE GAP BETWEEN FORMATS

m From a sharing platform to an threat intelligence exchange
format

» Custom STIX objects
» Custom fields in existing objects
» STIX extensions

m Handling the infinite possibilities of a patterning language
» Importing STIX 2 patterns in separate MISP objects




MINDING THE GAP BETWEEN FORMATS

m From a sharing platform to an threat intelligence exchange
format

» Custom STIX objects
» Custom fields in existing objects
> STIX extensions

m Handling the infinite possibilities of a patterning language
» Importing STIX 2 patterns in separate MISP objects



MAPPING CHALLENGES

« Attack Pattern (Cluster)
Campaign (Cluster)

Course of Action (Cluster / Object - depends on context - action taken vs action to be taken)

Grouping (Event)
Identity (Cluster / Attribute / Object)
Indicator (Object/Attribute)
Intrusion Set (Cluster)
Location (Object/Attribute)
Malware (Cluster / Object)
Note (Neither - To be defined)
Observed Data (Object / Attribute)
Report (Event / Event Report)

« Threat Actor (Cluster)

« Tool (Cluster + Object (Concept of a tool + file attachment))

« Vulnerability (2?7 - if known vulnerability -> cluster / if in progress -> object) ???




EVOLUTION PERSPECTIVES

QOASISOPEN

m Members of the Oasis CTI TC
» Our involvement
B Participating to the development process

» Our proposal: Go for the open source way
W Make the contribution process more accessible
=> Bring more contributers / contributions
B Easier access to the resources
=> More visibility




HOW TO REPORT BUGS/ISSUES

m Github issues

> https://github.com/MISP/misp-stix/issues
» https://github.com/MISP/MISP/issues

m Please provide details

» How did the issue happen
» Recommendation: provide samples

m Any feedback welcome



https://github.com/MISP/misp-stix/issues
https://github.com/MISP/MISP/issues

USEFUL LINKS

m https://github.com/MISP/misp-stix

m https://github.com/MISP/misp-stix/tree/main/
documentation

m https://github.com/MISP

m https://www.misp-project.org/
m https://twitter.com/MISPProject
m https://twitter.com/chrisred_68



https://github.com/MISP/misp-stix
https://github.com/MISP/misp-stix/tree/main/documentation
https://github.com/MISP/misp-stix/tree/main/documentation
https://github.com/MISP
https://www.misp-project.org/
https://twitter.com/MISPProject
https://twitter.com/chrisred_68

DEMO TIME
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