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Introduction

MISP

Threat Sharing

The MISP threat sharing platform is a free and open source software helping information sharing
of threat intelligence including cyber security indicators, financial fraud or counter-terrorism
information. The MISP project includes multiple sub-projects to support the operational
requirements of analysts and improve the overall quality of information shared.

Taxonomies that can be used in MISP (2.4) and other information sharing tool and expressed in
Machine Tags (Triple Tags). A machine tag is composed of a namespace (MUST), a predicate (MUST)
and an (OPTIONAL) value. Machine tags are often called triple tag due to their format. The
following document is generated from the machine-readable JSON describing the MISP taxonomies.


https://github.com/MISP/misp-taxonomies

Funding and Support

The MISP project is financially and resource supported by CIRCL Computer Incident Response
Center Luxembourg .

-
. circl.lu
' Computer Incident
Response Center
‘k‘ LUXEMBOURG

A CEF (Connecting Europe Facility) funding under CEF-TC-2016-3 - Cyber Security has been granted
from 1st September 2017 until 31th August 2019 as Improving MISP as building blocks for next-
generation information sharing.

If you are interested to co-fund projects around MISP, feel free to get in touch with us.


https://www.circl.lu/
https://www.circl.lu/

MISP taxonomies

CERT-XLM

CERT-XLM namespace available in JSON format at this location. The JSON format
can be freely reused in your application or automatically enabled in MISP
taxonomy.

CERT-XLM Security Incident Classification.

abusive-content

Abusive Content.

CERT-XLM:abusive-content="spam"
spam

Spam or ‘unsolicited bulk e-mail’, meaning that the recipient has not granted verifiable permission
for the message to be sent and that the message is sent as part of a larger collection of messages, all
having identical content.

CERT-XLM:abusive-content="harmful-speech"
Harmful Speech

Discretization or discrimination of somebody (e.g. cyber stalking, racism and threats against one or
more individuals) May be found on a forum, email, tweet etc...

CERT-XLM:abusive-content="violence"
Child/Sexual/Violence/...

Any Child pornography, glorification of violence, may be found on a website, forum, email, tweet
etc...

malicious-code

Software that is intentionally included or inserted in a system for a harmful purpose. A user
interaction is normally necessary to activate the code.

CERT-XLM:malicious-code="virus"
Virus

Malicious code that replicate itself and infects the computer and files;


https://github.com/MISP/misp-taxonomies/blob/master/CERT-XLM/machinetag.json
https://www.github.com/MISP/MISP

CERT-XLM:malicious-code="worm"
Worm

Malware that self-replicates and spread itself to other computers in the network without any user
interaction;

CERT-XLM:malicious-code="ransomware"
Ransomware

Ransomware is a type of malicious software from cryptovirology that blocks access to the victim’s
data or threatens to publish it until a ransom is paid.

CERT-XLM:malicious-code="trojan-malware"
Trojan/Malware

This category regroups many common malware types (Banking, POS, Mining malware).

CERT-XLM:malicious-code="spyware-rat"
Spyware/Rat

This category regroups malware types and tools that may have a bigger impact on the breached
infrastructure and usually need further investigations (Common Spyware/Rat, State sponsored
malwares, StealersHacking tool).

CERT-XLM:malicious-code="dialer"
Dialer

Computer program used to identify the phone numbers that can successfully make a connection
with a computer modem. Use this category to classify overpriced SMS sent by malicious mobile
application.

CERT-XLM:malicious-code="rootkit"
Rootkit

Malware, which alter the standard functionality of an operating system in order to do its malicious
actions in a stealthy way. In practice, Rootkits hijacks systems functions in order to alter the
returning values to hide themselves from simple analysis tools.

information-gathering

This group is for the reconnaissance; generally, it is the step before attacking.



CERT-XLM:information-gathering="scanner"
Scanning

Attacks that send requests to a system to discover weak points. This also includes some kinds of
testing processes to gather information about hosts, services and accounts. Examples: fingerd, DNS
querying, ICMP, SMTP (EXPN, RCPT,).

CERT-XLM:information-gathering="sniffing"
Sniffing

Observing and recording network traffic (wiretapping).

CERT-XLM:information-gathering="social-engineering"
Social Engineering

Gathering information from a human being in a non-technical way (eg, lies, tricks, bribes, or
threats).

intrusion-attempts

This group is for attack detected/tried but without success.

CERT-XLM:intrusion-attempts="exploit-known-vuln"
Exploiting known vulnerabilities

An attempt to compromise a system or to disrupt any service by exploiting vulnerabilities with a
standardised identifier such as CVE name (eg, buffer overflow, backdoors, cross side scripting, etc).

CERT-XLM:intrusion-attempts="login-attempts"
Login attempts

Multiple login attempts (guessing / cracking of passwords, brute force).

CERT-XLM:intrusion-attempts="new-attack-signature"
New attack signature

An attempt using an unknown exploit.

intrusion

This group is for successful unauthorized access to a system.



CERT-XLM:intrusion="privileged-account-compromise"
Privileged Account Compromise

A successful full compromise of a system or application (service). This can have been caused
remotely by a known or new vulnerability, but also by an unauthorized local access.

CERT-XLM:intrusion="unprivileged-account-compromise"
Unprivileged Account Compromise

A successful compromise of a system or application (service). This can have been caused remotely
by a known or new vulnerability, but also by an unauthorized local access. The intruded did not
achieve to escale his privileges locally.

CERT-XLM:intrusion="botnet-member"
Botnet member

The compromised asset is also being part of a botnet. This is reserved mainly for public web
servers. See malicious code in priority for workstations or internal server’s compromise. For
example, phpmailer, etc...

CERT-XLM:intrusion="domain-compromise"
Domain Compromise

The whole domain is compromised; this is commonly used for active directory and detected by a
“pass the ticket” attack or a discovery of “ad dumps” files.

CERT-XLM:intrusion="application-compromise"
Application Compromise

An application is compromised; the attacker possess an uncontrolled access to data, server, and
assets used by this application (CMDB, DB, Backend services, etc.).

availability

By this kind of an attack a system is bombarded with so many packets that the operations are
delayed or the system crashes.

CERT-XLM:availability="dos"
DoS

An attacker attempts to prevent legitimate users from accessing information or services.



CERT-XLM:availability="ddos"

DDoS

Form of electronic attack involving multiple computers, which send repeated requests (HTTP
requests, pings, TCP or UDP Flood) to a server to load it down and render the service inaccessible
for a period of time.

CERT-XLM:availability="sabotage"
Sabotage

Deliberate and malicious acts that result in the disruption of the normal processes and functions or
the destruction or damage of equipment or information.

CERT-XLM:availability="outage"
Outage (no malice)

Unavailability of the system but done with no malice.

information-content-security

This group is dealing with non-legitimate access or modification to data.

CERT-XLM:information-content-security="Unauthorised-information-
access"

Unauthorised access to information

Any access to unauthorized data. It may be access of data on improperly restricted server share or
database exfiltered by using a SQLI.

CERT-XLM:information-content-security="Unauthorised-information-
modification"

Unauthorised modification of information

Unauthorized tampering of data on files, documents or database.

fraud

This group is for unauthorized use of resources using resources for unauthorized purposes
including profit-making ventures (eg, the use of e-mail to participate in illegal profit chain letters or
pyramid schemes).

CERT-XLM:fraud="copyright"

Copyright



Selling or installing copies of unlicensed commercial software or other copyright protected
materials (Warez).

CERT-XLM:fraud="masquerade"
Masquerade

Types of attacks in which one entity illegitimately assumes the identity of another in order to
benefit from it. This attack may be used for president fraud requesting transactions.

CERT-XLM:fraud="phishing"
Phishing

Masquerading as another entity in order to persuade the user to reveal a private credential.

vulnerable

Vulnerable

CERT-XLM:vulnerable="vulnerable-service"
Open for abuse

Open resolvers, world readable printers, vulnerability apparent from Nessus etc scans, virus,
signatures not up to date, etc. This includes for example default SNMP community or default
password on any application.

conformity

This group is for catching breach about controls given by the company or externals entities.

CERT-XLM:conformity="regulator"
Regulator

All lack about regulator rules (CSSF, GDPR, etc.).

CERT-XLM:conformity="standard"

Standard

All lack about standards certification of the company (ISO27000, NIS, ISAE3402, etc.).

CERT-XLM:conformity="security-policy"
Security policy

All lack about the internal security policy of the company.



CERT-XLM:conformity="other-conformity"
Other

All lack that do not fit in one of previous categories should be put on this class.

other

Other

CERT-XLM:other="other"
other

All incidents that do not fit in one of the given categories should be put into this class. If the number
of incidents in this category increases, it is an indicator that the classification scheme must be
revised.

test

Meant for testing.

DFRLab-dichotomies-of-disinformation

DFRLab-dichotomies-of-disinformation namespace available in JSON format at
this location. The JSON format can be freely reused in your application or
automatically enabled in MISP taxonomy.

DFRLab Dichotomies of Disinformation.
primary-target
This should be filled out even when the target is not a nation. When a campaign targets a non-state

political actor, the nation of origin of that non-state political actor is filled in this field, if that
information is available. Distinguishable territories are nations.

DFRLab-dichotomies-of-disinformation:primary-target="AD"

Andorra

DFRLab-dichotomies-of-disinformation:primary-target="AE"

United Arab Emirates

DFRLab-dichotomies-of-disinformation:primary-target="AF"

Afghanistan


https://github.com/MISP/misp-taxonomies/blob/master/DFRLab-dichotomies-of-disinformation/machinetag.json
https://www.github.com/MISP/MISP

DFRLab-dichotomies-of-disinformation:primary-target="AG"

Antigua and Barbuda

DFRLab-dichotomies-of-disinformation:primary-target="AI"

Anguilla

DFRLab-dichotomies-of-disinformation:primary-target="AL"

Albania

DFRLab-dichotomies-of-disinformation:primary-target="AM"

Armenia

DFRLab-dichotomies-of-disinformation:primary-target="A0"

Angola

DFRLab-dichotomies-of-disinformation:primary-target="AQ"

Antarctica

DFRLab-dichotomies-of-disinformation:primary-target="AR"

Argentina

DFRLab-dichotomies-of-disinformation:primary-target="AS"

American Samoa

DFRLab-dichotomies-of-disinformation:primary-target="AT"

Austria

DFRLab-dichotomies-of-disinformation:primary-target="AU"

Australia

DFRLab-dichotomies-of-disinformation:primary-target="AW"

Aruba

DFRLab-dichotomies-of-disinformation:primary-target="AX"

Aland Islands
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DFRLab-dichotomies-of-disinformation:primary-target="AZ"

Azerbaijan

DFRLab-dichotomies-of-disinformation:primary-target="BA"

Bosnia and Herzegovina

DFRLab-dichotomies-of-disinformation:primary-target="BB"

Barbados

DFRLab-dichotomies-of-disinformation:primary-target="BD"

Bangladesh

DFRLab-dichotomies-of-disinformation:primary-target="BE"

Belgium

DFRLab-dichotomies-of-disinformation:primary-target="BF"

Burkina Faso

DFRLab-dichotomies-of-disinformation:primary-target="BG"

Bulgaria

DFRLab-dichotomies-of-disinformation:primary-target="BH"

Bahrain

DFRLab-dichotomies-of-disinformation:primary-target="BI"

Burundi

DFRLab-dichotomies-of-disinformation:primary-target="B]"

Benin

DFRLab-dichotomies-of-disinformation:primary-target="BL"

Saint-Barthelemy

DFRLab-dichotomies-of-disinformation:primary-target="BM"

Bermuda



DFRLab-dichotomies-of-disinformation:primary-target="BN"

Brunei Darussalam

DFRLab-dichotomies-of-disinformation:primary-target="BO"

Bolivia

DFRLab-dichotomies-of-disinformation:primary-target="BQ"

Bonaire, Saint Eustatius and Saba

DFRLab-dichotomies-of-disinformation:primary-target="BR"

Brazil

DFRLab-dichotomies-of-disinformation:primary-target="BS"

Bahamas

DFRLab-dichotomies-of-disinformation:primary-target="BT"

Bhutan

DFRLab-dichotomies-of-disinformation:primary-target="BV"

Bouvet Island

DFRLab-dichotomies-of-disinformation:primary-target="BW"

Botswana

DFRLab-dichotomies-of-disinformation:primary-target="BY"

Belarus

DFRLab-dichotomies-of-disinformation:primary-target="BZ"

Belize

DFRLab-dichotomies-of-disinformation:primary-target="CA"

Canada

DFRLab-dichotomies-of-disinformation:primary-target="CC"

Cocos (Keeling) Islands
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DFRLab-dichotomies-of-disinformation:primary-target="CD"

Congo, Democratic Republic of the

DFRLab-dichotomies-of-disinformation:primary-target="CF"

Central African Republic

DFRLab-dichotomies-of-disinformation:primary-target="CG"

Congo

DFRLab-dichotomies-of-disinformation:primary-target="CH"

Switzerland

DFRLab-dichotomies-of-disinformation:primary-target="CI"

Cote d’Ivoire

DFRLab-dichotomies-of-disinformation:primary-target="CK"

Cook Islands

DFRLab-dichotomies-of-disinformation:primary-target="CL"

Chile

DFRLab-dichotomies-of-disinformation:primary-target="CM"

Cameroon

DFRLab-dichotomies-of-disinformation:primary-target="CN"

China

DFRLab-dichotomies-of-disinformation:primary-target="CO"

Colombia

DFRLab-dichotomies-of-disinformation:primary-target="CR"

Costa Rica

DFRLab-dichotomies-of-disinformation:primary-target="CU"

Cuba
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DFRLab-dichotomies-of-disinformation:primary-target="CV"

Cape Verde

DFRLab-dichotomies-of-disinformation:primary-target="CW"

Curacao

DFRLab-dichotomies-of-disinformation:primary-target="CX"

Christmas Island

DFRLab-dichotomies-of-disinformation:primary-target="CY"

Cyprus

DFRLab-dichotomies-of-disinformation:primary-target="CZ"

Czech Republic

DFRLab-dichotomies-of-disinformation:primary-target="DE"

Germany
DFRLab-dichotomies-of-disinformation:primary-target="D]J"
Djibouti

DFRLab-dichotomies-of-disinformation:primary-target="DK"

Denmark

DFRLab-dichotomies-of-disinformation:primary-target="DM"

Dominica

DFRLab-dichotomies-of-disinformation:primary-target="DO"

Dominican Republic

DFRLab-dichotomies-of-disinformation:primary-target="DZ"

Algeria

DFRLab-dichotomies-of-disinformation:primary-target="EC"

Ecuador
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DFRLab-dichotomies-of-disinformation:primary-target="EE"

Estonia

DFRLab-dichotomies-of-disinformation:primary-target="EG"
Egypt
DFRLab-dichotomies-of-disinformation:primary-target="EH"

Western Sahara

DFRLab-dichotomies-of-disinformation:primary-target="ER"

Eritrea

DFRLab-dichotomies-of-disinformation:primary-target="ES"

Spain

DFRLab-dichotomies-of-disinformation:primary-target="ET"

Ethiopia

DFRLab-dichotomies-of-disinformation:primary-target="FI"

Finland

DFRLab-dichotomies-of-disinformation:primary-target="F]J"
Fiji
DFRLab-dichotomies-of-disinformation:primary-target="FK"

Faeroe Islands

DFRLab-dichotomies-of-disinformation:primary-target="FM"

Micronesia (Federated States of)

DFRLab-dichotomies-of-disinformation:primary-target="FO"

Falkland Islands (Malvinas)

DFRLab-dichotomies-of-disinformation:primary-target="FR"

France
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DFRLab-dichotomies-of-disinformation:primary-target="GA"

Gabon

DFRLab-dichotomies-of-disinformation:primary-target="GB"

United Kingdom

DFRLab-dichotomies-of-disinformation:primary-target="GD"

Grenada

DFRLab-dichotomies-of-disinformation:primary-target="GE"

Georgia

DFRLab-dichotomies-of-disinformation:primary-target="GF"

French Guiana

DFRLab-dichotomies-of-disinformation:primary-target="GG"

Guernsey

DFRLab-dichotomies-of-disinformation:primary-target="GH"

Ghana

DFRLab-dichotomies-of-disinformation:primary-target="GI"

Gibraltar

DFRLab-dichotomies-of-disinformation:primary-target="GL"

Greenland

DFRLab-dichotomies-of-disinformation:primary-target="GM"

Gambia

DFRLab-dichotomies-of-disinformation:primary-target="GN"

Guinea

DFRLab-dichotomies-of-disinformation:primary-target="GP"

Guadeloupe
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DFRLab-dichotomies-of-disinformation:primary-target="GQ"

Equatorial Guinea

DFRLab-dichotomies-of-disinformation:primary-target="GR"

Greece

DFRLab-dichotomies-of-disinformation:primary-target="GS"

South Georgia and the South Sandwich Islands

DFRLab-dichotomies-of-disinformation:primary-target="GT"

Guatemala

DFRLab-dichotomies-of-disinformation:primary-target="GU"

Guam

DFRLab-dichotomies-of-disinformation:primary-target="GW"

Guinea-Bissau

DFRLab-dichotomies-of-disinformation:primary-target="GY"

Guyana

DFRLab-dichotomies-of-disinformation:primary-target="HK"

Hong Kong

DFRLab-dichotomies-of-disinformation:primary-target="HM"

Heard Island and McDonal Islands

DFRLab-dichotomies-of-disinformation:primary-target="HN"

Honduras

DFRLab-dichotomies-of-disinformation:primary-target="HR"

Croatia

DFRLab-dichotomies-of-disinformation:primary-target="HT"

Haiti



DFRLab-dichotomies-of-disinformation:primary-target="HU"

Hungary

DFRLab-dichotomies-of-disinformation:primary-target="ID"

Indonesia

DFRLab-dichotomies-of-disinformation:primary-target="IE"

Ireland

DFRLab-dichotomies-of-disinformation:primary-target="IL"

Israel

DFRLab-dichotomies-of-disinformation:primary-target="IM"

Isle of Man

DFRLab-dichotomies-of-disinformation:primary-target="IN"

India

DFRLab-dichotomies-of-disinformation:primary-target="I10"

British Virgin Islands

DFRLab-dichotomies-of-disinformation:primary-target="I1Q"

Iraq

DFRLab-dichotomies-of-disinformation:primary-target="IR"

Iran (Islamic Republic of)

DFRLab-dichotomies-of-disinformation:primary-target="IS"

Iceland

DFRLab-dichotomies-of-disinformation:primary-target="IT"

Italy

DFRLab-dichotomies-of-disinformation:primary-target="JE"

Jersey
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DFRLab-dichotomies-of-disinformation:primary-target="JM"

Jamaica

DFRLab-dichotomies-of-disinformation:primary-target="JO"

Jordan

DFRLab-dichotomies-of-disinformation:primary-target="JP"

Japan

DFRLab-dichotomies-of-disinformation:primary-target="KE"

Kenya

DFRLab-dichotomies-of-disinformation:primary-target="KG"

Kyrgyzstan

DFRLab-dichotomies-of-disinformation:primary-target="KH"

Cambodia

DFRLab-dichotomies-of-disinformation:primary-target="KI"
Kiribati
DFRLab-dichotomies-of-disinformation:primary-target="KM"

Comoros

DFRLab-dichotomies-of-disinformation:primary-target="KN"

Saint Kitts and Nevis

DFRLab-dichotomies-of-disinformation:primary-target="KP"

Korea, Democratic People’s Republic of

DFRLab-dichotomies-of-disinformation:primary-target="KR"

Korea, Republic of

DFRLab-dichotomies-of-disinformation:primary-target="KW"

Kuwait
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DFRLab-dichotomies-of-disinformation:primary-target="KY"

Cayman Islands

DFRLab-dichotomies-of-disinformation:primary-target="KzZ"

Kazakhstan

DFRLab-dichotomies-of-disinformation:primary-target="LA"

Lao People’s Democratic Republic

DFRLab-dichotomies-of-disinformation:primary-target="LB"

Lebanon

DFRLab-dichotomies-of-disinformation:primary-target="LC"

Saint Lucia

DFRLab-dichotomies-of-disinformation:primary-target="LI"

Liechtenstein

DFRLab-dichotomies-of-disinformation:primary-target="LK"

Sri Lanka

DFRLab-dichotomies-of-disinformation:primary-target="LR"

Liberia

DFRLab-dichotomies-of-disinformation:primary-target="LS"

Lesotho

DFRLab-dichotomies-of-disinformation:primary-target="LT"

Lithuania

DFRLab-dichotomies-of-disinformation:primary-target="LU"

Luxembourg

DFRLab-dichotomies-of-disinformation:primary-target="LV"

Latvia
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DFRLab-dichotomies-of-disinformation:primary-target="LY"

Libya

DFRLab-dichotomies-of-disinformation:primary-target="MA"

Morocco

DFRLab-dichotomies-of-disinformation:primary-target="MC"

Monaco

DFRLab-dichotomies-of-disinformation:primary-target="MD"

Moldova, Republic of

DFRLab-dichotomies-of-disinformation:primary-target="ME"

Montenegro

DFRLab-dichotomies-of-disinformation:primary-target="MF"

Saint Martin (French part)

DFRLab-dichotomies-of-disinformation:primary-target="MG"

Madagascar

DFRLab-dichotomies-of-disinformation:primary-target="MH"

Marshall Islands

DFRLab-dichotomies-of-disinformation:primary-target="MK"

Macedonia, The former Yugoslav Republic of

DFRLab-dichotomies-of-disinformation:primary-target="ML"

Mali

DFRLab-dichotomies-of-disinformation:primary-target="MM"

Myanmar

DFRLab-dichotomies-of-disinformation:primary-target="MN"

Mongolia

21



DFRLab-dichotomies-of-disinformation:primary-target="MO"

Macao

DFRLab-dichotomies-of-disinformation:primary-target="MP"

Northern Mariana Islands

DFRLab-dichotomies-of-disinformation:primary-target="MQ"

Martinique

DFRLab-dichotomies-of-disinformation:primary-target="MR"

Mauritania

DFRLab-dichotomies-of-disinformation:primary-target="MS"

Montserrat

DFRLab-dichotomies-of-disinformation:primary-target="MT"

Malta

DFRLab-dichotomies-of-disinformation:primary-target="MU"

Mauritius

DFRLab-dichotomies-of-disinformation:primary-target="MV"

Maldives

DFRLab-dichotomies-of-disinformation:primary-target="MW"

Malawi

DFRLab-dichotomies-of-disinformation:primary-target="MX"

Mexico

DFRLab-dichotomies-of-disinformation:primary-target="MY"

Malaysia

DFRLab-dichotomies-of-disinformation:primary-target="MZ"

Mozambique
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DFRLab-dichotomies-of-disinformation:primary-target="NA"

Namibia

DFRLab-dichotomies-of-disinformation:primary-target="NC"

New Caledonia

DFRLab-dichotomies-of-disinformation:primary-target="NE"

Niger

DFRLab-dichotomies-of-disinformation:primary-target="NF"

Norfolk Island

DFRLab-dichotomies-of-disinformation:primary-target="NG"
Nigeria
DFRLab-dichotomies-of-disinformation:primary-target="NI"

Nicaragua

DFRLab-dichotomies-of-disinformation:primary-target="NL"

Netherlands

DFRLab-dichotomies-of-disinformation:primary-target="NO"

Norway

DFRLab-dichotomies-of-disinformation:primary-target="NP"

Nepal

DFRLab-dichotomies-of-disinformation:primary-target="NR"

Nauru

DFRLab-dichotomies-of-disinformation:primary-target="NU"

Niue

DFRLab-dichotomies-of-disinformation:primary-target="NZ"

New Zealand
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DFRLab-dichotomies-of-disinformation:primary-target="OM"

Oman

DFRLab-dichotomies-of-disinformation:primary-target="Other"

Other

DFRLab-dichotomies-of-disinformation:primary-target="PA"

Panama

DFRLab-dichotomies-of-disinformation:primary-target="PE"

Peru

DFRLab-dichotomies-of-disinformation:primary-target="PF"

French Polynesia

DFRLab-dichotomies-of-disinformation:primary-target="PG"

Papua New Guinea

DFRLab-dichotomies-of-disinformation:primary-target="PH"

Philippines

DFRLab-dichotomies-of-disinformation:primary-target="PK"

Pakistan

DFRLab-dichotomies-of-disinformation:primary-target="PL"

Poland

DFRLab-dichotomies-of-disinformation:primary-target="PM"

Saint Pierre and Miquelon

DFRLab-dichotomies-of-disinformation:primary-target="PN"

Pitcairn

DFRLab-dichotomies-of-disinformation:primary-target="PR"

Puerto Rico
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DFRLab-dichotomies-of-disinformation:primary-target="PS"

Palestinian Territory, Occupied

DFRLab-dichotomies-of-disinformation:primary-target="PT"

Portugal

DFRLab-dichotomies-of-disinformation:primary-target="PW"

Palau

DFRLab-dichotomies-of-disinformation:primary-target="PY"

Paraguay

DFRLab-dichotomies-of-disinformation:primary-target="QA"

Qatar

DFRLab-dichotomies-of-disinformation:primary-target="RE"

Reunion

DFRLab-dichotomies-of-disinformation:primary-target="RO"

Romania

DFRLab-dichotomies-of-disinformation:primary-target="RS"

Serbia

DFRLab-dichotomies-of-disinformation:primary-target="RU"

Russian Federation

DFRLab-dichotomies-of-disinformation:primary-target="RW"

Rwanda

DFRLab-dichotomies-of-disinformation:primary-target="SA"

Saudi Arabia

DFRLab-dichotomies-of-disinformation:primary-target="SB"

Solomon Islands
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DFRLab-dichotomies-of-disinformation:primary-target="SC"

Seychelles

DFRLab-dichotomies-of-disinformation:primary-target="SD"

Sudan

DFRLab-dichotomies-of-disinformation:primary-target="SE"

Sweden

DFRLab-dichotomies-of-disinformation:primary-target="SG"

Singapore

DFRLab-dichotomies-of-disinformation:primary-target="SH"

Saint Helena

DFRLab-dichotomies-of-disinformation:primary-target="SI"

Slovenia

DFRLab-dichotomies-of-disinformation:primary-target="SJ"

Svalbard and Jan Mayen Islands

DFRLab-dichotomies-of-disinformation:primary-target="SK"

Slovakia

DFRLab-dichotomies-of-disinformation:primary-target="SL"

Sierra Leone

DFRLab-dichotomies-of-disinformation:primary-target="SM"

San Marino

DFRLab-dichotomies-of-disinformation:primary-target="SN"

Senegal

DFRLab-dichotomies-of-disinformation:primary-target="SO"

Somalia
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DFRLab-dichotomies-of-disinformation:primary-target="SR"

Suriname

DFRLab-dichotomies-of-disinformation:primary-target="SS"

South Sudan

DFRLab-dichotomies-of-disinformation:primary-target="ST"

Sao Tome and Principe

DFRLab-dichotomies-of-disinformation:primary-target="SV"

El Salvador

DFRLab-dichotomies-of-disinformation:primary-target="SX"

Sint Maarten (Dutch part)

DFRLab-dichotomies-of-disinformation:primary-target="SY"

Syrian Arab Republic

DFRLab-dichotomies-of-disinformation:primary-target="SZ"

Swaziland

DFRLab-dichotomies-of-disinformation:primary-target="TC"

Turks and Caicos Islands

DFRLab-dichotomies-of-disinformation:primary-target="TD"

Chad

DFRLab-dichotomies-of-disinformation:primary-target="TF"

French Southern Territories

DFRLab-dichotomies-of-disinformation:primary-target="TG"

Togo

DFRLab-dichotomies-of-disinformation:primary-target="TH"

Thailand
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DFRLab-dichotomies-of-disinformation:primary-target="T]"

Tajikistan

DFRLab-dichotomies-of-disinformation:primary-target="TK"

Tokelau

DFRLab-dichotomies-of-disinformation:primary-target="TL"

Timor-Leste

DFRLab-dichotomies-of-disinformation:primary-target="TM"

Turkmenistan

DFRLab-dichotomies-of-disinformation:primary-target="TN"
Tunisia
DFRLab-dichotomies-of-disinformation:primary-target="TO"

Tonga

DFRLab-dichotomies-of-disinformation:primary-target="TR"

Turkey

DFRLab-dichotomies-of-disinformation:primary-target="TT"

Trinidad and Tobago

DFRLab-dichotomies-of-disinformation:primary-target="TV"

Tuvalu

DFRLab-dichotomies-of-disinformation:primary-target="TW"

Taiwan, Province of China

DFRLab-dichotomies-of-disinformation:primary-target="TZ"

Tanzania, United Republic of

DFRLab-dichotomies-of-disinformation:primary-target="UA"

Ukraine
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DFRLab-dichotomies-of-disinformation:primary-target="UG"

Uganda

DFRLab-dichotomies-of-disinformation:primary-target="UM"

United States Minor Outlying Islands

DFRLab-dichotomies-of-disinformation:primary-target="US"

United States of America

DFRLab-dichotomies-of-disinformation:primary-target="UY"

Uruguay

DFRLab-dichotomies-of-disinformation:primary-target="UZ"

Uzbekistan

DFRLab-dichotomies-of-disinformation:primary-target="Unknown"

Unknown

DFRLab-dichotomies-of-disinformation:primary-target="VA"

Holy See

DFRLab-dichotomies-of-disinformation:primary-target="VC"

Saint Vincent and the Grenadines

DFRLab-dichotomies-of-disinformation:primary-target="VE"

Venezuela (Bolivarian Republic of)

DFRLab-dichotomies-of-disinformation:primary-target="VG"

British Virgin Islands

DFRLab-dichotomies-of-disinformation:primary-target="VI"

United States Virgin Islands

DFRLab-dichotomies-of-disinformation:primary-target="VN"

Viet Nam
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DFRLab-dichotomies-of-disinformation:primary-target="vU"

Vanuatu

DFRLab-dichotomies-of-disinformation:primary-target="WEF"

Wallis and Futuna Islands

DFRLab-dichotomies-of-disinformation:primary-target="WS"

Samoa

DFRLab-dichotomies-of-disinformation:primary-target="YE"

Yemen

DFRLab-dichotomies-of-disinformation:primary-target="YT"

Mayotte

DFRLab-dichotomies-of-disinformation:primary-target="ZA"

South Africa

DFRLab-dichotomies-of-disinformation:primary-target="72ZM"

Zambia

DFRLab-dichotomies-of-disinformation:primary-target="ZwW"

Zimbabwe

platforms-advertisement

Advertisement through which a campaign targets an actor.

platforms-email

Email through which a campaign targets an actor.

primary-disinformant

This should be filled out even when the attacker is not a national government. When a campaign is
run by a non-state political actor, the nation of origin of that non-state political actor is filled in this
field, if that information is available. Likewise, this should be filled out if the preponderance of
attacker activity originates from within a single nation. Distinguishable territories are nations.
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DFRLab-dichotomies-of-disinformation:primary-disinformant="AD"

Andorra

DFRLab-dichotomies-of-disinformation:primary-disinformant="AE"

United Arab Emirates

DFRLab-dichotomies-of-disinformation:primary-disinformant="AF"

Afghanistan

DFRLab-dichotomies-of-disinformation:primary-disinformant="AG"

Antigua and Barbuda

DFRLab-dichotomies-of-disinformation:primary-disinformant="AI"

Anguilla

DFRLab-dichotomies-of-disinformation:primary-disinformant="AL"

Albania

DFRLab-dichotomies-of-disinformation:primary-disinformant="AM"

Armenia

DFRLab-dichotomies-of-disinformation:primary-disinformant="A0"

Angola

DFRLab-dichotomies-of-disinformation:primary-disinformant="AQ"

Antarctica

DFRLab-dichotomies-of-disinformation:primary-disinformant="AR"

Argentina

DFRLab-dichotomies-of-disinformation:primary-disinformant="AS"

American Samoa

DFRLab-dichotomies-of-disinformation:primary-disinformant="AT"

Austria
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DFRLab-dichotomies-of-disinformation:primary-disinformant="AU"

Australia

DFRLab-dichotomies-of-disinformation:primary-disinformant="AW"

Aruba

DFRLab-dichotomies-of-disinformation:primary-disinformant="AX"

Aland Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="AZ"

Azerbaijan

DFRLab-dichotomies-of-disinformation:primary-disinformant="BA"

Bosnia and Herzegovina

DFRLab-dichotomies-of-disinformation:primary-disinformant="BB"

Barbados

DFRLab-dichotomies-of-disinformation:primary-disinformant="BD"

Bangladesh

DFRLab-dichotomies-of-disinformation:primary-disinformant="BE"

Belgium

DFRLab-dichotomies-of-disinformation:primary-disinformant="BF"

Burkina Faso

DFRLab-dichotomies-of-disinformation:primary-disinformant="BG"

Bulgaria

DFRLab-dichotomies-of-disinformation:primary-disinformant="BH"

Bahrain

DFRLab-dichotomies-of-disinformation:primary-disinformant="BI"

Burundi
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DFRLab-dichotomies-of-disinformation:primary-disinformant="BJ"

Benin

DFRLab-dichotomies-of-disinformation:primary-disinformant="BL"

Saint-Barthelemy

DFRLab-dichotomies-of-disinformation:primary-disinformant="BM"

Bermuda

DFRLab-dichotomies-of-disinformation:primary-disinformant="BN"

Brunei Darussalam

DFRLab-dichotomies-of-disinformation:primary-disinformant="BO"
Bolivia
DFRLab-dichotomies-of-disinformation:primary-disinformant="BQ"

Bonaire, Saint Eustatius and Saba

DFRLab-dichotomies-of-disinformation:primary-disinformant="BR"

Brazil

DFRLab-dichotomies-of-disinformation:primary-disinformant="BS"

Bahamas

DFRLab-dichotomies-of-disinformation:primary-disinformant="BT"

Bhutan

DFRLab-dichotomies-of-disinformation:primary-disinformant="BV"

Bouvet Island

DFRLab-dichotomies-of-disinformation:primary-disinformant="BW"

Botswana

DFRLab-dichotomies-of-disinformation:primary-disinformant="BY"

Belarus
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DFRLab-dichotomies-of-disinformation:primary-disinformant="BZ"

Belize

DFRLab-dichotomies-of-disinformation:primary-disinformant="CA"

Canada

DFRLab-dichotomies-of-disinformation:primary-disinformant="CC"

Cocos (Keeling) Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="CD"

Congo, Democratic Republic of the

DFRLab-dichotomies-of-disinformation:primary-disinformant="CF"

Central African Republic

DFRLab-dichotomies-of-disinformation:primary-disinformant="CG"

Congo

DFRLab-dichotomies-of-disinformation:primary-disinformant="CH"

Switzerland

DFRLab-dichotomies-of-disinformation:primary-disinformant="CI"

Cote d’Ivoire

DFRLab-dichotomies-of-disinformation:primary-disinformant="CK"

Cook Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="CL"

Chile

DFRLab-dichotomies-of-disinformation:primary-disinformant="CM"

Cameroon

DFRLab-dichotomies-of-disinformation:primary-disinformant="CN"

China

34



DFRLab-dichotomies-of-disinformation:primary-disinformant="CO"

Colombia

DFRLab-dichotomies-of-disinformation:primary-disinformant="CR"

Costa Rica

DFRLab-dichotomies-of-disinformation:primary-disinformant="CU"

Cuba

DFRLab-dichotomies-of-disinformation:primary-disinformant="CV"

Cape Verde

DFRLab-dichotomies-of-disinformation:primary-disinformant="CW"

Curacao

DFRLab-dichotomies-of-disinformation:primary-disinformant="CX"

Christmas Island

DFRLab-dichotomies-of-disinformation:primary-disinformant="CY"

Cyprus

DFRLab-dichotomies-of-disinformation:primary-disinformant="CZ"

Czech Republic

DFRLab-dichotomies-of-disinformation:primary-disinformant="DE"

Germany
DFRLab-dichotomies-of-disinformation:primary-disinformant="DJ"
Djibouti
DFRLab-dichotomies-of-disinformation:primary-disinformant="DK"

Denmark

DFRLab-dichotomies-of-disinformation:primary-disinformant="DM"

Dominica
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DFRLab-dichotomies-of-disinformation:primary-disinformant="DO"

Dominican Republic

DFRLab-dichotomies-of-disinformation:primary-disinformant="DZ"

Algeria

DFRLab-dichotomies-of-disinformation:primary-disinformant="EC"

Ecuador

DFRLab-dichotomies-of-disinformation:primary-disinformant="EE"

Estonia

DFRLab-dichotomies-of-disinformation:primary-disinformant="EG"
Egypt

DFRLab-dichotomies-of-disinformation:primary-disinformant="EH"

Western Sahara

DFRLab-dichotomies-of-disinformation:primary-disinformant="ER"

Eritrea

DFRLab-dichotomies-of-disinformation:primary-disinformant="ES"

Spain

DFRLab-dichotomies-of-disinformation:primary-disinformant="ET"

Ethiopia

DFRLab-dichotomies-of-disinformation:primary-disinformant="FI"

Finland
DFRLab-dichotomies-of-disinformation:primary-disinformant="F]"
Fiji
DFRLab-dichotomies-of-disinformation:primary-disinformant="FK"

Faeroe Islands
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DFRLab-dichotomies-of-disinformation:primary-disinformant="FM"

Micronesia (Federated States of)

DFRLab-dichotomies-of-disinformation:primary-disinformant="FO"

Falkland Islands (Malvinas)

DFRLab-dichotomies-of-disinformation:primary-disinformant="FR"

France

DFRLab-dichotomies-of-disinformation:primary-disinformant="GA"

Gabon

DFRLab-dichotomies-of-disinformation:primary-disinformant="GB"

United Kingdom

DFRLab-dichotomies-of-disinformation:primary-disinformant="GD"

Grenada

DFRLab-dichotomies-of-disinformation:primary-disinformant="GE"

Georgia

DFRLab-dichotomies-of-disinformation:primary-disinformant="GF"

French Guiana

DFRLab-dichotomies-of-disinformation:primary-disinformant="GG"

Guernsey

DFRLab-dichotomies-of-disinformation:primary-disinformant="GH"

Ghana

DFRLab-dichotomies-of-disinformation:primary-disinformant="GI"

Gibraltar

DFRLab-dichotomies-of-disinformation:primary-disinformant="GL"

Greenland
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DFRLab-dichotomies-of-disinformation:primary-disinformant="GM"

Gambia

DFRLab-dichotomies-of-disinformation:primary-disinformant="GN"

Guinea

DFRLab-dichotomies-of-disinformation:primary-disinformant="GP"

Guadeloupe

DFRLab-dichotomies-of-disinformation:primary-disinformant="GQ"

Equatorial Guinea

DFRLab-dichotomies-of-disinformation:primary-disinformant="GR"

Greece

DFRLab-dichotomies-of-disinformation:primary-disinformant="GS"

South Georgia and the South Sandwich Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="GT"

Guatemala

DFRLab-dichotomies-of-disinformation:primary-disinformant="GU"

Guam

DFRLab-dichotomies-of-disinformation:primary-disinformant="GW"

Guinea-Bissau

DFRLab-dichotomies-of-disinformation:primary-disinformant="GY"

Guyana

DFRLab-dichotomies-of-disinformation:primary-disinformant="HK"

Hong Kong

DFRLab-dichotomies-of-disinformation:primary-disinformant="HM"

Heard Island and McDonal Islands
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DFRLab-dichotomies-of-disinformation:primary-disinformant="HN"

Honduras

DFRLab-dichotomies-of-disinformation:primary-disinformant="HR"

Croatia

DFRLab-dichotomies-of-disinformation:primary-disinformant="HT"
Haiti
DFRLab-dichotomies-of-disinformation:primary-disinformant="HU"

Hungary

DFRLab-dichotomies-of-disinformation:primary-disinformant="ID"

Indonesia

DFRLab-dichotomies-of-disinformation:primary-disinformant="IE"

Ireland

DFRLab-dichotomies-of-disinformation:primary-disinformant="IL"

Israel

DFRLab-dichotomies-of-disinformation:primary-disinformant="IM"

Isle of Man

DFRLab-dichotomies-of-disinformation:primary-disinformant="IN"

India

DFRLab-dichotomies-of-disinformation:primary-disinformant="10"

British Virgin Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="1Q"

Iraq

DFRLab-dichotomies-of-disinformation:primary-disinformant="IR"

Iran (Islamic Republic of)
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DFRLab-dichotomies-of-disinformation:primary-disinformant="1S"

Iceland

DFRLab-dichotomies-of-disinformation:primary-disinformant="1T"

Italy

DFRLab-dichotomies-of-disinformation:primary-disinformant="]JE"

Jersey

DFRLab-dichotomies-of-disinformation:primary-disinformant="JM"

Jamaica

DFRLab-dichotomies-of-disinformation:primary-disinformant="JO"

Jordan

DFRLab-dichotomies-of-disinformation:primary-disinformant="JP"

Japan

DFRLab-dichotomies-of-disinformation:primary-disinformant="KE"

Kenya

DFRLab-dichotomies-of-disinformation:primary-disinformant="KG"

Kyrgyzstan

DFRLab-dichotomies-of-disinformation:primary-disinformant="KH"

Cambodia

DFRLab-dichotomies-of-disinformation:primary-disinformant="KI"

Kiribati

DFRLab-dichotomies-of-disinformation:primary-disinformant="KM"

Comoros

DFRLab-dichotomies-of-disinformation:primary-disinformant="KN"

Saint Kitts and Nevis
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DFRLab-dichotomies-of-disinformation:primary-disinformant="KP"

Korea, Democratic People’s Republic of

DFRLab-dichotomies-of-disinformation:primary-disinformant="KR"

Korea, Republic of

DFRLab-dichotomies-of-disinformation:primary-disinformant="KW"

Kuwait

DFRLab-dichotomies-of-disinformation:primary-disinformant="KY"

Cayman Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="KZ"

Kazakhstan

DFRLab-dichotomies-of-disinformation:primary-disinformant="LA"

Lao People’s Democratic Republic

DFRLab-dichotomies-of-disinformation:primary-disinformant="LB"

Lebanon

DFRLab-dichotomies-of-disinformation:primary-disinformant="LC"

Saint Lucia

DFRLab-dichotomies-of-disinformation:primary-disinformant="LI"

Liechtenstein

DFRLab-dichotomies-of-disinformation:primary-disinformant="LK"

Sri Lanka

DFRLab-dichotomies-of-disinformation:primary-disinformant="LR"

Liberia

DFRLab-dichotomies-of-disinformation:primary-disinformant="LS"

Lesotho
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DFRLab-dichotomies-of-disinformation:primary-disinformant="LT"

Lithuania

DFRLab-dichotomies-of-disinformation:primary-disinformant="LU"

Luxembourg

DFRLab-dichotomies-of-disinformation:primary-disinformant="LV"

Latvia

DFRLab-dichotomies-of-disinformation:primary-disinformant="LY"

Libya

DFRLab-dichotomies-of-disinformation:primary-disinformant="MA"

Morocco

DFRLab-dichotomies-of-disinformation:primary-disinformant="MC"

Monaco

DFRLab-dichotomies-of-disinformation:primary-disinformant="MD"

Moldova, Republic of

DFRLab-dichotomies-of-disinformation:primary-disinformant="ME"

Montenegro

DFRLab-dichotomies-of-disinformation:primary-disinformant="MF"

Saint Martin (French part)

DFRLab-dichotomies-of-disinformation:primary-disinformant="MG"

Madagascar

DFRLab-dichotomies-of-disinformation:primary-disinformant="MH"

Marshall Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="MK"

Macedonia, The former Yugoslav Republic of
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DFRLab-dichotomies-of-disinformation:primary-disinformant="ML"

Mali

DFRLab-dichotomies-of-disinformation:primary-disinformant="MM"

Myanmar

DFRLab-dichotomies-of-disinformation:primary-disinformant="MN"

Mongolia

DFRLab-dichotomies-of-disinformation:primary-disinformant="MO"

Macao

DFRLab-dichotomies-of-disinformation:primary-disinformant="MP"

Northern Mariana Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="MQ"

Martinique

DFRLab-dichotomies-of-disinformation:primary-disinformant="MR"

Mauritania

DFRLab-dichotomies-of-disinformation:primary-disinformant="MS"

Montserrat

DFRLab-dichotomies-of-disinformation:primary-disinformant="MT"

Malta

DFRLab-dichotomies-of-disinformation:primary-disinformant="MU"

Mauritius

DFRLab-dichotomies-of-disinformation:primary-disinformant="MV"

Maldives

DFRLab-dichotomies-of-disinformation:primary-disinformant="MW"

Malawi
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DFRLab-dichotomies-of-disinformation:primary-disinformant="MX"

Mexico

DFRLab-dichotomies-of-disinformation:primary-disinformant="MY"

Malaysia

DFRLab-dichotomies-of-disinformation:primary-disinformant="MZ"

Mozambique

DFRLab-dichotomies-of-disinformation:primary-disinformant="NA"

Namibia

DFRLab-dichotomies-of-disinformation:primary-disinformant="NC"

New Caledonia

DFRLab-dichotomies-of-disinformation:primary-disinformant="NE"

Niger

DFRLab-dichotomies-of-disinformation:primary-disinformant="NF"

Norfolk Island

DFRLab-dichotomies-of-disinformation:primary-disinformant="NG"
Nigeria
DFRLab-dichotomies-of-disinformation:primary-disinformant="NI"

Nicaragua

DFRLab-dichotomies-of-disinformation:primary-disinformant="NL"

Netherlands

DFRLab-dichotomies-of-disinformation:primary-disinformant="NO"

Norway

DFRLab-dichotomies-of-disinformation:primary-disinformant="NP"

Nepal
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DFRLab-dichotomies-of-disinformation:primary-disinformant="NR"

Nauru

DFRLab-dichotomies-of-disinformation:primary-disinformant="NU"
Niue
DFRLab-dichotomies-of-disinformation:primary-disinformant="NZ"

New Zealand

DFRLab-dichotomies-of-disinformation:primary-disinformant="OM"

Oman

DFRLab-dichotomies-of-disinformation:primary-disinformant="Other"

Other

DFRLab-dichotomies-of-disinformation:primary-disinformant="PA"

Panama

DFRLab-dichotomies-of-disinformation:primary-disinformant="PE"

Peru

DFRLab-dichotomies-of-disinformation:primary-disinformant="PF"

French Polynesia

DFRLab-dichotomies-of-disinformation:primary-disinformant="PG"

Papua New Guinea

DFRLab-dichotomies-of-disinformation:primary-disinformant="PH"
Philippines
DFRLab-dichotomies-of-disinformation:primary-disinformant="PK"

Pakistan

DFRLab-dichotomies-of-disinformation:primary-disinformant="PL"

Poland
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DFRLab-dichotomies-of-disinformation:primary-disinformant="PM"

Saint Pierre and Miquelon

DFRLab-dichotomies-of-disinformation:primary-disinformant="PN"

Pitcairn

DFRLab-dichotomies-of-disinformation:primary-disinformant="PR"

Puerto Rico

DFRLab-dichotomies-of-disinformation:primary-disinformant="PS"

Palestinian Territory, Occupied

DFRLab-dichotomies-of-disinformation:primary-disinformant="PT"

Portugal

DFRLab-dichotomies-of-disinformation:primary-disinformant="PW"

Palau

DFRLab-dichotomies-of-disinformation:primary-disinformant="PY"

Paraguay

DFRLab-dichotomies-of-disinformation:primary-disinformant="QA"

Qatar

DFRLab-dichotomies-of-disinformation:primary-disinformant="RE"

Reunion

DFRLab-dichotomies-of-disinformation:primary-disinformant="RO"

Romania

DFRLab-dichotomies-of-disinformation:primary-disinformant="RS"

Serbia

DFRLab-dichotomies-of-disinformation:primary-disinformant="RU"

Russian Federation
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DFRLab-dichotomies-of-disinformation:primary-disinformant="RW"

Rwanda

DFRLab-dichotomies-of-disinformation:primary-disinformant="SA"

Saudi Arabia

DFRLab-dichotomies-of-disinformation:primary-disinformant="SB"

Solomon Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="SC"

Seychelles

DFRLab-dichotomies-of-disinformation:primary-disinformant="SD"

Sudan

DFRLab-dichotomies-of-disinformation:primary-disinformant="SE"

Sweden

DFRLab-dichotomies-of-disinformation:primary-disinformant="SG"

Singapore

DFRLab-dichotomies-of-disinformation:primary-disinformant="SH"

Saint Helena

DFRLab-dichotomies-of-disinformation:primary-disinformant="SI"

Slovenia

DFRLab-dichotomies-of-disinformation:primary-disinformant="SJ"

Svalbard and Jan Mayen Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="SK"

Slovakia

DFRLab-dichotomies-of-disinformation:primary-disinformant="SL"

Sierra Leone
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DFRLab-dichotomies-of-disinformation:primary-disinformant="SM"

San Marino

DFRLab-dichotomies-of-disinformation:primary-disinformant="SN"

Senegal

DFRLab-dichotomies-of-disinformation:primary-disinformant="SO"

Somalia

DFRLab-dichotomies-of-disinformation:primary-disinformant="SR"

Suriname

DFRLab-dichotomies-of-disinformation:primary-disinformant="SS"

South Sudan

DFRLab-dichotomies-of-disinformation:primary-disinformant="ST"

Sao Tome and Principe

DFRLab-dichotomies-of-disinformation:primary-disinformant="SvV"

El Salvador

DFRLab-dichotomies-of-disinformation:primary-disinformant="SX"

Sint Maarten (Dutch part)

DFRLab-dichotomies-of-disinformation:primary-disinformant="SY"

Syrian Arab Republic

DFRLab-dichotomies-of-disinformation:primary-disinformant="SZ"

Swaziland

DFRLab-dichotomies-of-disinformation:primary-disinformant="TC"

Turks and Caicos Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="TD"

Chad
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DFRLab-dichotomies-of-disinformation:primary-disinformant="TF"

French Southern Territories

DFRLab-dichotomies-of-disinformation:primary-disinformant="TG"

Togo

DFRLab-dichotomies-of-disinformation:primary-disinformant="TH"

Thailand
DFRLab-dichotomies-of-disinformation:primary-disinformant="T]J"
Tajikistan

DFRLab-dichotomies-of-disinformation:primary-disinformant="TK"

Tokelau

DFRLab-dichotomies-of-disinformation:primary-disinformant="TL"

Timor-Leste

DFRLab-dichotomies-of-disinformation:primary-disinformant="TM"

Turkmenistan

DFRLab-dichotomies-of-disinformation:primary-disinformant="TN"
Tunisia
DFRLab-dichotomies-of-disinformation:primary-disinformant="TO"

Tonga

DFRLab-dichotomies-of-disinformation:primary-disinformant="TR"

Turkey

DFRLab-dichotomies-of-disinformation:primary-disinformant="TT"

Trinidad and Tobago

DFRLab-dichotomies-of-disinformation:primary-disinformant="TV"

Tuvalu
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DFRLab-dichotomies-of-disinformation:primary-disinformant="TW"

Taiwan, Province of China

DFRLab-dichotomies-of-disinformation:primary-disinformant="TZ"

Tanzania, United Republic of

DFRLab-dichotomies-of-disinformation:primary-disinformant="UA"

Ukraine

DFRLab-dichotomies-of-disinformation:primary-disinformant="UG"

Uganda

DFRLab-dichotomies-of-disinformation:primary-disinformant="UM"

United States Minor Outlying Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="US"

United States of America

DFRLab-dichotomies-of-disinformation:primary-disinformant="UY"

Uruguay

DFRLab-dichotomies-of-disinformation:primary-disinformant="UZ"

Uzbekistan

DFRLab-dichotomies-of-disinformation:primary-disinformant="Unknown"

Unknown

DFRLab-dichotomies-of-disinformation:primary-disinformant="VA"

Holy See

DFRLab-dichotomies-of-disinformation:primary-disinformant="VC"

Saint Vincent and the Grenadines

DFRLab-dichotomies-of-disinformation:primary-disinformant="VE"

Venezuela (Bolivarian Republic of)
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DFRLab-dichotomies-of-disinformation:primary-disinformant="VG"

British Virgin Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="VI"

United States Virgin Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="VN"

Viet Nam

DFRLab-dichotomies-of-disinformation:primary-disinformant="vU"

Vanuatu

DFRLab-dichotomies-of-disinformation:primary-disinformant="WEF"

Wallis and Futuna Islands

DFRLab-dichotomies-of-disinformation:primary-disinformant="WS"

Samoa

DFRLab-dichotomies-of-disinformation:primary-disinformant="YE"

Yemen

DFRLab-dichotomies-of-disinformation:primary-disinformant="YT"

Mayotte

DFRLab-dichotomies-of-disinformation:primary-disinformant="ZA"

South Africa

DFRLab-dichotomies-of-disinformation:primary-disinformant="ZM"

Zambia

DFRLab-dichotomies-of-disinformation:primary-disinformant="ZW"

Zimbabwe

target-category

When a campaign targets an actor, the category of that actor is filled in this field,

if that

information is available. Categories are not mutually exclusive. All relevant categories can be

added.
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DFRLab-dichotomies-of-disinformation:target-category="government-
civilian"

Government: Civilian

The governing body and functions of a state, including national leaders, institutions, and non-
military departments and agencies. Includes incumbent politicians running for re-election.

DFRLab-dichotomies-of-disinformation:target-category="government-
military"

Government: Military

Military departments and agencies which enjoy the sanctioned use of force

DFRLab-dichotomies-of-disinformation:target-category="political-party"
Political Party

Organized competitors for political power who can obtain or wield power directly. Includes
politicians currently in office, as well as non-incumbent politicians running for office who are
associated with a political party. Can also be an individual working for a party.

DFRLab-dichotomies-of-disinformation:target-category="non-state-
political-actor™

Non-State Political Actor

Organized competitors for political power who can obtain or wield power, even if indirectly; not
necessarily enfranchised. Non-state political actors are formally organized, coordinated, and
cohesive. e.g. Greenpeace, the NRA, or the KKK.

DFRLab-dichotomies-of-disinformation:target-category="business"

Business

Includes groups that contract out to the government, individuals looking for financial gain, and
mercenaries.

DFRLab-dichotomies-of-disinformation:target-category="influential-
individuals"

Influential Individuals

Individuals who are influential but who do not belong to a ruling government coalition. Includes
groups of individuals who are not formally organized but work together. e.g. journalists, former
politicians, or organized 4channers. For individuals who operate their own charitable foundations
(and thus could be placed in Non-State Political Actor), coding depends on whether or not the
disinformation is foremost targeting the individual, their foundation, or both.
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DFRLab-dichotomies-of-disinformation:target-category="electorate"

Electorate

The enfranchised population in a specific country or within a demarcated boundary.

DFRLab-dichotomies-of-disinformation:target-category="racial"
Racial

A specific minority/majority group.

DFRLab-dichotomies-of-disinformation:target-category="ethnic"

Ethnic

A specific minority/majority group.

DFRLab-dichotomies-of-disinformation:target-category="sexual-identity-
group"

Sexual Identity Group

A specific minority/majority group.

DFRLab-dichotomies-of-disinformation:target-category="religious"
Religious

A specific minority/majority group.

target-concurrent-events

When a campaign targets an actor, events which take place during the campaign are said to be
concurrent events.

DFRLab-dichotomies-of-disinformation:target-concurrent-events="inter-
state-war"

Inter-State War

Threshold is 1,000 conflict deaths. Use COW data for 2007 and before. 2008 and after, supplement
with research.

DFRLab-dichotomies-of-disinformation:target-concurrent-events="extra-
state-war"

Extra-State War

Threshold is 1,000 conflict deaths. Use COW data for 2007 and before.
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DFRLab-dichotomies-of-disinformation:target-concurrent-events="intra-
state-war"

Intra-State War

Threshold is 1,000 conflict deaths. Use COW data for 2007 and before. 2008 and after, supplement
with research.

DFRLab-dichotomies-of-disinformation:target-concurrent-events="non-
state-war"

Non-State War

War in non-state territory or across state borders. Threshold is 1,000 conflict deaths. Use COW data
for 2007 and before. 2008 and after, supplement with research.

DFRLab-dichotomies-of-disinformation:target-concurrent-events="federal-
election”

Federal Election

Includes elections at province, municipality, administrative region, department, prefecture, and
local levels.

DFRLab-dichotomies-of-disinformation:target-concurrent-events="state-
election”

State Election

Includes elections at province, municipality, administrative region, department, prefecture, and
local levels.

platforms-open-web

Open web media platform through which a campaign targets an actor.

DFRLab-dichotomies-of-disinformation:platforms-open-webh="state-media"

State Media

Includes “state-adjacent” media, operated by government proxies or otherwise beholden to the
state.

DFRLab-dichotomies-of-disinformation:platforms-open-web="independent-
media"

Independent Media

Media institutions that are not beholden to the government and can be reasonably assessed to score
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> 60 by the NewsGuard rating process.

DFRLab-dichotomies-of-disinformation:platforms-open-web="junk-news-
websites"

Junk News Websites

A website that trafficks in deceptive headlines, fails to correct errors, avoids disclosure of funding
sources, and avoids labeling advertisements. One that can be reasonably assessed to score < 60 by
the NewsGuard rating process.

platforms-social-media

Social media platform through which a campaign targets an actor.

DFRLab-dichotomies-of-disinformation:platforms-social-media="facebook"

Facebook

Social media accounts created by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms-social-
media="instagram"

Instagram

Social media accounts created by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms-social-media="twitter"

Twitter

Social media accounts created by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms-social-media="youtube"

YouTube

Social media accounts created by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms-social-media="linkedin"

LinkedIn

Social media accounts created by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms-social-media="reddit"

Reddit
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Social media accounts created by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms-social-media="vk"

VK

Social media accounts created by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms-social-media="forum"
Forum

Social media accounts created by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms-social-media="other"

Other

Social media accounts created by the disinformants for deceptive purposes.

platforms-messaging

Messaging platform through which a campaign targets an actor.

DFRLab-dichotomies-of-disinformation:platforms-messaging="whatsapp"

WhatsApp

Messaging platforms used by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms-messaging="telegram"
Telegram

Messaging platforms used by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms-messaging="signal"
Signal

Messaging platforms used by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms-messaging="line"
Line

Messaging platforms used by the disinformants for deceptive purposes.
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DFRLab-dichotomies-of-disinformation:platforms-messaging="wechat"

WeChat

Messaging platforms used by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms-messaging="sms"

SMS

Messaging platforms used by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms-messaging="other"

Other

Messaging platforms used by the disinformants for deceptive purposes.

platforms

Platforms through which a campaign targets an actor.

DFRLab-dichotomies-of-disinformation:platforms="advertisement"

Advertisement

Advertisements purchased by disinformants to disseminate a message of disinformation. Includes
ads on social media and the open web.

DFRLab-dichotomies-of-disinformation:platforms="email"
Email

Email used by the disinformants for deceptive purposes.

DFRLab-dichotomies-of-disinformation:platforms="other"

Other

Other platforms used by the disinformants for deceptive purposes.
content-language
The language of the disinformation.

DFRLab-dichotomies-of-disinformation:content-language="english"
English

The language of the disinformation.
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DFRLab-dichotomies-of-disinformation:content-language="russian"
Russian

The language of the disinformation.

DFRLab-dichotomies-of-disinformation:content-language="french"
French

The language of the disinformation.

DFRLab-dichotomies-of-disinformation:content-language="chinese"

Chinese

The language of the disinformation.

DFRLab-dichotomies-of-disinformation:content-language="german"

German

The language of the disinformation.

DFRLab-dichotomies-of-disinformation:content-language="spanish"
Spanish

The language of the disinformation.

DFRLab-dichotomies-of-disinformation:content-language="hindi"

Hindi

The language of the disinformation.
DFRLab-dichotomies-of-disinformation:content-language="portuguese"

Portuguese

The language of the disinformation.

DFRLab-dichotomies-of-disinformation:content-language="bengali"
Bengali

The language of the disinformation.

DFRLab-dichotomies-of-disinformation:content-language="japanese"

Japanese
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The language of the disinformation.

DFRLab-dichotomies-of-disinformation:content-language="turkish"
Turkish

The language of the disinformation.

DFRLab-dichotomies-of-disinformation:content-language="polish"
Polish

The language of the disinformation.

DFRLab-dichotomies-of-disinformation:content-language="ukrainian"
Ukrainian

The language of the disinformation.

DFRLab-dichotomies-of-disinformation:content-language="arabic"

Arabic

The language of the disinformation.
DFRLab-dichotomies-of-disinformation:content-language="iranian-persian"
iranian-persian

The language of the disinformation.

content-topic

The subject evident in the campaign.

DFRLab-dichotomies-of-disinformation:content-topic="government"

Government

Subject evident in the campaign.

DFRLab-dichotomies-of-disinformation:content-topic="military"
Mility

Subject evident in the campaign.
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DFRLab-dichotomies-of-disinformation:content-topic="political-party"
Political Party

Subject evident in the campaign.

DFRLab-dichotomies-of-disinformation:content-topic="elections"
Elections

Subject evident in the campaign.

DFRLab-dichotomies-of-disinformation:content-topic="non-state-political-
actor”

Non-State Political Actor

Subject evident in the campaign.

DFRLab-dichotomies-of-disinformation:content-topic="business"
Business

Subject evident in the campaign.

DFRLab-dichotomies-of-disinformation:content-topic="influential-
individuals"

Influential Individuals

Subject evident in the campaign.

DFRLab-dichotomies-of-disinformation:content-topic="racial"
Racial

Subject evident in the campaign.

DFRLab-dichotomies-of-disinformation:content-topic="ethnic"

Ethnic

Subject evident in the campaign.

DFRLab-dichotomies-of-disinformation:content-topic="religious"
Religious

Subject evident in the campaign.
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DFRLab-dichotomies-of-disinformation:content-topic="sexual-identity-
group"

Sexual Identity Group

Subject evident in the campaign.

DFRLab-dichotomies-of-disinformation:content-topic="terrorism"
Terrorism

Subject evident in the campaign.

DFRLab-dichotomies-of-disinformation:content-topic="immigration"
Immigration

Subject evident in the campaign.

DFRLab-dichotomies-of-disinformation:content-topic="economic-issue"
Economic Issue

Subject evident in the campaign.

DFRLab-dichotomies-of-disinformation:content-topic="other"

Other

Subject evident in the campaign.

methods-tactics

The tactics evident in the campaign.

DFRLab-dichotomies-of-disinformation:methods-tactics="brigading"
Brigading

Patriotic trolls or organic coordination in which disinformants seemingly operate under their real
identities. A concentrated effort by one online group to manipulate another, e.g. through mass-
commenting a certain message.

DFRLab-dichotomies-of-disinformation:methods-tactics="sockpuppets"
Sockpuppets

Inauthentic social media accounts used for the purpose of deception which evidence a high
likelihood of human operation. This includes catfishing and other highly tailored operations
conducted under inauthentic personas.
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DFRLab-dichotomies-of-disinformation:methods-tactics="botnets"
Botnets

Inauthentic social media accounts used for the purpose of deception which evidence a high
likelihood of automation. These accounts evidence no sustained human intervention beyond the
effort necessary to program them initially. They often form large networks for the purpose of
inauthentic amplification. This includes both fresh and repurposed accounts.

DFRLab-dichotomies-of-disinformation:methods-tactics="search-engine-
manipulation”

Search Engine Manipulation

Undermining search engine optimization techniques with the intention of creating an inorganic
correlation of search queries and results. Often realized by way of cooperative efforts by online
communities. e.g. “Google Bombing.” May also include typosquatting with the intention to mislead
or redirect to another URL.

DFRLab-dichotomies-of-disinformation:methods-tactics="ddos"
Hacking: DDos

Distributed denial-of-service. Malicious attempt to disrupt server traffic. In the context of political
disinformation campaigns, this is intended to make it more difficult for the target to launch an
effective counter-messaging effort.

DFRLab-dichotomies-of-disinformation:methods-tactics="data-exfiltration"
Hacking: Data Exfiltration

The unauthorized movement of data. In the context of political disinformation campaigns, this is
the acquisition of sensitive information through spearphishing or similar techniques that can be
subsequently released by the disinformant to boost their messaging effort.

DFRLab-dichotomies-of-disinformation:methods-tactics="deep-learning-
processes”

Deceptive Content Manipulation: Deep Learning Processes

Any content that has been deceptively edited by use of Photoshop or similar software. This includes
the deceptive co-option and re-use of extant media branding and style guides. This does not include
the use of deep learning processes.

DFRLab-dichotomies-of-disinformation:methods-tactics="other"
Other

Inauthentic social media accounts used for the purpose of deception which evidence a high
likelihood of human operation. This includes catfishing and other highly tailored operations
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conducted under inauthentic personas.

methods-narrative-techniques

The narrative techniques evident in the campaign.

DFRLab-dichotomies-of-disinformation:methods-narrative-
techniques="constructive-activate"

Constructive: Activate

Bandwagon, pander, ignite. e.g., “If you love Mr. Trump, RT this.”

DFRLab-dichotomies-of-disinformation:methods-narrative-
techniques="constructive-astroturf”

Constructive: Astroturf

Artificial consensus-building, inflation, or amplification. Also called a “Potemkin Village.” e.g., “The

#1 trending hashtag can’t be wrong.”

DFRLab-dichotomies-of-disinformation:methods-narrative-
techniques="destructive-suppress"

Destructive: Suppress

Harass, intimidate, exhaust. Often targets influential individuals.

DFRLab-dichotomies-of-disinformation:methods-narrative-
techniques="destructive-discredit"

Destructive: Discredit

Libel, leak, tarnish. Often targets government, political parties, elections, or other institutions.
DFRLab-dichotomies-of-disinformation:methods-narrative-
techniques="oblique-troll"

Oblique: Troll

Confusion by way of discourse infiltration and targeted distraction. Conscious efforts
disinformants to derail political movements through tailored engagement.

DFRLab-dichotomies-of-disinformation:methods-narrative-
techniques="oblique-flood"

Oblique: Flood

by

Confusion by way of hashtag invasion and mass noise generation. The hijacking of an online
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political movement through appropriation of an existing hashtag and addition of large quantity of
unrelated material.

disinformant-category

When a disinformant targets an actor, the category of that disinformant is filled in this field, if that
information is available. Categories are not mutually exclusive. All relevant categories can be
added.

DFRLab-dichotomies-of-disinformation:disinformant-
category="government-direct-attribution"

Government: Direct Attribution

Public, definitive attribution to a national government by a social media platform or trusted
government entity. These entities have access to signals intelligence and other publicly unavailable
information.

DFRLab-dichotomies-of-disinformation:disinformant-
category="government-inferred-attribution"

Government: Proxy/Inferred Attribution

Informed attribution to a government or government-adjacent proxy in which definitive proof is
absent. Such attribution is based on open-source data and inference. This includes attribution to
political parties, non-state political actors, businesses, and influential individuals who are
suspected to be working at the government’s direction.

DFRLab-dichotomies-of-disinformation:disinformant-category="political-
party"”

Political Party

Organized competitors for political power who can obtain or wield power directly. Includes
politicians currently in office, as well as non-incumbent politicians running for office who are
associated with a political party. Can also be an individual working for a party.

DFRLab-dichotomies-of-disinformation:disinformant-category="non-state-
political-actor™

Non-State Political Actor

Organized competitors for political power who can obtain or wield power, even if indirectly; not
necessarily enfranchised. Non-state political actors are formally organized, coordinated, and
cohesive. e.g. Greenpeace, the NRA, or the KKK.
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DFRLab-dichotomies-of-disinformation:disinformant-category="business"

Business

Includes groups that contract out to the government, individuals looking for financial gain, and

mercenaries.

DFRLab-dichotomies-of-disinformation:disinformant-category="influential-

individuals"

Influential Individuals

Individuals who are influential but who do not belong to a ruling government coalition. Includes

groups of individuals who are not formally organized but work together. e.g. journalists, former

politicians, or organized 4channers. For individuals who operate their own charitable foundations
(and thus could be placed in Non-State Political Actor), coding depends on whether or not the

disinformation is foremost targeting the individual, their foundation, or both.

DFRLab-dichotomies-of-disinformation:disinformant-category="electorate"

Electorate

The enfranchised population in a specific country or within a demarcated boundary.

DFRLab-dichotomies-of-disinformation:disinformant-category="racial"
Racial

A specific minority/majority group.

DFRLab-dichotomies-of-disinformation:disinformant-category="ethnic"
Ethnic

A specific minority/majority group.

DFRLab-dichotomies-of-disinformation:disinformant-category="sexual-
identity-group"

Sexual Identity Group

A specific minority/majority group.

DFRLab-dichotomies-of-disinformation:disinformant-category="religious"
Religious

A specific minority/majority group.
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disinformant-concurrent-events

When a disinformant targets an actor, the category of that disinformant is filled in this field, if that
information is available. Categories are not mutually exclusive. All relevant categories can be
added.

DFRLab-dichotomies-of-disinformation:disinformant-concurrent-
events="inter-state-war"

Inter-State War

Threshold is 1,000 conflict deaths. Use COW data for 2007 and before. 2008 and after, supplement
with research.

DFRLab-dichotomies-of-disinformation:disinformant-concurrent-
events="extra-state-war"

Extra-State War

Threshold is 1,000 conflict deaths. Use COW data for 2007 and before.

DFRLab-dichotomies-of-disinformation:disinformant-concurrent-
events="intra-state-war"

Intra-State War

Threshold is 1,000 conflict deaths. Use COW data for 2007 and before. 2008 and after, supplement
with research.

DFRLab-dichotomies-of-disinformation:disinformant-concurrent-
events="non-state-war"

Non-State War

War in non-state territory or across state borders. Threshold is 1,000 conflict deaths. Use COW data
for 2007 and before. 2008 and after, supplement with research.

DFRLab-dichotomies-of-disinformation:disinformant-concurrent-
events="federal-election"

Federal Election

Includes elections at province, municipality, administrative region, department, prefecture, and
local levels.
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DFRLab-dichotomies-of-disinformation:disinformant-concurrent-
events="state-election"

State Election

Includes elections at province, municipality, administrative region, department, prefecture, and
local levels.

disinformant-intent

This is the intent of the primary disinformant and any other disinformants coded.

DFRLab-dichotomies-of-disinformation:disinformant-intent="civil"
Civil
To include electoral interference, policy change.

DFRLab-dichotomies-of-disinformation:disinformant-intent="social"

Social

To include marginalization of majority/minority groups and general social fissure.

DFRLab-dichotomies-of-disinformation:disinformant-intent="economic"
Economic

To include suppression of economic activity, destruction of capital.

DFRLab-dichotomies-of-disinformation:disinformant-intent="military"
Military

To include complement to offensive military campaign, or information paralysis of an adversary’s
military institutions.

DML

0 DML namespace available in JSON format at this location. The JSON format can be
freely reused in your application or automatically enabled in MISP taxonomy.

The Detection Maturity Level (DML) model is a capability maturity model for referencing ones

maturity in detecting cyber attacks. It’s designed for organizations who perform intel-driven
detection and response and who put an emphasis on having a mature detection program.
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8

If the actor is part of a larger organized operation they may be receiving their goals from a higher
level source or handler. Depending on how organized and sophisticated the adversary’s campaigns
are, these goals may not even be shared with the operator(s) themselves. In cases of non-targeted
threat actors, this may be much less organized or distributed. Goals are nearly impossible to detect
(directly) but they’re almost always the toughest question C-level leaders ask about post-breach.
"Who was it and why?" These kinds of questions can never truthfully be answered unless you’re
operating at Detection Maturity Level 8 against your adversary and can prove reliably that you
know what their goals are. Short of that, it’s guessing at what the adversary’s true intentions were
based on behavioral observations made at lower DMLs (e.g. data stolen, directories listed,
employees or programs targeted, etc). I anticipate less than a handful of organizations truly operate
at this level, consistently, against the threat actors they face because it’s nearly impossible to detect
based on goals alone.

DML:8
Goals

If the actor is part of a larger organized operation they may be receiving their goals from a higher
level source or handler. Depending on how organized and sophisticated the adversary’s campaigns
are, these goals may not even be shared with the operator(s) themselves. In cases of non-targeted
threat actors, this may be much less organized or distributed. Goals are nearly impossible to detect
(directly) but they’re almost always the toughest question C-level leaders ask about post-breach.
"Who was it and why?" These kinds of questions can never truthfully be answered unless you’re
operating at Detection Maturity Level 8 against your adversary and can prove reliably that you
know what their goals are. Short of that, it’s guessing at what the adversary’s true intentions were
based on behavioral observations made at lower DMLs (e.g. data stolen, directories listed,
employees or programs targeted, etc). I anticipate less than a handful of organizations truly operate
at this level, consistently, against the threat actors they face because it’s nearly impossible to detect
based on goals alone.

7
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If the adversary's high level goal is to "replicate Acme Company's Super Awesome
Product Foo in 2 years or less" their supporting strategies might include:

1. Implant physical persons into the companies that produce this technology, in
positions with physical access to the information necessary to fulfill this goal.
2. Compromise these organizations via cyber attack, and exfiltrate data from the
systems containing the information necessary to fulfill this goal.

For less targeted attacks, the strategy may be completely different, with shorter
durations or different objectives. The important distinguishing factor about Goals
(DML-8) and Strategy (DML-7) is that they are largely subjective in nature. They are
very non-technical, and are often reflective of the adversary's (or their handler's)
true intentions (and strategies for fulfilling those intentions). They represent what
the adversary wants. For these reasons, they are not easily detectable via
conventional cyber means for most private organizations. It's very common for DML-8
or DML-7 to not even be on the day-to-day radar of most Detection or Response
specialists, and if they are it's typically in the context of having received a
strategic intelligence report from an intelligence source about the adversary.

DML:7

Strategy

If the adversary's high level goal is to "replicate Acme Company's Super Awesome
Product Foo in 2 years or less" their supporting strategies might include:

1. Implant physical persons into the companies that produce this technology, in
positions with physical access to the information necessary to fulfill this goal.
2. Compromise these organizations via cyber attack, and exfiltrate data from the
systems containing the information necessary to fulfill this goal.

For less targeted attacks, the strategy may be completely different, with shorter
durations or different objectives. The important distinguishing factor about Goals
(DML-8) and Strategy (DML-7) is that they are largely subjective in nature. They are
very non-technical, and are often reflective of the adversary's (or their handler's)
true intentions (and strategies for fulfilling those intentions). They represent what
the adversary wants. For these reasons, they are not easily detectable via
conventional cyber means for most private organizations. It's very common for DML-8
or DML-7 to not even be on the day-to-day radar of most Detection or Response
specialists, and if they are it's typically in the context of having received a
strategic intelligence report from an intelligence source about the adversary.

6

To successfully operate at DML-6, one must be able to reliably detect a tactic being employed
regardless of the Technique or Procedure used by the adversary, the Tools they chose to use, or the
Artifacts and Atomic Indicators left behind as a result of employing the tactic. While this may sound
impossible on the surface, it absolutely is possible. In nearly all cases, tactics are not detected
directly by a single indicator or artifact serving as the smoking gun, or a single detection signature
or analytic technique. Tactics become known only after observation of multiple activities in
aggregate, with respect to time and circumstance. As a result, detection of tactics are usually done
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by skilled analysts, rather than technical correlation or analytics systems.

DML:6
Tactics

To successfully operate at DML-6, one must be able to reliably detect a tactic being employed
regardless of the Technique or Procedure used by the adversary, the Tools they chose to use, or the
Artifacts and Atomic Indicators left behind as a result of employing the tactic. While this may sound
impossible on the surface, it absolutely is possible. In nearly all cases, tactics are not detected
directly by a single indicator or artifact serving as the smoking gun, or a single detection signature
or analytic technique. Tactics become known only after observation of multiple activities in
aggregate, with respect to time and circumstance. As a result, detection of tactics are usually done
by skilled analysts, rather than technical correlation or analytics systems.

)

From a maturity perspective, being able to detect an adversary’s techniques is superior to being
able to detect their procedures. The primary difference being techniques are specific to an
individual. So when respecting this distinction, the ability to detect a specific actor operating within
your environment by technique exclusively is an advantage. The best analogy to this is a rifled
barrel, which leaves uniquely identifiable characteristics in the side of a bullet. Because of this,
ballistics specialists can forensically match a spent round to the exact weapon from which it was
fired with a high degree of certainty. Not just any weapon by calibur or model, but the exact
weapon used to fire that specific round. Human beings are creatures of habit, and most adversaries
aren’t aware of the fact that every time they attack they’re leaving evidence of their personal
techniques behind for us to find. The same applies for the tool builders writing the tools these
adversaries use. It’s our obligation to find these distinctions and ensure we’re looking for them. It’s
personal behavior and habits that are the hardest for humans to change, so put the hurt on your
adversaries by finding creative ways to detect their behaviors and habits in your environment.

DML:5
Techniques

From a maturity perspective, being able to detect an adversary’s techniques is superior to being
able to detect their procedures. The primary difference being techniques are specific to an
individual. So when respecting this distinction, the ability to detect a specific actor operating within
your environment by technique exclusively is an advantage. The best analogy to this is a rifled
barrel, which leaves uniquely identifiable characteristics in the side of a bullet. Because of this,
ballistics specialists can forensically match a spent round to the exact weapon from which it was
fired with a high degree of certainty. Not just any weapon by calibur or model, but the exact
weapon used to fire that specific round. Human beings are creatures of habit, and most adversaries
aren’t aware of the fact that every time they attack they’re leaving evidence of their personal
techniques behind for us to find. The same applies for the tool builders writing the tools these
adversaries use. It’s our obligation to find these distinctions and ensure we’re looking for them. It’s
personal behavior and habits that are the hardest for humans to change, so put the hurt on your
adversaries by finding creative ways to detect their behaviors and habits in your environment.
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4

Given today’s detection technology, and readily available correlation and analytics techniques, it’s
amazing that more organizations haven’t reached Detection Maturity Level 4 for most of their
adversaries. Procedures are one of the most effective ways of detecting adversary activity and can
really inflict the most pain against lesser experienced "B-teams". In it’s most simple form, detecting
a procedure is as simple as detecting a sequence of two or more of the individual steps employed by
the actor. The goal here is to isolate activities that the adversary appears to perform methodically,
two or more times during an incident.

DML:4

Procedures

Given today’s detection technology, and readily available correlation and analytics techniques, it’s
amazing that more organizations haven’t reached Detection Maturity Level 4 for most of their
adversaries. Procedures are one of the most effective ways of detecting adversary activity and can
really inflict the most pain against lesser experienced "B-teams". In it’s most simple form, detecting
a procedure is as simple as detecting a sequence of two or more of the individual steps employed by
the actor. The goal here is to isolate activities that the adversary appears to perform methodically,
two or more times during an incident.

3

Being able to detect at DML-3 means you can reliably detect the adversary’s tools, regardless of
minor functionality changes to the tool, or the Artifacts or Atomic Indicators it may leave behind.
Detecting tools falls into two main areas. The first is detecting the transfer and presence of the tool.
This includes being able to observe the tool being transferred over the network, being able to locate
it sitting at rest on a file system, or being able to identify it loaded in memory. The second, and
more important area of tool detection, is detecting the tool reliably by functionality. For example,
let’s take a given webshell that has 25 functions. If we want to claim DML-3 level detection for this
webshell we have to exercise each of those 25 functions and understand what each of them do.
What do they look like at the host, network, and event log level when they are exercised? We then
aim to build detections for as many of those 25 functions across those data domains as we possibly
can, reliably, balancing false positives and other constraints. The reason behind this is simple, we
want to be able to detect this version of the tool and as many future variants of the tool as we can
by function that it performs. If the adversary decides to change up 5 of the 25 functions for which
we have detections, we’re still detecting the entire tool. In order for the adversary to use this tool
completely undetected in our environment, they’ll be forced to change every one of those
functions; or at least the ones that we were able to reliably build detections against.

DML:3
Tools

Being able to detect at DML-3 means you can reliably detect the adversary’s tools, regardless of
minor functionality changes to the tool, or the Artifacts or Atomic Indicators it may leave behind.
Detecting tools falls into two main areas. The first is detecting the transfer and presence of the tool.
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This includes being able to observe the tool being transferred over the network, being able to locate
it sitting at rest on a file system, or being able to identify it loaded in memory. The second, and
more important area of tool detection, is detecting the tool reliably by functionality. For example,
let’s take a given webshell that has 25 functions. If we want to claim DML-3 level detection for this
webshell we have to exercise each of those 25 functions and understand what each of them do.
What do they look like at the host, network, and event log level when they are exercised? We then
aim to build detections for as many of those 25 functions across those data domains as we possibly
can, reliably, balancing false positives and other constraints. The reason behind this is simple, we
want to be able to detect this version of the tool and as many future variants of the tool as we can
by function that it performs. If the adversary decides to change up 5 of the 25 functions for which
we have detections, we’re still detecting the entire tool. In order for the adversary to use this tool
completely undetected in our environment, they’ll be forced to change every one of those
functions; or at least the ones that we were able to reliably build detections against.

2

DML-2 is where most organizations spend too much of their resources; attempting to collect what
they call "threat intelligence" in the form of Host & Network Artifacts. The reality is, these are
merely just indicators that are observed either during or after the attack. They’re like symptoms of
the flu but not the flu itself. I often use the analogy "chasing the vapor trail" when I think of DML-2
because chasing after Host & Network Artifacts is much like chasing the vapor trail behind an
aircraft. We know the enemy aircraft is up there in front of us somewhere, if we just keep chasing
this vapor trial we’ll eventually catch up to the aircraft and find our enemy right? Wrong. Having a
mature detection and response program means your operating above DML-2 and you’re actually
locked onto the aircraft itself. You know how it operates, you know what it’s capabilities are, you
know the Tactics, Techniques, and Procedures of it’s pilot and you can almost predict what it’s next
moves might be. This is precisely why good Cyber Intelligence Analysts will almost never attribute
activity to a specific threat actor, group, or country based on just Host & Network Artifacts alone;
they understand this DML concept and realize when they’re likely just staring at the vapor trail.
They understand that in reality the vapor trail (indicators) could be from any number of aircraft
(tools), with any number of pilots (actors) behind the stick.

DML:2
Host & Network Artifacts

DML-2 is where most organizations spend too much of their resources; attempting to collect what
they call "threat intelligence" in the form of Host & Network Artifacts. The reality is, these are
merely just indicators that are observed either during or after the attack. They’re like symptoms of
the flu but not the flu itself. I often use the analogy "chasing the vapor trail" when I think of DML-2
because chasing after Host & Network Artifacts is much like chasing the vapor trail behind an
aircraft. We know the enemy aircraft is up there in front of us somewhere, if we just keep chasing
this vapor trial we’ll eventually catch up to the aircraft and find our enemy right? Wrong. Having a
mature detection and response program means your operating above DML-2 and you’re actually
locked onto the aircraft itself. You know how it operates, you know what it’s capabilities are, you
know the Tactics, Techniques, and Procedures of it’s pilot and you can almost predict what it’s next
moves might be. This is precisely why good Cyber Intelligence Analysts will almost never attribute
activity to a specific threat actor, group, or country based on just Host & Network Artifacts alone;
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they understand this DML concept and realize when they’re likely just staring at the vapor trail.
They understand that in reality the vapor trail (indicators) could be from any number of aircraft
(tools), with any number of pilots (actors) behind the stick.

1

These are the atomic particles that make up Host & Network artifacts. If you’re detecting at
Detection Maturity Level 1, it means you are probably taking "feeds of intel" from various sharing
organizations and vendors in the form of lists, like domains and IP addresses, and feeding them
into your detection technologies. Let me be clear on my position here. There are a few, and I mean
a very precious few, circumstances where this makes sense and can be done reliably. These are
edge cases where specific atomic indicators have a high enough "shelf life" where it makes sense to
go ahead and create detection capabilities from them. Examples of this include unique strings
found inside a binary, or perhaps an adversary is foolish enough to sit on the same recon, delivery,
C2, or exfiltration infrastructure allowing you to detect reliably on their domain names or IP
addresses. These might be viable cases where detecting on atomic indicator alone makes sense.
Unfortunately, for the remaining 99% of the time, attempting to detect on this kind of data is
suboptimal, for a number of reasons.

DML:1
Atomic IOCs

These are the atomic particles that make up Host & Network artifacts. If you’re detecting at
Detection Maturity Level 1, it means you are probably taking "feeds of intel" from various sharing
organizations and vendors in the form of lists, like domains and IP addresses, and feeding them
into your detection technologies. Let me be clear on my position here. There are a few, and I mean
a very precious few, circumstances where this makes sense and can be done reliably. These are
edge cases where specific atomic indicators have a high enough "shelf life" where it makes sense to
go ahead and create detection capabilities from them. Examples of this include unique strings
found inside a binary, or perhaps an adversary is foolish enough to sit on the same recon, delivery,
C2, or exfiltration infrastructure allowing you to detect reliably on their domain names or IP
addresses. These might be viable cases where detecting on atomic indicator alone makes sense.
Unfortunately, for the remaining 99% of the time, attempting to detect on this kind of data is
suboptimal, for a number of reasons.

0

For organizations who either don’t operate at DML-1 or higher, or they don’t even know where they
operate on this scale, we have Detection Maturity Level - 0. Instead of pointing out all the negative
things associated with this level, I'll take the high road and lend a bit of positive encouragement.
Congratulations, you are at ground zero. It can only get better from here.

DML:0
None or Unknown

For organizations who either don’t operate at DML-1 or higher, or they don’t even know where they
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operate on this scale, we have Detection Maturity Level - 0. Instead of pointing out all the negative
things associated with this level, I'll take the high road and lend a bit of positive encouragement.
Congratulations, you are at ground zero. It can only get better from here.

PAP

0 PAP namespace available in JSON format at this location. The JSON format can be
freely reused in your application or automatically enabled in MISP taxonomy.

The Permissible Actions Protocol - or short: PAP - was designed to indicate how the received
information can be used.

0 Exclusive flag set which means the values or predicate below must be set
exclusively.

RED

PAP:RED

(PAP:RED) Non-detectable actions only. Recipients may not use PAP:RED information on the
network. Only passive actions on logs, that are not detectable from the outside.

AMBER

PAP:AMBER

(PAP:AMBER) Passive cross check. Recipients may use PAP:AMBER information for conducting
online checks, like using services provided by third parties (e.g. VirusTotal), or set up a monitoring
honeypot.

GREEN

PAP:GREEN

(PAP:GREEN) Active actions allowed. Recipients may use PAP:GREEN information to ping the target,
block incoming/outgoing traffic from/to the target or specifically configure honeypots to interact
with the target.

WHITE

PAP:WHITE

(PAP:WHITE) No restrictions in using this information.
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access-method

access-method namespace available in JSON format at this location. The JSON
0 format can be freely reused in your application or automatically enabled in MISP
taxonomy.

The access method used to remotely access a system.

brute-force

Access was gained through systematic trial of credentials in bulk.

access-method:brute-force

Brute force

Access was gained through systematic trial of credentials in bulk.

password-guessing

Access was gained through guessing passwords through trial and error.

access-method:password-guessing
Password guessing

Access was gained through guessing passwords through trial and error.

remote-desktop-application

Access was gained through an application designed for remote access.

access-method:remote-desktop-application

Remote desktop application

Access was gained through an application designed for remote access.

stolen-credentials

Access was gained with stolen credentials.

access-method:stolen-credentials

Stolen credentials

Access was gained with stolen credentials.
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pass-the-hash

Access was gained through use of an existing known hash.

access-method:pass-the-hash

Pass the hash

Access was gained through use of an existing known hash.

default-credentials

Access was gained through use of the system’s default credentials.

access-method:default-credentials
Default credentials

Access was gained through use of the system’s default credentials.

shell

Access was gained through the use of a shell.

access-method:shell

Shell

Access was gained through the use of a shell.

other

Access was gained through another method.

access-method:other

Other

Access was gained through another method.

dCCessnow

accessnow namespace available in JSON format at this location. The JSON format
0 can be freely reused in your application or automatically enabled in MISP
taxonomy.

Access Now classification to classify an issue (such as security, human rights, youth rights).
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anti-corruption-transparency

The organization campaigns, or takes other actions against corruption and transparency.

accessnow:anti-corruption-transparency
Anti-Corruption and transparency

The organization campaigns, or takes other actions against corruption and transparency.

anti-war-violence

The organization campaigns, or takes other actions against war

accessnow:anti-war-violence
Anti-War / Anti-Violence

The organization campaigns, or takes other actions against war

culture

The organization campaigns or acts to promote cultural events

accessnow:culture
Culture

The organization campaigns or acts to promote cultural events

economic-change

Issues of economic policy, wealth distribution, etc.

accessnow:economic-change
Economic Change

Issues of economic policy, wealth distribution, etc.
education
The organization is concerned with some form of education

accessnow:education

Education
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The organization is concerned with some form of education

election-monitoring

The organization is an election monitor, or involved in election monitoring

accessnow:election-monitoring
Election Monitoring

The organization is an election monitor, or involved in election monitoring
environment
The organization campaigns or acts to protect the environment

accessnow:environment

Environment

The organization campaigns or acts to protect the environment
freedom-expression
The organization is concerned with freedom of speech issues

accessnow:freedom-expression
Freedom of Expression

The organization is concerned with freedom of speech issues

freedom-tool-development

The organization develops tools for use in defending or extending digital rights

accessnow:freedom-tool-development
Freedom Tool Development

The organization develops tools for use in defending or extending digital rights
funding

The organization is a funder of organizations or projects working with at risk users
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accessnow:funding

Funding

The organization is a funder of organizations or projects working with at risk users

health

The organization prevents epidemic illness or acts on curing them

accessnow:health

Health Issues

The organization prevents epidemic illness or acts on curing them

human-rights

relating to the detection, recording, exposure, or challenging of abuses of human rights

accessnow:human-rights
Human Rights Issues

relating to the detection, recording, exposure, or challenging of abuses of human rights

internet-telecom

Issues of digital rights in electronic communications

accessnow:internet-telecom

Internet and Telecoms

Issues of digital rights in electronic communications

Ight-gender-sexuality

Issues relating to the Lesbian, Gay, Bi, Transgender community

accessnow:lght-gender-sexuality
LGBT / Gender / Sexuality

Issues relating to the Lesbian, Gay, Bi, Transgender community
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policy

The organization is a policy think-tank, or policy advocate

accessnow:policy
Policy

The organization is a policy think-tank, or policy advocate

politics

The organization takes a strong political view or is a political entity

accessnow:politics
Politics

The organization takes a strong political view or is a political entity

privacy

Issues relating to the individual’s reasonable right to privacy

accessnow:privacy
Privacy

Issues relating to the individual’s reasonable right to privacy
rapid-response
The organization provides rapid response type capability for civil society

accessnow:rapid-response
Rapid Response

The organization provides rapid response type capability for civil society

refugees

Issues relating to displaced people

accessnow:refugees

Refugees
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Issues relating to displaced people

security

Issues relating to physical or information security

accessnow:security
Security

Issues relating to physical or information security

womens-right

Issues pertaining to inequality between men and women, or issues of particular relevance to
women

accessnow:womens-right
Women’s Rights

Issues pertaining to inequality between men and women, or issues of particular relevance to
women

youth-rights

Issues of particular relevance to youth

accessnow:youth-rights
Youth Rights

Issues of particular relevance to youth

action-taken

action-taken namespace available in JSON format at this location. The JSON
format can be freely reused in your application or automatically enabled in MISP
taxonomy.

Action taken in the case of a security incident (CSIRT perspective).

informed ISP/Hosting Service Provider
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action-taken:informed ISP/Hosting Service Provider

Informed ISP/Hosting Service Provider

informed Registrar

action-taken:informed Registrar

Informed Registrar

informed Registrant

action-taken:informed Registrant

Informed Registrant

informed abuse-contact (domain)

action-taken:informed abuse-contact (domain)

Informed abuse-contact (domain)

informed abuse-contact (IP)

action-taken:informed abuse-contact (IP)

Informed abuse-contact (IP)

informed legal department

action-taken:informed legal department

Informed legal department

admiralty-scale

admiralty-scale namespace available in JSON format at this location. The JSON
format can be freely reused in your application or automatically enabled in MISP

taxonomy:.

The Admiralty Scale or Ranking (also called the NATO System) is used to rank the reliability of a
source and the credibility of an information. Reference based on FM 2-22.3 (FM 34-52) HUMAN

INTELLIGENCE COLLECTOR OPERATIONS and NATO documents.
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source-reliability

0 Exclusive flag set which means the values or predicate below must be set
exclusively.

admiralty-scale:source-reliability="a"
Completely reliable
No doubt of authenticity, trustworthiness, or competency; has a history of complete reliability

Associated numerical value="100"

admiralty-scale:source-reliability="b"
Usually reliable

Minor doubt about authenticity, trustworthiness, or competency; has a history of valid information
most of the time

Associated numerical value="75"

admiralty-scale:source-reliability="c"
Fairly reliable

Doubt of authenticity, trustworthiness, or competency but has provided valid information in the
past

Associated numerical value="50"

admiralty-scale:source-reliability="d"
Not usually reliable

Significant doubt about authenticity, trustworthiness, or co mpetency but has provided valid
information in the past

Associated numerical value="25"

admiralty-scale:source-reliability="e"
Unreliable

Lacking in authenticity, trustworthiness, and competency; history of invalid information

admiralty-scale:source-reliability="f"

Reliability cannot be judged
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No basis exists for evaluating the reliability of the source

Associated numerical value="50"

admiralty-scale:source-reliability="g"

Deliberatly deceptive

information-credibility

o Exclusive flag set which means the values or predicate below must be set
exclusively.

admiralty-scale:information-credibility="1"

Confirmed by other sources

Confirmed by other independent sources; logical in itself; Consistent with other information on the
subject

Associated numerical value="100"

admiralty-scale:information-credibility="2"
Probably true
Not confirmed; logical in itself; consistent with other information on the subject

Associated numerical value="75"

admiralty-scale:information-credibility="3"
Possibly true
Not confirmed; reasonably logical in itself; agrees with some other information on the subject

Associated numerical value="50"

admiralty-scale:information-credibility="4"
Doubtful
Not confirmed; possible but not logical ; no other information on the subject

Associated numerical value="25"

admiralty-scale:information-credibility="5"

Improbable
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Not confirmed; not logical in itself; contradicted by other information on the subject

admiralty-scale:information-credibility="6"
Truth cannot be judged
No basis exists for evaluating the validity of the information

Associated numerical value="50"

adversary

adversary namespace available in JSON format at this location. The JSON format
can be freely reused in your application or automatically enabled in MISP
taxonomy.

An overview and description of the adversary infrastructure

infrastructure-status

adversary:infrastructure-status="unknown"

Infrastructure ownership and status is unknown

adversary:infrastructure-status="compromised"

Infrastructure compromised by or in the benefit of the adversary

adversary:infrastructure-status="own-and-operated"

Infrastructure own and operated by the adversary

infrastructure-action

adversary:infrastructure-action="passive-only"

Only passive requests shall be performed to avoid detection by the adversary

adversary:infrastructure-action="take-down"

Take down requests can be performed in order to deactivate the adversary infrastructure

adversary:infrastructure-action="monitoring-active"

Monitoring requests are ongoing on the adversary infrastructure
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adversary:infrastructure-action="pending-law-enforcement-request"

Law enforcement requests are ongoing on the adversary infrastructure

infrastructure-state

adversary:infrastructure-state="unknown"

Infrastructure state is unknown or cannot be evaluated

adversary:infrastructure-state="active"

Infrastructure state is active and actively used by the adversary

adversary:infrastructure-state="down"

Infrastructure state is known to be down

infrastructure-type

adversary:infrastructure-type="unknown"

Infrastructure usage by the adversary is unknown

adversary:infrastructure-type="proxy"

Infrastructure used as proxy between the target and the adversary

adversary:infrastructure-type="drop-zone"

Infrastructure used by the adversary to store information related to his campaigns

adversary:infrastructure-type="exploit-distribution-point"

Infrastructure used to distribute exploit towards target(s)

adversary:infrastructure-type="vpn"

Infrastructure used by the adversary as Virtual Private Network to hide activities and reduce the
traffic analysis surface

adversary:infrastructure-type="panel"

Panel used by the adversary to control or maintain his infrastructure

adversary:infrastructure-type="tds"

Traffic Distribution Systems including exploit delivery or/and web monetization channels
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ais-marking

ais-marking namespace available in JSON format at this location. The JSON
0 format can be freely reused in your application or automatically enabled in MISP
taxonomy.

The AIS Marking Schema implementation is maintained by the National Cybersecurity and
Communication Integration Center (NCCIC) of the U.S. Department of Homeland Security (DHS)

TLPMarking
o Exclusive flag set which means the values or predicate below must be set
exclusively.

ais-marking:TLPMarking="WHITE"

WHITE

ais-marking:TLPMarking="GREEN"

GREEN

ais-marking:TLPMarking="AMBER"

AMBER
AISConsent
o Exclusive flag set which means the values or predicate below must be set
exclusively.

ais-marking:AISConsent="EVERYONE"

EVERYONE

ais-marking:AISConsent="USG"

UsSG

ais-marking:AISConsent="NONE"

NONE
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CISA_Proprietary

0 Exclusive flag set which means the values or predicate below must be set
exclusively.

ais-marking:CISA_Proprietary="true"

true

ais-marking:CISA_Proprietary="false"

false

AISMarking

o Exclusive flag set which means the values or predicate below must be set
exclusively.

ais-marking:AISMarking="Is_Proprietary"
Is_Proprietary

ais-marking:AISMarking="Not_Proprietary"

Not_Proprietary

analyst-assessment
analyst-assessment namespace available in JSON format at this location. The JSON
0 format can be freely reused in your application or automatically enabled in MISP
taxonomy.

A series of assessment predicates describing the analyst capabilities to perform analysis. These
assessment can be assigned by the analyst him/herself or by another party evaluating the analyst.

experience

The analyst experience expressed in years range in the field tagged. The year range is based on a
standard 40-hour work week.

analyst-assessment:experience="less-than-1-year"
Less than 1 year

Associated numerical value="20"
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analyst-assessment:experience="bhetween-1-and-5-years"
Between 1 and 5 years

Associated numerical value="40"

analyst-assessment:experience="between-5-and-10-years"
Between 5 and 10 years

Associated numerical value="60"

analyst-assessment:experience="between-10-and-20-years"
Between 10 and 20 years

Associated numerical value="80"

analyst-assessment:experience="more-than-20-years"
More than 20 years

Associated numerical value="100"
binary-reversing-arch
Architecture that the analyst has experience with.

analyst-assessment:binary-reversing-arch="x86"

x86-32 & x86-64

analyst-assessment:binary-reversing-arch="arm"

ARM & ARM-64

analyst-assessment:binary-reversing-arch="mips"

mips & mips-64

analyst-assessment:binary-reversing-arch="powerpc"

PowerPC

binary-reversing-experience

The analyst experience in reversing expressed in years range in the field tagged. The year range is
based on a standard 40-hour work week.
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analyst-assessment:binary-reversing-experience="less-than-1-year"
Less than 1 year

Associated numerical value="20"

analyst-assessment:binary-reversing-experience="between-1-and-5-years"
Between 1 and 5 years

Associated numerical value="40"

analyst-assessment:binary-reversing-experience="between-5-and-10-years"
Between 5 and 10 years

Associated numerical value="60"

analyst-assessment:binary-reversing-experience="between-10-and-20-
years"

Between 10 and 20 years

Associated numerical value="80"

analyst-assessment:binary-reversing-experience="more-than-20-years"
More than 20 years

Associated numerical value="100"
oS
Operating System that the analyst has experience with.

analyst-assessment:os="windows"

Current Microsoft Windows system

analyst-assessment:os="linux"

GNU/linux derivative OS

analyst-assessment:0s="ios"

Current I10S

90



analyst-assessment:os="macos"

Current Apple OS

analyst-assessment:os="android"

Current Android OS

analyst-assessment:os="bhsd"

BSD
web
Web application vulnerabilities and technique that the analyst has experience with.

analyst-assessment:web="ipex"

Inter-protocol exploitations

analyst-assessment:web="common"

Common vulnerabilities as SQL injections, CSRF, XSS, CSP bypasses, etc.

analyst-assessment:web="js-desobfuscation”

De-obfuscation of Javascript payloads

web-experience

The analyst experience expressed to web application security in years range in the field tagged.

analyst-assessment:web-experience="less-than-1-year"
Less than 1 year

Associated numerical value="20"

analyst-assessment:web-experience="between-1-and-5-years"
Between 1 and 5 years

Associated numerical value="40"

analyst-assessment:web-experience="between-5-and-10-years"
Between 5 and 10 years

Associated numerical value="60"

91



analyst-assessment:web-experience="between-10-and-20-years"
Between 10 and 20 years

Associated numerical value="80"

analyst-assessment:web-experience="more-than-20-years"
More than 20 years

Associated numerical value="100"

crypto-experience

The analyst experience related to cryptography expressed in years range in the field tagged.

analyst-assessment:crypto-experience="less-than-1-year"
Less than 1 year

Associated numerical value="20"

analyst-assessment:crypto-experience="between-1-and-5-years"
Between 1 and 5 years

Associated numerical value="40"

analyst-assessment:crypto-experience="between-5-and-10-years"
Between 5 and 10 years

Associated numerical value="60"

analyst-assessment:crypto-experience="between-10-and-20-years"
Between 10 and 20 years

Associated numerical value="80"

analyst-assessment:crypto-experience="more-than-20-years"
More than 20 years

Associated numerical value="100"

approved-category-of-action
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approved-category-of-action namespace available in JSON format at this location.
0 The JSON format can be freely reused in your application or automatically enabled
in MISP taxonomy.

A pre-approved category of action for indicators being shared with partners (MIMIC).

catl

Minimal Exposure - Passive Collection: CAT 1 actions provide the least exposure of an indicator,
either through adversary observation or disclosure. Usage of the indicator is restricted to passive
monitoring on Government or Cleared Partner networks, or through a classified passive capability
or Operation. CAT 1 actions do not interact with or affect malicious network traffic.

approved-category-of-action:catl
Catl

Minimal Exposure - Passive Collection: CAT 1 actions provide the least exposure of an indicator,
either through adversary observation or disclosure. Usage of the indicator is restricted to passive
monitoring on Government or Cleared Partner networks, or through a classified passive capability
or Operation. CAT 1 actions do not interact with or affect malicious network traffic.

cat2

Moderate Exposure - Government or Cleared Partner Internal Active Collection: CAT 2 actions
expose the usage of an indicator through non-disruptive collection techniques which require
interactions with an adversary, within Government or Cleared Partner networks. While it is not the
intent to disrupt the adversary it is possible that an adversary may discover they are subject to such
techniques.

approved-category-of-action:cat2
Cat2

Moderate Exposure - Government or Cleared Partner Internal Active Collection: CAT 2 actions
expose the usage of an indicator through non-disruptive collection techniques which require
interactions with an adversary, within Government or Cleared Partner networks. While it is not the
intent to disrupt the adversary it is possible that an adversary may discover they are subject to such
techniques.

cat3

Moderate Exposure - Government or Cleared Partner Internal Countermeasures: CAT 3 actions
expose the usage of an indicator through inward-facing countermeasures. Malicious network
traffic is affected in some manner, however the results are not directly observable to the adversary
or external parties and is, therefore, more difficult to attribute as a deliberate action. Usage of the
indicator is restricted to Government and Cleared Partner networks, or a classified capability or
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Operation. This implies a lower likelihood for non-approved disclosures.

approved-category-of-action:cat3
Cat3

Moderate Exposure - Government or Cleared Partner Internal Countermeasures: CAT 3 actions
expose the usage of an indicator through inward-facing countermeasures. Malicious network
traffic is affected in some manner, however the results are not directly observable to the adversary
or external parties and is, therefore, more difficult to attribute as a deliberate action. Usage of the
indicator is restricted to Government and Cleared Partner networks, or a classified capability or
Operation. This implies a lower likelihood for non-approved disclosures.

cat4

Moderate Exposure - Government Actions on External Networks: CAT 4 actions expose the usage of
an indicator through actions which occur on internet accessible networks, without the
authorization of the network or information owner. Such actions are conducted as classified
Operations under the auspices of national legislative and compliance provisions. Action
consequences are observable to the adversary and other, public parties and it is possible they may
be attributed as Government sanctioned actions.

approved-category-of-action:cat4
Cat4

Moderate Exposure - Government Actions on External Networks: CAT 4 actions expose the usage of
an indicator through actions which occur on internet accessible networks, without the
authorization of the network or information owner. Such actions are conducted as classified
Operations under the auspices of national legislative and compliance provisions. Action
consequences are observable to the adversary and other, public parties and it is possible they may
be attributed as Government sanctioned actions.

catS

High Exposure - Public Actions Which Enable Internal Countermeasures: CAT 5 actions expose the
usage of an indicator through the public release of information which enables internal actions on
networks not owned and controlled by the Government (i.e. industry, commercial or foreign
governments). These actions are official public releases and are attributable as Government
sanctioned actions.

approved-category-of-action:cat5
Cat5

High Exposure - Public Actions Which Enable Internal Countermeasures: CAT 5 actions expose the
usage of an indicator through the public release of information which enables internal actions on
networks not owned and controlled by the Government (i.e. industry, commercial or foreign
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governments). These actions are official public releases and are attributable as Government
sanctioned actions.

catb

High Exposure - Actions on Adversary Infrastructure: CAT 6 actions expose the usage of an
indicator through actions which occur on adversary owned networks, without the authorization of
the network or information owner. Such actions are conducted as classified Operations under the
auspices of national legislative and compliance provisions. Action consequences are observable to
the adversary, and possibly other public parties, and it is possible they may deduce this as FVEY
action.

approved-category-of-action:cat6

Cat6

High Exposure - Actions on Adversary Infrastructure: CAT 6 actions expose the usage of an
indicator through actions which occur on adversary owned networks, without the authorization of
the network or information owner. Such actions are conducted as classified Operations under the
auspices of national legislative and compliance provisions. Action consequences are observable to
the adversary, and possibly other public parties, and it is possible they may deduce this as FVEY
action.

binary-class

binary-class namespace available in JSON format at this location. The JSON
format can be freely reused in your application or automatically enabled in MISP
taxonomy.

Custom taxonomy for types of binary file.

o Exclusive flag set which means the values or predicate below must be set
exclusively.

type
binary-class:type="good"

Known Good/Safe

binary-class:type="malicious"

Known Bad/Malicious
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binary-class:type="unknown"

Not yet known

CCCS

9 cccs namespace available in JSON format at this location. The JSON format can be
freely reused in your application or automatically enabled in MISP taxonomy.

Internal taxonomy for CCCS.

event

Type of event associated to the internal reference

cces:event="beacon"

Beacon

A host infected with malware is connecting to threat actor owned infrastructure.

cccs:event="browser-based-exploitation
Browser based exploitation

A browser component is being exploited in order to infect a host.

cces:event="dos"
Dos

An attack in which the goal is to disrupt access to a host or resource.

cces:event="email"
Email

Malicious emails sent to a department (baiting, content delivery, phishing).

cces:event="exfiltration"

Exfiltration

Unauthorized transfer of data from a target’s network to a location a threat actor controls.

cccs:event="generic-event"

Generic event
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Represents a collection of virtually identical events within a range of time.

cccs:event="improper-usage"
Improper usage

Technology used in a way that compromises security or violates policy.

cces:event="malware-artifacts"
Malware artifacts

Signs of the presence of malware observed on a host.

cccs:event="malware-download"
Malware download

Malware was transferred (downloaded/uploaded) to a host.

cccs:event="phishing"
Phishing

Information or credentials disclosed to a threat actor.

cccs:event="remote-access"

Remote access

A threat actor is attempting to or succeeding in remotely logging in to a host.

cccs:event="remote-exploitation"
Remote exploitation

A threat actor is attempting to exploit vulnerabilities remotely.

cces:event="scan"
Scan

A threat actor is scanning the network.
cccs:event="scraping"
Scraping

Represents a collection of virtually identical scraping events within a range of time.



cccs:event="traffic-interception”
Traffic interception

Represents a collection of virtually identical traffic interception events within a range of time.

disclosure-type

Type of information being disclosed.

cccs:disclosure-type="goc-credential-disclosure"
Goc credential disclosure

Credentials for a GoC system or user were disclosed.

cccs:disclosure-type="personal-credential-disclosure"
Personal credential disclosure

Credentials not related to a GoC system or user were disclosed.

cccs:disclosure-type="personal-information-disclosure"
Personal information disclosure

Information about a person or persons was disclosed.

cccs:disclosure-type="none"
None

No information was disclosed.

cccs:disclosure-type="other"
Other

Information other than credentials and personal information was disclosed.
domain-category
The Domain Category.

cccs:domain-category="c2"

C2

Domain is being used as command-and-control infrastructure.
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cccs:domain-category="proxy"
Proxy

Domain is being used as a proxy.

cccs:domain-category="seeded"

Seeded

Domain has been seeded with malware or other malicious code.

cccs:domain-category="wateringhole"
Wateringhole

Domain is being used a wateringhole.

cccs:domain-category="cloud-infrastructure"

Cloud infrastructure

Domain is hosted on cloud infrastructure.

cccs:domain-category="name-server"
Name server

Domain is a name server.

cccs:domain-category="sinkholed"

Sinkholed

Domain is being re-directed to a sinkhole.

emalil-type

Type of email event.

cccs:email-type="spam"

Spam

Unsolicited or junk email named after a Monty Python sketch.

cccs:email-type="content\-delivery\-attack"

Content\-delivery\-attack



Email contained malicious content or attachments.

cccs:email-type="phishing"
Phishing

Email designed to trick the recipient into providing sensitive information.

cccs:email-type="haiting"
Baiting

Email designed to trick the recipient into providing sensitive information.

cccs:email-typ