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Introduction

MISP

Threat Sharing

The MISP threat sharing platform is a free and open source software helping information sharing
of threat intelligence including cyber security indicators, financial fraud or counter-terrorism
information. The MISP project includes multiple sub-projects to support the operational
requirements of analysts and improve the overall quality of information shared.

MISP galaxy is a simple method to express a large object called cluster that can be attached to MISP
events or attributes. A cluster can be composed of one or more elements. Elements are expressed as
key-values. There are default vocabularies available in MISP galaxy but those can be overwritten,
replaced or updated as you wish. Existing clusters and vocabularies can be used as-is or as a
template. MISP distribution can be applied to each cluster to permit a limited or broader
distribution scheme. The following document is generated from the machine-readable JSON
describing the MISP galaxy.


https://github.com/MISP/misp-galaxy

Funding and Support

The MISP project is financially and resource supported by CIRCL Computer Incident Response
Center Luxembourg .

-
. circl.lu
' Computer Incident
Response Center
‘k‘ LUXEMBOURG

A CEF (Connecting Europe Facility) funding under CEF-TC-2016-3 - Cyber Security has been granted
from 1st September 2017 until 31th August 2019 as Improving MISP as building blocks for next-
generation information sharing.

If you are interested to co-fund projects around MISP, feel free to get in touch with us.


https://www.circl.lu/
https://www.circl.lu/

MISP galaxy
Android

Android malware galaxy based on multiple open sources..

o Android is a cluster galaxy available in JSON format at this location The JSON
format can be freely reused in your application or automatically enabled in MISP.

authors

Unknown

CopyCat

CopyCat is a fully developed malware with vast capabilities, including rooting devices, establishing
persistency, and injecting code into Zygote — a daemon responsible for launching apps in the
Android operating system — that allows the malware to control any activity on the device.

The tag is: misp-galaxy:android="CopyCat"

Table 1. Table References
Links

https://blog.checkpoint.com/2017/07/06/how-the-copycat-malware-infected-android-devices-
around-the-world/

Andr/Dropr-FH

Andr/Dropr-FH can silently record audio and video, monitor texts and calls, modify files, and
ultimately spawn ransomware.

The tag is: misp-galaxy:android="Andr/Dropr-FH"
Andr/Dropr-FH is also known as:

* GhostCtrl
Andr/Dropr-FH has relationships with:

e similar: misp-galaxy:malpedia="GhostCtrl" with estimative-language:likelihood-
probability="likely"
Table 2. Table References
Links

https://nakedsecurity.sophos.com/2017/07/21/watch-out-for-the-android-malware-that-snoops-on-
your-phone/


https://github.com/MISP/misp-galaxy/blob/master/clusters/android.json
https://www.github.com/MISP/MISP
https://blog.checkpoint.com/2017/07/06/how-the-copycat-malware-infected-android-devices-around-the-world/
https://blog.checkpoint.com/2017/07/06/how-the-copycat-malware-infected-android-devices-around-the-world/
https://nakedsecurity.sophos.com/2017/07/21/watch-out-for-the-android-malware-that-snoops-on-your-phone/
https://nakedsecurity.sophos.com/2017/07/21/watch-out-for-the-android-malware-that-snoops-on-your-phone/

https://www.neowin.net/news/the-ghostctrl-android-malware-can-silently-record-your-audio-and-
steal-sensitive-data

Judy

The malware, dubbed Judy, is an auto-clicking adware which was found on 41 apps developed by a
Korean company. The malware uses infected devices to generate large amounts of fraudulent clicks
on advertisements, generating revenues for the perpetrators behind it.

The tag is: misp-galaxy:android="Judy"

Table 3. Table References
Links
http://fortune.com/2017/05/28/android-malware-judy/

https://blog.checkpoint.com/2017/05/25/judy-malware-possibly-largest-malware-campaign-found-
google-play/

RedAlert2

The trojan waits in hiding until the user opens a banking or social media app. When this happens,
the trojan shows an HTML-based overlay on top of the original app, alerting the user of an error,
and asking to reauthenticate. Red Alert then collects the user’s credentials and sends them to its
C&C server.

The tag is: misp-galaxy:android="RedAlert2"
RedAlert2 has relationships with:

* similar: misp-galaxy:malpedia="RedAlert2" with estimative-language:likelihood-
probability="likely"

Table 4. Table References

Links

https://www.bleepingcomputer.com/news/security/researchers-discover-new-android-banking-
trojan/

https://www.threatfabric.com/blogs/new_android_trojan_targeting_over_60_banks_and_social_app
s.html

Tizi

Tizi is a fully featured backdoor that installs spyware to steal sensitive data from popular social
media applications. The Google Play Protect security team discovered this family in September 2017
when device scans found an app with rooting capabilities that exploited old vulnerabilities. The
team used this app to find more applications in the Tizi family, the oldest of which is from October
2015. The Tizi app developer also created a website and used social media to encourage more app


https://www.neowin.net/news/the-ghostctrl-android-malware-can-silently-record-your-audio-and-steal-sensitive-data
https://www.neowin.net/news/the-ghostctrl-android-malware-can-silently-record-your-audio-and-steal-sensitive-data
http://fortune.com/2017/05/28/android-malware-judy/
https://blog.checkpoint.com/2017/05/25/judy-malware-possibly-largest-malware-campaign-found-google-play/
https://blog.checkpoint.com/2017/05/25/judy-malware-possibly-largest-malware-campaign-found-google-play/
https://www.bleepingcomputer.com/news/security/researchers-discover-new-android-banking-trojan/
https://www.bleepingcomputer.com/news/security/researchers-discover-new-android-banking-trojan/
https://www.threatfabric.com/blogs/new_android_trojan_targeting_over_60_banks_and_social_apps.html
https://www.threatfabric.com/blogs/new_android_trojan_targeting_over_60_banks_and_social_apps.html

installs from Google Play and third-party websites.
The tag is: misp-galaxy:android="Tizi"

Table 5. Table References
Links

https://security.googleblog.com/2017/11/tizi-detecting-and-blocking-socially.html

DoubleLocker

DoubleLocker can change the device’s PIN, preventing victims from accessing their devices, and
also encrypts the data requesting a ransom. It will misuse accessibility services after being installed
by impersonating the Adobe Flash player - similar to BankBot.

The tag is: misp-galaxy:android="DoubleLocker"
DoubleLocker has relationships with:

* similar: misp-galaxy:malpedia="DoubleLocker" with estimative-language:likelihood-
probability="likely"

Table 6. Table References
Links

https://www.welivesecurity.com/2017/10/13/doublelocker-innovative-android-malware/

Svpeng

Svpeng is a Banking trojan which acts as a keylogger. If the Android device is not Russian, Svpeng
will ask for permission to use accessibility services. In abusing this service it will gain administrator
rights allowing it to draw over other apps, send and receive SMS and take screenshots when keys
are pressed.

The tag is: misp-galaxy:android="Svpeng"
Svpeng is also known as:

* Invisble Man
Svpeng has relationships with:

* similar: misp-galaxy:tool="Svpeng" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:malpedia="Svpeng" with estimative-language:likelihood-
probability="likely"
Table 7. Table References
Links

https://securelist.com/a-new-era-in-mobile-banking-trojans/79198/


https://security.googleblog.com/2017/11/tizi-detecting-and-blocking-socially.html
https://www.welivesecurity.com/2017/10/13/doublelocker-innovative-android-malware/
https://securelist.com/a-new-era-in-mobile-banking-trojans/79198/

https://www.theregister.co.uk/2017/08/02/banking_android_malware_in_uk/

LokiBot

LokiBot is a banking trojan for Android 4.0 and higher. It can steal the information and send SMS
messages. It has the ability to start web browsers, and banking applications, along with showing
notifications impersonating other apps. Upon attempt to remove it will encrypt the devices'
external storage requiring Bitcoins to decrypt files.

The tag is: misp-galaxy:android="LokiBot"
LokiBot has relationships with:

* similar:  misp-galaxy:malpedia="Loki  Password Stealer = (PWS)" with estimative-
language:likelihood-probability="likely"
* similar: misp-galaxy:malpedia="LokiBot" with estimative-language:likelihood-
probability="likely"
Table 8. Table References
Links

https://clientsidedetection.com/lokibot
_the_first_hybrid_android_malware.html[https://clientsidedetection.com/
lokibot_the_first_hybrid_android_malware.html]

BankBot

The main goal of this malware is to steal banking credentials from the victim’s device. It usually
impersonates flash player updaters, android system tools, or other legitimate applications.

The tag is: misp-galaxy:android="BankBot"
BankBot has relationships with:

* similar: misp-galaxy:malpedia="Anubis (Android)" with estimative-language:likelihood-
probability="likely"
Table 9. Table References
Links
https://blog.fortinet.com/2017/09/19/a-look-into-the-new-strain-of-bankbot
https://forensics.spreitzenbarth.de/android-malware/

https://blog.avast.com/mobile-banking-trojan-sneaks-into-google-play-targeting-wells-fargo-chase-
and-citibank-customers


https://www.theregister.co.uk/2017/08/02/banking_android_malware_in_uk/
https://clientsidedetection.com/lokibot
https://clientsidedetection.com/lokibot
https://clientsidedetection.com/lokibot
https://blog.fortinet.com/2017/09/19/a-look-into-the-new-strain-of-bankbot
https://forensics.spreitzenbarth.de/android-malware/
https://blog.avast.com/mobile-banking-trojan-sneaks-into-google-play-targeting-wells-fargo-chase-and-citibank-customers
https://blog.avast.com/mobile-banking-trojan-sneaks-into-google-play-targeting-wells-fargo-chase-and-citibank-customers

Viking Horde

In rooted devices, Viking Horde installs software and executes code remotely to get access to the
mobile data.

The tag is: misp-galaxy:android="Viking Horde"

Table 10. Table References
Links

http://www.alwayson-network.com/worst-types-android-malware-2016/

HummingBad

A Chinese advertising company has developed this malware. The malware has the power to take
control of devices; it forces users to click advertisements and download apps. The malware uses a
multistage attack chain.

The tag is: misp-galaxy:android="HummingBad"
HummingBad has relationships with:

* similar: misp-galaxy:mitre-malware="HummingBad - S0322" with estimative-
language:likelihood-probability="likely"

Table 11. Table References
Links
http://www.alwayson-network.com/worst-types-android-malware-2016/

http://blog.checkpoint.com/wp-content/uploads/2016/07/HummingBad-Research-report_FINAL-
62916.pdf

Ackposts

Ackposts is a Trojan horse for Android devices that steals the Contacts information from the
compromised device and sends it to a predetermined location.

The tag is: misp-galaxy:android="Ackposts"

Table 12. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-072302-3943-99

Wirex

Wirex is a Trojan horse for Android devices that opens a backdoor on the compromised device
which then joins a botnet for conducting click fraud.


http://www.alwayson-network.com/worst-types-android-malware-2016/
http://www.alwayson-network.com/worst-types-android-malware-2016/
http://blog.checkpoint.com/wp-content/uploads/2016/07/HummingBad-Research-report_FINAL-62916.pdf
http://blog.checkpoint.com/wp-content/uploads/2016/07/HummingBad-Research-report_FINAL-62916.pdf
https://www.symantec.com/security_response/writeup.jsp?docid=2012-072302-3943-99

The tag is: misp-galaxy:android="Wirex"

Table 13. Table References
Links
https://krebsonsecurity.com/2017/08/tech-firms-team-up-to-take-down-wirex-android-ddos-botnet/

http://www.zdnet.com/article/wirex-ddos-malware-given-udp-flood-capabilities/

WannaLocker

WannaLocker is a strain of ransomware for Android devices that encrypts files on the device’s
external storage and demands a payment to decrypt them.

The tag is: misp-galaxy:android="WannaLocker"

Table 14. Table References
Links

https://fossbytes.com/wannalocker-ransomware-wannacry-android/

Switcher

Switcher is a Trojan horse for Android devices that modifies Wi-Fi router DNS settings. Swticher
attempts to infiltrate a router’s admin interface on the devices' WIFI network by using brute force
techniques. If the attack succeeds, Switcher alters the DNS settings of the router, making it possible
to reroute DNS queries to a network controlled by the malicious actors.

The tag is: misp-galaxy:android="Switcher"
Switcher has relationships with:

* similar: misp-galaxy:malpedia="Switcher" with estimative-language:likelihood-
probability="likely"
Table 15. Table References
Links

http://www.zdnet.com/article/this-android-infecting-trojan-malware-uses-your-phone-to-attack-
your-router/

https://www.theregister.co.uk/2017/01/03/android_trojan_targets_routers/

https://www.symantec.com/security_response/writeup.jsp?docid=2017-090410-0547-99

Vibleaker

Vibleaker was an app available on the Google Play Store named Beaver Gang Counter that
contained malicious code that after specific orders from its maker would scan the user’s phone for
the Viber app, and then steal photos and videos recorded or sent through the app.


https://krebsonsecurity.com/2017/08/tech-firms-team-up-to-take-down-wirex-android-ddos-botnet/
http://www.zdnet.com/article/wirex-ddos-malware-given-udp-flood-capabilities/
https://fossbytes.com/wannalocker-ransomware-wannacry-android/
http://www.zdnet.com/article/this-android-infecting-trojan-malware-uses-your-phone-to-attack-your-router/
http://www.zdnet.com/article/this-android-infecting-trojan-malware-uses-your-phone-to-attack-your-router/
https://www.theregister.co.uk/2017/01/03/android_trojan_targets_routers/
https://www.symantec.com/security_response/writeup.jsp?docid=2017-090410-0547-99

The tag is: misp-galaxy:android="Vibleaker"

Table 16. Table References

Links

http://news.softpedia.com/news/malicious-android-app-steals-viber-photos-and-BankBot-
505758.shtml

ExpensiveWall

ExpensiveWall is Android malware that sends fraudulent premium SMS messages and charges
users accounts for fake services without their knowledge

The tag is: misp-galaxy:android="ExpensiveWall"

Table 17. Table References
Links

https://blog.checkpoint.com/2017/09/14/expensivewall-dangerous-packed-malware-google-play-
will-hit-wallet/

http://fortune.com/2017/09/14/google-play-android-malware/

Cepsohord

Cepsohord is a Trojan horse for Android devices that uses compromised devices to commit click
fraud, modify DNS settings, randomly delete essential files, and download additional malware such
as ransomware.

The tag is: misp-galaxy:android="Cepsohord"
Table 18. Table References

Links

https://www.cyber.nj.gov/threat-profiles/android-malware-variants/cepsohord

Fakem Rat

Fakem RAT makes their network traffic look like well-known protocols (e.g. Messenger traffic,
HTML pages).

The tag is: misp-galaxy:android="Fakem Rat"

Table 19. Table References
Links

https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp-fakem-
rat.pdf

https://www.symantec.com/security_response/writeup.jsp?docid=2016-012608-1538-99
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http://news.softpedia.com/news/malicious-android-app-steals-viber-photos-and-BankBot-505758.shtml
http://news.softpedia.com/news/malicious-android-app-steals-viber-photos-and-BankBot-505758.shtml
https://blog.checkpoint.com/2017/09/14/expensivewall-dangerous-packed-malware-google-play-will-hit-wallet/
https://blog.checkpoint.com/2017/09/14/expensivewall-dangerous-packed-malware-google-play-will-hit-wallet/
http://fortune.com/2017/09/14/google-play-android-malware/
https://www.cyber.nj.gov/threat-profiles/android-malware-variants/cepsohord
https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp-fakem-rat.pdf
https://www.trendmicro.de/cloud-content/us/pdfs/security-intelligence/white-papers/wp-fakem-rat.pdf
https://www.symantec.com/security_response/writeup.jsp?docid=2016-012608-1538-99

GM Bot

GM Bot — also known as Acecard, SlemBunk, or Bankosy — scams people into giving up their banking
log-in credentials and other personal data by displaying overlays that look nearly identical to
banking apps log-in pages. Subsequently, the malware intercepts SMS to obtain two-factor
authentication PINs, giving cybercriminals full access to bank accounts.

"

The tag is: misp-galaxy:android="GM Bot
GM Bot is also known as:

e Acecard
¢ SlemBunk

* Bankosy
GM Bot has relationships with:

 similar: misp-galaxy:tool="Slempo" with estimative-language:likelihood-probability="likely"

* similar: misp-galaxy:android="Bankosy" with estimative-language:likelihood-
probability="likely"

* similar: misp-galaxy:malpedia="Slempo" with estimative-language:likelihood-
probability="likely"
Table 20. Table References
Links

https://blog.avast.com/android-trojan-gm-bot-is-evolving-and-targeting-more-than-50-banks-
worldwide

Moplus

The Wormhole vulnerability in the Moplus SDK could be exploited by hackers to open an unsecured
and unauthenticated HTTP server connection on the user’s device, and this connection is
established in the background without the user’s knowledge.

The tag is: misp-galaxy:android="Moplus"

Table 21. Table References
Links

http://securityaffairs.co/wordpress/41681/hacking/100m-android-device-baidu-moplus-sdk.html

Adwind

Adwind is a backdoor written purely in Java that targets system supporting the Java runtime
environment. Commands that can be used, among other things, to display messages on the system,
open URLs, update the malware, download/execute files, and download/load plugins. According to

11


https://blog.avast.com/android-trojan-gm-bot-is-evolving-and-targeting-more-than-50-banks-worldwide
https://blog.avast.com/android-trojan-gm-bot-is-evolving-and-targeting-more-than-50-banks-worldwide
http://securityaffairs.co/wordpress/41681/hacking/100m-android-device-baidu-moplus-sdk.html

the author, the backdoor component can run on Windows, Mac OS, Linux and Android platforms
providing rich capabilities for remote control, data gathering, data exfiltration and lateral
movement.

The tag is: misp-galaxy:android="Adwind"
Adwind is also known as:

» AlienSpy

* Frutas

* Unrecom

* Sockrat

* Jsocket

* jRat

* Backdoor:Java/Adwind

Adwind has relationships with:

* similar: misp-galaxy:rat="Adwind RAT" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:tool="Adwind" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:android="Sockrat" with estimative-language:likelihood-probability="likely"

* similar: misp-galaxy:malpedia="AdWind" with estimative-language:likelihood-
probability="likely"

Table 22. Table References
Links

https://securelist.com/adwind-faq/73660/

AdSms

Adsms is a Trojan horse that may send SMS messages from Android devices.
The tag is: misp-galaxy:android="AdSms"

Table 23. Table References
Links
https://www.fortiguard.com/encyclopedia/virus/7389670

https://www.symantec.com/security_response/writeup.jsp?docid=2011-051313-4039-99

Airpush

Airpush is a very aggresive Ad - Network
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https://securelist.com/adwind-faq/73660/
https://www.fortiguard.com/encyclopedia/virus/7389670
https://www.symantec.com/security_response/writeup.jsp?docid=2011-051313-4039-99

The tag is: misp-galaxy:android="Airpush"
Airpush is also known as:
e StopSMS

Table 24. Table References
Links
https://crypto.stanford.edu/cs1550ld/cs155-spring16/lectures/18-mobile-malware.pdf

BeanBot

BeanBot forwards device’s data to a remote server and sends out premium-rate SMS messages from
the infected device.

The tag is: misp-galaxy:android="BeanBot"

Table 25. Table References
Links

https://www.f-secure.com/v-descs/trojan_android_beanbot.shtml

Kemoge

Kemoge is adware that disguises itself as popular apps via repackaging, then allows for a complete
takeover of the users Android device.

The tag is: misp-galaxy:android="Kemoge"
Kemoge has relationships with:

* similar: misp-galaxy:mitre-malware="ShiftyBug - S0294" with estimative-language:likelihood-
probability="likely"
Table 26. Table References
Links
https://www.fireeye.com/blog/threat-research/2015/10/kemoge_another_mobi.html

https://www.symantec.com/security_response/writeup.jsp?docid=2015-101207-3555-99

Ghost Push

Ghost Push is a family of malware that infects the Android OS by automatically gaining root access,
downloading malicious software, masquerading as a system app, and then losing root access, which
then makes it virtually impossible to remove the infection even by factory reset unless the
firmware is reflashed.

The tag is: misp-galaxy:android="Ghost Push"
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https://crypto.stanford.edu/cs155old/cs155-spring16/lectures/18-mobile-malware.pdf
https://www.f-secure.com/v-descs/trojan_android_beanbot.shtml
https://www.fireeye.com/blog/threat-research/2015/10/kemoge_another_mobi.html
https://www.symantec.com/security_response/writeup.jsp?docid=2015-101207-3555-99

Table 27. Table References
Links
https://en.wikipedia.org/wiki/Ghost_Push

https://blog.avast.com/how-to-protect-your-android-device-from-ghost-push

BeNews

The BeNews app is a backdoor app that uses the name of defunct news site BeNews to appear
legitimate. After installation it bypasses restrictions and downloads additional threats to the
compromised device.

The tag is: misp-galaxy:android="BeNews"

Table 28. Table References
Links

http://blog.trendmicro.com/trendlabs-security-intelligence/fake-news-app-in-hacking-team-dump-
designed-to-bypass-google-play/

Accstealer

Accstealer is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Accstealer"

Table 29. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-012711-1159-99

Acnetdoor

Acnetdoor is a detection for Trojan horses on the Android platform that open a back door on the
compromised device.

The tag is: misp-galaxy:android="Acnetdoor"

Table 30. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-051611-4258-99

Acnetsteal

Acnetsteal is a detection for Trojan horses on the Android platform that steal information from the
compromised device.
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https://en.wikipedia.org/wiki/Ghost_Push
https://blog.avast.com/how-to-protect-your-android-device-from-ghost-push
http://blog.trendmicro.com/trendlabs-security-intelligence/fake-news-app-in-hacking-team-dump-designed-to-bypass-google-play/
http://blog.trendmicro.com/trendlabs-security-intelligence/fake-news-app-in-hacking-team-dump-designed-to-bypass-google-play/
https://www.symantec.com/security_response/writeup.jsp?docid=2015-012711-1159-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-051611-4258-99

The tag is: misp-galaxy:android="Acnetsteal"

Table 31. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-051612-0505-99

Actech

Actech is a Trojan horse for Android devices that steals information and sends it to a remote
location.

The tag is: misp-galaxy:android="Actech"

Table 32. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-080111-3948-99

AdChina

AdChina is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="AdChina"

Table 33. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-032814-2947-99

Adfonic

Adfonic is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Adfonic"

Table 34. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052615-0024-99

AdInfo

AdInfo is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="AdInfo"

Table 35. Table References
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https://www.symantec.com/security_response/writeup.jsp?docid=2012-051612-0505-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-080111-3948-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-032814-2947-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-052615-0024-99

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040416-2433-99

Adknowledge

Adknowledge is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Adknowledge"

Table 36. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052822-1033-99

AdMarvel

AdMarvel is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="AdMarvel"

Table 37. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-060621-2450-99

AdMob

AdMob is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="AdMob"

Table 38. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052822-3437-99

Adrd

Adrd is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Adrd"

Table 39. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-021514-4954-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-040416-2433-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-052822-1033-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-060621-2450-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-052822-3437-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-021514-4954-99

Aduru

Aduru is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Aduru"

Table 40. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052618-2419-99

Adwhirl

Adwhirl is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Adwhirl"

Table 41. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052918-1414-99

Adwlauncher

Adwlauncher is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Adwlauncher"

Table 42. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-082308-1823-99

Adwo

Adwo is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Adwo"

Table 43. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-032814-5806-99

Airad

Airad is an advertisement library that is bundled with certain Android applications.
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-052618-2419-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-052918-1414-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-082308-1823-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-032814-5806-99

The tag is: misp-galaxy:android="Airad"

Table 44. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-032815-1704-99

Alienspy

Alienspy is a Trojan horse for Android devices that steals information from the compromised
device. It may also download potentially malicious files.

The tag is: misp-galaxy:android="Alienspy"

Table 45. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-042714-5942-99

AmazonAds

AmazonAds is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="AmazonAds"

Table 46. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052618-5002-99

Answerbot

Answerbot is a Trojan horse that opens a back door on Android devices.
The tag is: misp-galaxy:android="Answerbot"

Table 47. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-100711-2129-99

Antammi

Antammi is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Antammi”

Table 48. Table References
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-032815-1704-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-042714-5942-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-052618-5002-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-100711-2129-99

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-032106-5211-99

Apkmore

Apkmore is an advertisement library that is bundled with certain Android applications.

The tag is: misp-galaxy:android="Apkmore"

Table 49. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040113-4813-99

Aplog
Aplog is a Trojan horse for Android devices that steals information from the device.
The tag is: misp-galaxy:android="Aplog"

Table 50. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-100911-1023-99

Appenda

Appenda is an advertisement library that is bundled with certain Android applications.

The tag is: misp-galaxy:android="Appenda”

Table 51. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-062812-0516-99

Apperhand

Apperhand is an advertisement library that is bundled with certain Android applications.

The tag is: misp-galaxy:android="Apperhand"

Table 52. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-032815-5637-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2012-032106-5211-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040113-4813-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-100911-1023-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-062812-0516-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-032815-5637-99

Appleservice

Appleservice is a Trojan horse for Android devices that may steal information from the
compromised device.

The tag is: misp-galaxy:android="Appleservice"

Table 53. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-031011-4321-99

AppLovin
AppLovin is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="AppLovin"

Table 54. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040112-1739-99

Arspam

Arspam is a Trojan horse for Android devices that sends spam SMS messages to contacts on the
compromised device.

The tag is: misp-galaxy:android="Arspam”

Table 55. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-121915-3251-99

Aurecord

Aurecord is a spyware application for Android devices that allows the device it is installed on to be
monitored.

The tag is: misp-galaxy:android="Aurecord"

Table 56. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-031914-2310-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-031011-4321-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040112-1739-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-121915-3251-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-031914-2310-99

Backapp

Backapp is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Backapp"

Table 57. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-092708-5017-99

Backdexer

Backdexer is a Trojan horse for Android devices that may send premium-rate SMS messages from
the compromised device.

The tag is: misp-galaxy:android="Backdexer"

Table 58. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-121812-2502-99

Backflash

Backflash is a Trojan horse for Android devices that opens a back door and steals information from
the compromised device.

The tag is: misp-galaxy:android="Backflash"

Table 59. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-091714-0427-99

Backscript
Backscript is a Trojan horse for Android devices that downloads files onto the compromised device.
The tag is: misp-galaxy:android="Backscript"

Table 60. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-090704-3639-99

21


https://www.symantec.com/security_response/writeup.jsp?docid=2012-092708-5017-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-121812-2502-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-091714-0427-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-090704-3639-99

Badaccents

Badaccents is a Trojan horse for Android devices that may download apps on the compromised
device.

The tag is: misp-galaxy:android="Badaccents"

Table 61. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-123015-3618-99

Badpush

Badpush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Badpush"

Table 62. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040311-4133-99

Ballonpop

Ballonpop is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Ballonpop"

Table 63. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-120911-1731-99

Bankosy

Bankosy is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Bankosy"
Bankosy has relationships with:

* similar: misp-galaxy:tool="Slempo" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:android="GM Bot" with estimative-language:likelihood-probability="likely"

* similar: misp-galaxy:malpedia="Slempo" with estimative-language:likelihood-
probability="likely"
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-123015-3618-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040311-4133-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-120911-1731-99

Table 64. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-072316-5249-99

Bankun

Bankun is a Trojan horse for Android devices that replaces certain banking applications on the
compromised device.

The tag is: misp-galaxy:android="Bankun"

Table 65. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-072318-4143-99

Basebridge

Basebridge is a Trojan horse that attempts to send premium-rate SMS messages to predetermined
numbers.

The tag is: misp-galaxy:android="Basebridge"

Table 66. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-060915-4938-99

Basedao

Basedao is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Basedao"

Table 67. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-061715-3303-99

Batterydoctor

Batterydoctor is Trojan that makes exaggerated claims about the device’s ability to recharge the
battery, as well as steal information.

The tag is: misp-galaxy:android="Batterydoctor"
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-072316-5249-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-072318-4143-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-060915-4938-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-061715-3303-99

Table 68. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-101916-0847-99

Beaglespy

Beaglespy is an Android mobile detection for the Beagle spyware program as well as its associated
client application.

The tag is: misp-galaxy:android="Beaglespy"

Table 69. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-091010-0627-99

Becuro

Becuro is a Trojan horse for Android devices that downloads potentially malicious files onto the
compromised device.

The tag is: misp-galaxy:android="Becuro"

Table 70. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-051410-3348-99

Beita

Beita is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Beita"

Table 71. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-110111-1829-99

Bgserv

Bgserv is a Trojan that opens a back door and transmits information from the device to a remote
location.

The tag is: misp-galaxy:android="Bgserv"

Table 72. Table References
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https://www.symantec.com/security_response/writeup.jsp?docid=2011-101916-0847-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-091010-0627-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-051410-3348-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-110111-1829-99

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-031005-2918-99

Biigespy

Biigespy is an Android mobile detection for the Biige spyware program as well as its associated
client application.

The tag is: misp-galaxy:android="Biigespy"

Table 73. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-091012-0526-99

Bmaster

Bmaster is a Trojan horse on the Android platform that opens a back door, downloads files and
steals potentially confidential information from the compromised device.

The tag is: misp-galaxy:android="Bmaster"

Table 74. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-020609-3003-99

Bossefiv

Bossefiv is a Trojan horse for Android devices that steals information.
The tag is: misp-galaxy:android="Bossefiv"

Table 75. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-061520-4322-99

Boxpush
Boxpush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Boxpush"

Table 76. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040207-4613-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2011-031005-2918-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-091012-0526-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-020609-3003-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-061520-4322-99
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Burstly
Burstly is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Burstly"

Table 77. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052918-1443-99

Buzzcity
Buzzcity is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Buzzcity"

Table 78. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052918-1454-99

ByPush

ByPush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="ByPush"

Table 79. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040315-4708-99

Cajino
Cajino is a Trojan horse for Android devices that opens a back door on the compromised device.
The tag is: misp-galaxy:android="Cajino"

Table 80. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-040210-3746-99

Casee

Casee is an advertisement library that is bundled with certain Android applications.
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-052918-1443-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-052918-1454-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040315-4708-99
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The tag is: misp-galaxy:android="Casee"

Table 81. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052919-3501-99

Catchtoken

Catchtoken is a Trojan horse for Android devices that intercepts SMS messages and opens a back
door on the compromised device.

The tag is: misp-galaxy:android="Catchtoken"

Table 82. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-121619-0548-99

Cauly
Cauly is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Cauly"

Table 83. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052919-3454-99

Cellshark

Cellshark is a spyware application for Android devices that periodically gathers information from
the device and uploads it to a predetermined location.

The tag is: misp-galaxy:android="Cellshark"

Table 84. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-111611-0914-99

Centero

Centero is a Trojan horse for Android devices that displays advertisements on the compromised
device.

The tag is: misp-galaxy:android="Centero"
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-052919-3501-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-121619-0548-99
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Table 85. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-053006-2502-99

Chuli

Chuli is a Trojan horse for Android devices that opens a back door and may steal information from
the compromised device.

The tag is: misp-galaxy:android="Chuli"

Table 86. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-032617-1604-99

Citmo
Citmo is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Citmo"

Table 87. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2014-030715-5012-99

Claco
Claco is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Claco"

Table 88. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2013-020415-5600-99

Clevernet

Clevernet is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Clevernet"

Table 89. Table References

Links
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https://www.symantec.com/security_response/writeup.jsp?docid=2013-053006-2502-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-032617-1604-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-030715-5012-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-020415-5600-99

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040107-5257-99

Cnappbox
Cnappbox is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Cnappbox"

Table 90. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040215-1141-99

Cobblerone

Cobblerone is a spyware application for Android devices that can track the phone’s location and
remotely erase the device.

The tag is: misp-galaxy:android="Cobblerone"

Table 91. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2011-111514-3846-99

Coolpaperleak

Coolpaperleak is a Trojan horse for Android devices that steals information and sends it to a remote
location.

The tag is: misp-galaxy:android="Coolpaperleak”

Table 92. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-080211-5757-99

Coolreaper

Coolreaper is a Trojan horse for Android devices that opens a back door on the compromised
device. It may also steal information and download potentially malicious files.

The tag is: misp-galaxy:android="Coolreaper"

Table 93. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-011220-3211-99
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Cosha

Cosha is a spyware program for Android devices that monitors and sends certain information to a
remote location.

The tag is: misp-galaxy:android="Cosha"

Table 94. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2012-081712-5231-99

Counterclank
Counterclank is a Trojan horse for Android devices that steals information.
The tag is: misp-galaxy:android="Counterclank"

Table 95. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-012709-4046-99

Crazymedia
Crazymedia is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Crazymedia"

Table 96. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040312-2547-99

Crisis
Crisis is a Trojan horse for Android devices that opens a back door and steals information from the
compromised device.
The tag is: misp-galaxy:android="Crisis"
Crisis has relationships with:
* similar: misp-galaxy:malpedia="RCS" with estimative-language:likelihood-probability="likely"

Table 97. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-071409-0636-99
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Crusewind

Crusewind is a Trojan horse for Android devices that sends SMS messages to a premium-rate
number.

The tag is: misp-galaxy:android="Crusewind"

Table 98. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-070301-5702-99

Dandro

Dandro is a Trojan horse for Android devices that allows a remote attacker to gain control over the
device and steal information from it.

The tag is: misp-galaxy:android="Dandro"

Table 99. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-012916-2128-99

Daoyoudao

Daoyoudao is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Daoyoudao”

Table 100. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040214-5018-99

Deathring

Deathring is a Trojan horse for Android devices that may perform malicious activities on the
compromised device.

The tag is: misp-galaxy:android="Deathring"

Table 101. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-121116-4547-99
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Deeveemap

Deeveemap is a Trojan horse for Android devices that downloads potentially malicious files onto
the compromised device.

The tag is: misp-galaxy:android="Deeveemap"

Table 102. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2017-060907-5221-99

Dendoroid

Dendoroid is a Trojan horse for Android devices that opens a back door, steals information, and
may perform other malicious activities on the compromised device.

The tag is: misp-galaxy:android="Dendoroid"

Table 103. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-030418-2633-99

Dengaru

Dengaru is a Trojan horse for Android devices that performs click-fraud from the compromised
device.

The tag is: misp-galaxy:android="Dengaru"

Table 104. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-051113-4819-99

Diandong
Diandong is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Diandong"

Table 105. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040207-2453-99
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Dianjin
Dianjin is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Dianjin"

Table 106. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040107-0313-99

Dogowar

Dogowar is a Trojan horse on the Android platform that sends SMS texts to all contacts on the
device. It is a repackaged version of a game application called Dog Wars, which can be downloaded
from a third party market and must be manually installed.

The tag is: misp-galaxy:android="Dogowar"

Table 107. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-081510-4323-99

Domob

Domob is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Domob"

Table 108. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040416-4235-99

Dougalek

Dougalek is a Trojan horse for Android devices that steals information from the compromised
device. The threat is typically disguised to display a video.

The tag is: misp-galaxy:android="Dougalek”

Table 109. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-041601-3400-99
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Dowgin
Dowgin is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Dowgin"

Table 110. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-033108-4723-99

Droidsheep

Droidsheep is a hacktool for Android devices that hijacks social networking accounts on
compromised devices.

The tag is: misp-galaxy:android="Droidsheep"

Table 111. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-031014-3628-99

Dropdialer

Dropdialer is a Trojan horse for Android devices that sends SMS messages to a premium-rate phone
number.

The tag is: misp-galaxy:android="Dropdialer"

Table 112. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-070909-0726-99

Dupvert

Dupvert is a Trojan horse for Android devices that opens a back door and steals information from
the compromised device. It may also perform other malicious activities.

The tag is: misp-galaxy:android="Dupvert"

Table 113. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-072313-1959-99
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Dynamicit
Dynamicit is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Dynamicit"

Table 114. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040407-1346-99

Ecardgrabber

Ecardgrabber is an application that attempts to read details from NFC enabled credit cards. It
attempts to read information from NFC enabled credit cards that are in close proximity.

The tag is: misp-galaxy:android="Ecardgrabber"

Table 115. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-062215-0939-99

Ecobatry

Ecobatry is a Trojan horse for Android devices that steals information and sends it to a remote
location.

The tag is: misp-galaxy:android="Ecobatry"

Table 116. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-080606-4102-99

Enesoluty

Enesoluty is a Trojan horse for Android devices that steals information and sends it to a remote
location.

The tag is: misp-galaxy:android="Enesoluty”

Table 117. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-090607-0807-99
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Everbadge
Everbadge is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Everbadge"

Table 118. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040416-3736-99

Ewalls

Ewalls is a Trojan horse for the Android operating system that steals information from the mobile
device.

The tag is: misp-galaxy:android="Ewalls"

Table 119. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2010-073014-0854-99

Exprespam

Exprespam is a Trojan horse for Android devices that displays a fake message and steals personal
information stored on the compromised device.

The tag is: misp-galaxy:android="Exprespam"

Table 120. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-010705-2324-99

Fakealbums

Fakealbums is a Trojan horse for Android devices that monitors and forwards received messages
from the compromised device.

The tag is: misp-galaxy:android="Fakealbums"

Table 121. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-071819-0636-99
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Fakeangry

Fakeangry is a Trojan horse on the Android platform that opens a back door, downloads files, and
steals potentially confidential information from the compromised device.

The tag is: misp-galaxy:android="Fakeangry"

Table 122. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-022823-4233-99

Fakeapp

Fakeapp is a Trojan horse for Android devices that downloads configuration files to display
advertisements and collects information from the compromised device.

The tag is: misp-galaxy:android="Fakeapp"

Table 123. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-022805-4318-99

Fakebanco

Fakebanco is a Trojan horse for Android devices that redirects users to a phishing page in order to
steal their information.

The tag is: misp-galaxy:android="Fakebanco"

Table 124. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-112109-5329-99

Fakebank

Fakebank is a Trojan horse that steals information from the compromised device.
The tag is: misp-galaxy:android="Fakebank"

Table 125. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-071813-2448-99
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Fakebank.B

Fakebank.B is a Trojan horse for Android devices that opens a back door and steals information
from the compromised device.

The tag is: misp-galaxy:android="Fakebank.B"

Table 126. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-101114-5645-99

Fakebok

Fakebok is a Trojan horse for Android devices that sends SMS messages to premium phone
numbers.

The tag is: misp-galaxy:android="Fakebok"

Table 127. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-021115-5153-99

Fakedaum

Fakedaum is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Fakedaum"

Table 128. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-061813-3630-99

Fakedefender

Fakedefender is a Trojan horse for Android devices that displays fake security alerts in an attempt
to convince the user to purchase an app in order to remove non-existent malware or security risks
from the device.

The tag is: misp-galaxy:android="Fakedefender"

Table 129. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-060301-4418-99
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Fakedefender.B

Fakedefender.B is a Trojan horse for Android devices that displays fake security alerts in an
attempt to convince the user to purchase an app in order to remove non-existent malware or
security risks from the device.

The tag is: misp-galaxy:android="Fakedefender.B"

Table 130. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-091013-3953-99

Fakedown

Fakedown is a Trojan horse for Android devices that downloads more malicious apps onto the
compromised device.

The tag is: misp-galaxy:android="Fakedown"

Table 131. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-041803-5918-99

Fakeflash

Fakeflash is a Trojan horse for Android devices that installs a fake Flash application in order to
direct users to a website.

The tag is: misp-galaxy:android="Fakeflash"

Table 132. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-070318-2122-99

Fakegame

Fakegame is a Trojan horse for Android devices that displays advertisements and steals
information from the compromised device.

The tag is: misp-galaxy:android="Fakegame"

Table 133. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-040808-2922-99
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Fakeguard

Fakeguard is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Fakeguard"

Table 134. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-102908-3526-99

Fakejob

Fakejob is a Trojan horse for Android devices that redirects users to scam websites.
The tag is: misp-galaxy:android="Fakejob"

Table 135. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-030721-3048-99

Fakekakao

Fakekakao is a Trojan horse for Android devices sends SMS messages to contacts stored on the
compromised device.

The tag is: misp-galaxy:android="Fakekakao"

Table 136. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-071617-2031-99

Fakelemon

Fakelemon is a Trojan horse for Android devices that blocks certain SMS messages and may
subscribe to services without the user’s consent.

The tag is: misp-galaxy:android="Fakelemon"

Table 137. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-120609-3608-99
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Fakelicense

Fakelicense is a Trojan horse that displays advertisements on the compromised device.
The tag is: misp-galaxy:android="Fakelicense"

Table 138. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-062709-1437-99

Fakelogin

Fakelogin is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Fakelogin"

Table 139. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-102108-5457-99

FakeLookout

FakeLookout is a Trojan horse for Android devices that opens a back door and steals information
on the compromised device.

The tag is: misp-galaxy:android="FakeLookout"

Table 140. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-101919-2128-99

FakeMart

FakeMart is a Trojan horse for Android devices that may send SMS messages to premium rate
numbers. It may also block incoming messages and steal information from the compromised
device.

The tag is: misp-galaxy:android="FakeMart"

Table 141. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-081217-1428-99
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Fakemini

Fakemini is a Trojan horse for Android devices that disguises itself as an installation for the Opera
Mini browser and sends premium-rate SMS messages to a predetermined number.

The tag is: misp-galaxy:android="Fakemini"

Table 142. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-110410-5958-99

Fakemrat

Fakemrat is a Trojan horse for Android devices that opens a back door and steals information from
the compromised device.

The tag is: misp-galaxy:android="Fakemrat"

Table 143. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2016-012608-1538-99

Fakeneflic
Fakeneflic is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Fakeneflic"

Table 144. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-101105-0518-99

Fakenotify

Fakenotify is a Trojan horse for Android devices that sends SMS messages to premium-rate phone
numbers, collects and sends information, and periodically displays Web pages. It also downloads
legitimate apps onto the compromised device.

The tag is: misp-galaxy:android="Fakenotify"

Table 145. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-011302-3052-99

42


https://www.symantec.com/security_response/writeup.jsp?docid=2011-110410-5958-99
https://www.symantec.com/security_response/writeup.jsp?docid=2016-012608-1538-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-101105-0518-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-011302-3052-99

Fakepatch

Fakepatch is a Trojan horse for Android devices that downloads more files on to the device.
The tag is: misp-galaxy:android="Fakepatch"

Table 146. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-062811-2820-99

Fakeplay

Fakeplay is a Trojan horse for Android devices that steals information from the compromised
device and sends it to a predetermined email address.

The tag is: misp-galaxy:android="Fakeplay"

Table 147. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-100917-3825-99

Fakescarav

Fakescarav is a Trojan horse for Android devices that displays fake security alerts in an attempt to
convince the user to pay in order to remove non-existent malware or security risks from the device.

The tag is: misp-galaxy:android="Fakescarav"

Table 148. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-012809-1901-99

Fakesecsuit

Fakesecsuit is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Fakesecsuit"

Table 149. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-060514-1301-99
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Fakesucon

Fakesucon is a Trojan horse program for Android devices that sends SMS messages to premium-
rate phone numbers.

The tag is: misp-galaxy:android="Fakesucon"

Table 150. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-120915-2524-99

Faketaobao

Faketaobao is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Faketaobao"

Table 151. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-062518-4057-99

Faketaobao.B

Faketaobao.B is a Trojan horse for Android devices that intercepts and and sends incoming SMS
messages to a remote attacker.

The tag is: misp-galaxy:android="Faketaobao.B"

Table 152. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-012106-4013-99

Faketoken

Faketoken is a Trojan horse that opens a back door on the compromised device.
The tag is: misp-galaxy:android="Faketoken"

Table 153. Table References
Links
https://www.symantec.com/security_response/writeup.jsp?docid=2012-032211-2048-99

http://bgr.com/2017/08/18/android-malware-faketoken-steal-credit-card-info/
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Fakeupdate

Fakeupdate is a Trojan horse for Android devices that downloads other applications onto the
compromised device.

The tag is: misp-galaxy:android="Fakeupdate"

Table 154. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-081914-5637-99

Fakevoice

Fakevoice is a Trojan horse for Android devices that dials a premium-rate phone number.
The tag is: misp-galaxy:android="Fakevoice"

Table 155. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-040510-3249-99

Farmbaby

Farmbaby is a spyware application for Android devices that logs certain information and sends
SMS messages to a predetermined phone number.

The tag is: misp-galaxy:android="Farmbaby"

Table 156. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-090715-3641-99

Fauxtocopy

Fauxtocopy is a spyware application for Android devices that gathers photos from the device and
sends them to a predetermined email address.

The tag is: misp-galaxy:android="Fauxtocopy"

Table 157. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-111515-3940-99
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Feiwo
Feiwo is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Feiwo"

Table 158. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040107-4038-99

FindAndCall

FindAndCall is a Potentially Unwanted Application for Android devices that may leak information.
The tag is: misp-galaxy:android="FindAndCall"

Table 159. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-031020-2906-99

Finfish

Finfish is a Trojan horse for Android devices that opens a back door and steals information from
the compromised device.

The tag is: misp-galaxy:android="Finfish"

Table 160. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-083016-0032-99

Fireleaker

Fireleaker is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Fireleaker"

Table 161. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-031814-5207-99
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Fitikser

Fitikser is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Fitikser"

Table 162. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-093015-2830-99

Flexispy

Flexispy is a Spyware application for Android devices that logs the device’s activity and sends it to a
predetermined website.

The tag is: misp-galaxy:android="Flexispy"

Table 163. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-122006-4805-99

Fokonge
Fokonge is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Fokonge"

Table 164. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-071802-0727-99

FoncySMS

FoncySMS is a Trojan horse for Android devices that sends SMS messages to premium-rate phone
numbers. It may also connect to an IRC server and execute any received shell commands.

The tag is: misp-galaxy:android="FoncySMS"

Table 165. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-011502-2651-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-093015-2830-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-122006-4805-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-071802-0727-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-011502-2651-99

Frogonal

Frogonal is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Frogonal"

Table 166. Table References
Links
https://www.symantec.com/security_response/writeup.jsp?docid=2012-062205-2312-99

Ftad

Ftad is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Ftad"

Table 167. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040114-2020-99

Funtasy
Funtasy is a Trojan horse for Android devices that subscribes the user to premium SMS services.
The tag is: misp-galaxy:android="Funtasy"

Table 168. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-092519-5811-99

GallMe

GallMe is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="GallMe"

Table 169. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040312-1336-99

Gamex

Gamex is a Trojan horse for Android devices that downloads further threats.
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https://www.symantec.com/security_response/writeup.jsp?docid=2012-062205-2312-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040114-2020-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-092519-5811-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040312-1336-99

The tag is: misp-galaxy:android="Gamex"

Table 170. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-051015-1808-99

Gappusin

Gappusin is a Trojan horse for Android devices that downloads applications and disguises them as
system updates.

The tag is: misp-galaxy:android="Gappusin"

Table 171. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-022007-2013-99

Gazon
Gazon is a worm for Android devices that spreads through SMS messages.
The tag is: misp-galaxy:android="Gazon"

Table 172. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-030320-1436-99

Gelnimi
Geinimi is a Trojan that opens a back door and transmits information from the device to a remote
location.

The tag is: misp-galaxy:android="Geinimi"

Table 173. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-010111-5403-99

Generisk

Generisk is a generic detection for Android applications that may pose a privacy, security, or
stability risk to the user or user’s Android device.

The tag is: misp-galaxy:android="Generisk"

49


https://www.symantec.com/security_response/writeup.jsp?docid=2012-051015-1808-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-022007-2013-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-030320-1436-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-010111-5403-99

Table 174. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-062622-1559-99

Genheur

Genheur is a generic detection for many individual but varied Trojans for Android devices for
which specific definitions have not been created. A generic detection is used because it protects
against many Trojans that share similar characteristics.

The tag is: misp-galaxy:android="Genheur"

Table 175. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-032613-0848-99

Genpush
Genpush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Genpush"

Table 176. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-033109-0426-99

GeoFake
GeoFake is a Trojan horse for Android devices that sends SMS messages to premium-rate numbers.
The tag is: misp-galaxy:android="GeoFake"

Table 177. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-040217-3232-99

Geplook

Geplook is a Trojan horse for Android devices that downloads additional apps onto the
compromised device.

The tag is: misp-galaxy:android="Geplook"

Table 178. Table References
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-062622-1559-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-032613-0848-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-033109-0426-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-040217-3232-99

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2014-121814-0917-99

Getadpush

Getadpush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Getadpush”

Table 179. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040112-0957-99

Ggtracker

Ggtracker is a Trojan horse for Android devices that sends SMS messages to a premium-rate
number. It may also steal information from the device.

The tag is: misp-galaxy:android="Ggtracker"

Table 180. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2011-062208-5013-99

Ghostpush

Ghostpush is a Trojan horse for Android devices that roots the compromised device. It may then
perform malicious activities on the compromised device.

The tag is: misp-galaxy:android="Ghostpush"

Table 181. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2015-100215-3718-99

Gmaster

Gmaster is a Trojan horse on the Android platform that steals potentially confidential information
from the compromised device.

The tag is: misp-galaxy:android="Gmaster"

Table 182. Table References

Links
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-121814-0917-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040112-0957-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-062208-5013-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-100215-3718-99

https://www.symantec.com/security_response/writeup.jsp?docid=2011-082404-5049-99

Godwon
Godwon is a Trojan horse for Android devices that steals information.
The tag is: misp-galaxy:android="Godwon"

Table 183. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2013-091017-1833-99

Golddream
Golddream is a Trojan horse that steals information from Android devices.

The tag is: misp-galaxy:android="Golddream"

Table 184. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2011-070608-4139-99

Goldeneagle
Goldeneagle is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Goldeneagle"

Table 185. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2011-090110-3712-99

Golocker

Golocker is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Golocker"

Table 186. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2012-062003-3214-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2011-082404-5049-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-091017-1833-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-070608-4139-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-090110-3712-99
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Gomal
Gomal is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Gomal"

Table 187. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-101312-1047-99

Gonesixty
Gonesixty is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Gonesixty"

Table 188. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-093001-2649-99

Gonfu
Gonfu is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Gonfu"

Table 189. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-060610-3953-99

Gonfu.B

Gonfu.B is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Gonfu.B"

Table 190. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-030811-5215-99

Gonfu.C

Gonfu.C is a Trojan horse for Android devices that may download additional threats on the
compromised device.
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-101312-1047-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-093001-2649-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-060610-3953-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-030811-5215-99

The tag is: misp-galaxy:android="Gonfu.C"

Table 191. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-031817-3639-99

Gonfu.D

Gonfu.D is a Trojan horse that opens a back door on Android devices.
The tag is: misp-galaxy:android="Gonfu.D"

Table 192. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-040414-1158-99

Gooboot

Gooboot is a Trojan horse for Android devices that may send text messages to premium rate
numbers.

The tag is: misp-galaxy:android="Gooboot"

Table 193. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-031818-3034-99

Goodadpush
Goodadpush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Goodadpush”

Table 194. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040108-0913-99

Greystripe
Greystripe is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Greystripe"

Table 195. Table References
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-031817-3639-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-040414-1158-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-031818-3034-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040108-0913-99

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2014-052919-2643-99

Gugespy

Gugespy is a spyware program for Android devices that logs the device’s activity and sends it to a
predetermined email address.

The tag is: misp-galaxy:android="Gugespy"

Table 196. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2012-071822-2515-99

Gugespy.B

Gugespy.B is a spyware program for Android devices that monitors and sends certain information
to a remote location.

The tag is: misp-galaxy:android="Gugespy.B"

Table 197. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2013-070511-5038-99

Gupno

Gupno is a Trojan horse for Android devices that poses as a legitimate app and attempts to charge
users for features that are normally free. It may also display advertisements on the compromised
device.

The tag is: misp-galaxy:android="Gupno"

Table 198. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2015-072211-5533-99

Habey

Habey is a Trojan horse for Android devices that may attempt to delete files and send SMS
messages from the compromised device.

The tag is: misp-galaxy:android="Habey"

Table 199. Table References
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-052919-2643-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-071822-2515-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-070511-5038-99
https://www.symantec.com/security_response/writeup.jsp?docid=2015-072211-5533-99

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-100608-4512-99

Handyclient

Handyclient is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Handyclient"

Table 200. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040307-5027-99

Hehe

Hehe is a Trojan horse for Android devices that blocks incoming calls and SMS messages from
specific numbers. The Trojan also steals information from the compromised device.

The tag is: misp-galaxy:android="Hehe"

Table 201. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-012211-0020-99

Hesperbot

Hesperbot is a Trojan horse for Android devices that opens a back door on the compromised device
and may steal information.

The tag is: misp-galaxy:android="Hesperbot"

Table 202. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-121010-1120-99

Hippo
Hippo is a Trojan horse that sends SMS messages to premium-rate phone numbers.
The tag is: misp-galaxy:android="Hippo"

Table 203. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-071215-3547-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-100608-4512-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040307-5027-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2013-121010-1120-99
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Hippo.B
Hippo.B is a Trojan horse that sends SMS messages to premium-rate phone numbers.
The tag is: misp-galaxy:android="Hippo.B"

Table 204. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-031915-0151-99

IadPush

IadPush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="IadPush"

Table 205. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040315-4104-99

iBanking

iBanking is a Trojan horse for Android devices that opens a back door on the compromised device
and may steal information.

The tag is: misp-galaxy:android="iBanking"

Table 206. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-030713-0559-99

Iconosis

Iconosis is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Iconosis"

Table 207. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-062107-3327-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-031915-0151-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040315-4104-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-030713-0559-99
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Iconosys

Iconosys is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Iconosys"

Table 208. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-081309-0341-99

Igexin

Igexin is an advertisement library that is bundled with certain Android applications. Igexin has the
capability of spying on victims through otherwise benign apps by downloading malicious plugins,

The tag is: misp-galaxy:android="Igexin"
Igexin is also known as:

* IcicleGum
Igexin has relationships with:

* similar: misp-galaxy:android="IcicleGum" with estimative-language:likelihood-
probability="likely"

Table 209. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-032606-5519-99
https://source.android.com/security/reports/Google_Android_Security_2017_Report_Final.pdf

https://blog.lookout.com/igexin-malicious-sdk

ImAdPush

ImAdPush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="ImAdPush"

Table 210. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040323-0218-99

38
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https://www.symantec.com/security_response/writeup.jsp?docid=2015-032606-5519-99
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InMobi

InMobi is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="InMobi"

Table 211. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052713-1527-99

Jifake

Jifake is a Trojan horse for Android devices that sends SMS messages to premium-rate phone
numbers.

The tag is: misp-galaxy:android="ifake"

Table 212. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-073021-4247-99

Jollyserv

Jollyserv is a Trojan horse for Android devices that sends SMS messages and steals information
from the compromised device.

The tag is: misp-galaxy:android="Jollyserv"

Table 213. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-090311-4533-99

Jsmshider

Jsmshider is a Trojan horse that opens a back door on Android devices.
The tag is: misp-galaxy:android="[smshider"

Table 214. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-062114-0857-99
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https://www.symantec.com/security_response/writeup.jsp?docid=2012-073021-4247-99
https://www.symantec.com/security_response/writeup.jsp?docid=2013-090311-4533-99
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Ju6

Ju6 is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Ju6"

Table 215. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040416-2428-99

Jumptap
Jumptap is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Jumptap"

Table 216. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052713-0859-99

Jzmob

Jzmob is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Jzmob"

Table 217. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040207-1703-99

Kabstamper

Kabstamper is a Trojan horse for Android devices that corrupts images found on the compromised
device.

The tag is: misp-galaxy:android="Kabstamper"

Table 218. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-060706-2305-99

Kidlogger

Kidlogger is a Spyware application for Android devices that logs the device’s activity and sends it to
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https://www.symantec.com/security_response/writeup.jsp?docid=2014-040416-2428-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-052713-0859-99
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a predetermined website.
The tag is: misp-galaxy:android="Kidlogger"

Table 219. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-122014-1927-99

Kielog

Kielog is a Trojan horse for Android devices that logs keystrokes and sends the stolen information
to the remote attacker.

The tag is: misp-galaxy:android="Kielog"

Table 220. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-040205-4035-99

Kituri

Kituri is a Trojan horse for Android devices that blocks certain SMS messages from being received
by the device. It may also send SMS messages to a premium-rate number.

The tag is: misp-galaxy:android="Kituri"

Table 221. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-061111-5350-99

Kranxpay
Kranxpay is a Trojan horse for Android devices that downloads other apps onto the device.
The tag is: misp-galaxy:android="Kranxpay"

Table 222. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-071009-0809-99

Krysanec

Krysanec is a Trojan horse for Android devices that opens a back door on the compromised device.

The tag is: misp-galaxy:android="Krysanec"
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Table 223. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-090113-4128-99

Kuaidian360

Kuaidian360 is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Kuaidian360"

Table 224. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040109-2415-99

Kuguo
Kuguo is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Kuguo"

Table 225. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040315-5215-99

Lastacloud

Lastacloud is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Lastacloud”

Table 226. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-121216-4334-99

Laucassspy

Laucassspy is a spyware program for Android devices that steals information and sends it to a
remote location.

The tag is: misp-galaxy:android="Laucassspy"

Table 227. Table References

Links
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Lifemonspy

Lifemonspy is a spyware application for Android devices that can track the phone’s location,
download SMS messages, and erase certain data from the device.

The tag is: misp-galaxy:android="Lifemonspy"

Table 228. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-111516-5540-99

Lightdd

Lightdd is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Lightdd"

Table 229. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-053114-2342-99

Loaderpush

Loaderpush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Loaderpush”

Table 230. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040108-0244-99

Locaspy

Locaspy is a Potentially Unwanted Application for Android devices that tracks the location of the
compromised device.

The tag is: misp-galaxy:android="Locaspy"

Table 231. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-030720-3500-99

63


https://www.symantec.com/security_response/writeup.jsp?docid=2012-092409-1822-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-111516-5540-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-053114-2342-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040108-0244-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-030720-3500-99

Lockdroid.E

Lockdroid.E is a Trojan horse for Android devices that locks the screen and displays a ransom
demand on the compromised device.

The tag is: misp-galaxy:android="Lockdroid.E"

Table 232. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-103005-2209-99

Lockdroid.F

Lockdroid.F is a Trojan horse for Android devices that locks the screen and displays a ransom
demand on the compromised device.

The tag is: misp-galaxy:android="Lockdroid.F"

Table 233. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-102215-4346-99

Lockdroid.G

Lockdroid.G is a Trojan horse for Android devices that may display a ransom demand on the
compromised device.

The tag is: misp-galaxy:android="Lockdroid.G"

Table 234. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-050610-2450-99

Lockdroid.H

Lockdroid.H is a Trojan horse for Android devices that locks the screen and displays a ransom
demand on the compromised device.

The tag is: misp-galaxy:android="Lockdroid.H"

Table 235. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2016-031621-1349-99
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Lockscreen

Lockscreen is a Trojan horse for Android devices that locks the compromised device from use.
The tag is: misp-galaxy:android="Lockscreen"

Table 236. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-032409-0743-99

LogiaAd
LogiaAd is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="LogiaAd"

Table 237. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052713-0348-99

Loicdos

Loicdos is an Android application that provides an interface to a website in order to perform a
denial of service (DoS) attack against a computer.

The tag is: misp-galaxy:android="Loicdos"

Table 238. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-022002-2431-99

Loozfon

Loozfon is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Loozfon"

Table 239. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-082005-5451-99
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Lotoor

Lotoor is a generic detection for hack tools that exploit vulnerabilities in order to gain root
privileges on compromised Android devices.

The tag is: misp-galaxy:android="Lotoor"

Table 240. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-091922-4449-99

Lovespy
Lovespy is a Trojan horse for Android devices that steals information from the device.
The tag is: misp-galaxy:android="Lovespy"

Table 241. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-071814-3805-99

Lovetrap
Lovetrap is a Trojan horse that sends SMS messages to premium-rate phone numbers.
The tag is: misp-galaxy:android="Lovetrap"

Table 242. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-072806-2905-99

Luckycat

Luckycat is a Trojan horse for Android devices that opens a back door and steals information on
the compromised device.

The tag is: misp-galaxy:android="Luckycat"

Table 243. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-080617-5343-99
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Machinleak

Machinleak is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Machinleak"

Table 244. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-120311-2440-99

Maistealer

Maistealer is a Trojan that steals information from Android devices.
The tag is: misp-galaxy:android="Maistealer"

Table 245. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-072411-4350-99

Malapp

Malapp is a generic detection for many individual but varied threats on Android devices that share
similar characteristics.

The tag is: misp-galaxy:android="Malapp"

Table 246. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-073014-3354-99

Malebook

Malebook is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Malebook"

Table 247. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-071206-3403-99
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Malhome

Malhome is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Malhome"

Table 248. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-071118-0441-99

Malminer

Malminer is a Trojan horse for Android devices that mines cryptocurrencies on the compromised
device.

The tag is: misp-galaxy:android="Malminer"

Table 249. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-032712-3709-99

Mania

Mania is a Trojan horse for Android devices that sends SMS messages to a premium-rate phone
number.

The tag is: misp-galaxy:android="Mania"

Table 250. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-070623-1520-99

Maxit

Maxit is a Trojan horse for Android devices that opens a back door on the compromised device. It
also steals certain information and uploads it to a remote location.

The tag is: misp-galaxy:android="Maxit"

Table 251. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-120411-2511-99
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MdotM

MdotM is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="MdotM"

Table 252. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052712-5824-99

Medialets

Medialets is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Medialets"

Table 253. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052712-5222-99

Meshidden

Meshidden is a spyware application for Android devices that allows the device it is installed on to
be monitored.

The tag is: misp-galaxy:android="Meshidden"

Table 254. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-031913-5257-99

Mesploit

Mesploit is a tool for Android devices used to create applications that exploit the Android Fake ID
vulnerability.

The tag is: misp-galaxy:android="Mesploit"

Table 255. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-032014-2847-99
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Mesprank
Mesprank is a Trojan horse for Android devices that opens a back door on the compromised device.
The tag is: misp-galaxy:android="Mesprank"

Table 256. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-030717-1933-99

Meswatcherbox

Meswatcherbox is a spyware application for Android devices that forwards SMS messages without
the user knowing.

The tag is: misp-galaxy:android="Meswatcherbox"

Table 257. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-111612-2736-99

Miji
Miji is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Miji"

Table 258. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-032815-4720-99

Milipnot

Milipnot is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Milipnot"

Table 259. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-070414-0941-99
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MillennialMedia

MillennialMedia is an advertisement library that is bundled with certain Android applications.

The tag is: misp-galaxy:android="MillennialMedia"

Table 260. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052712-4602-99

Mitcad

Mitcad is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Mitcad"

Table 261. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040212-0528-99

MobClix

MobClix is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="MobClix"

Table 262. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052712-4011-99

MobFox

MobFox is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="MobFox"

Table 263. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052712-3050-99

Mobidisplay

Mobidisplay is an advertisement library that is bundled with certain Android applications.
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The tag is: misp-galaxy:android="Mobidisplay"

Table 264. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040312-0435-99

Mobigapp

Mobigapp is a Trojan horse for Android devices that downloads applications disguised as system
updates.

The tag is: misp-galaxy:android="Mobigapp"

Table 265. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-062520-5802-99

MobileBackup

MobileBackup is a spyware application for Android devices that monitors the affected device.
The tag is: misp-galaxy:android="MobileBackup"

Table 266. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-031020-0040-99

Mobilespy
Mobilespy is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Mobilespy"

Table 267. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-071512-0653-99

Mobiletx

Mobiletx is a Trojan horse for Android devices that steals information from the compromised
device. It may also send SMS messages to a premium-rate number.

The tag is: misp-galaxy:android="Mobiletx"

Table 268. Table References
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Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-052807-4439-99

Mobinaspy

Mobinaspy is a spyware application for Android devices that can track the device’s location.

The tag is: misp-galaxy:android="Mobinaspy"

Table 269. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-111516-0511-99

Mobus

Mobus is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Mobus"

Table 270. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040416-2006-99

MobWin

MobWin is an advertisement library that is bundled with certain Android applications.

The tag is: misp-galaxy:android="MobWin"

Table 271. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040416-1522-99

Mocore

Mocore is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Mocore"
Table 272. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-092112-4603-99
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Moghava
Moghava is a Trojan horse for Android devices that modifies images that are stored on the device.
The tag is: misp-galaxy:android="Moghava"

Table 273. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-022712-2822-99

Momark

Momark is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Momark"

Table 274. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040113-5529-99

Monitorello

Monitorello is a spyware application for Android devices that allows the device it is installed on to
be monitored.

The tag is: misp-galaxy:android="Monitorello"

Table 275. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-031914-4737-99

Moolah

Moolah is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Moolah"

Table 276. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040416-1007-99

MoPub

MoPub is an advertisement library that is bundled with certain Android applications.
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The tag is: misp-galaxy:android="MoPub"

Table 277. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052712-2456-99

Morepaks

Morepaks is a Trojan horse for Android devices that downloads remote files and may display
advertisements on the compromised device.

The tag is: misp-galaxy:android="Morepaks"

Table 278. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-071204-1130-99

Nandrobox

Nandrobox is a Trojan horse for Android devices that steals information from the compromised
device. It also deletes certain SMS messages from the device.

The tag is: misp-galaxy:android="Nandrobox"

Table 279. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-070212-2132-99

Netisend
Netisend is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Netisend"

Table 280. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-080207-1139-99

Nickispy
Nickispy is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Nickispy"

Table 281. Table References
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Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-072714-3613-99

Notcompatible
Notcompatible is a Trojan horse for Android devices that acts as a proxy.
The tag is: misp-galaxy:android="Notcompatible"

Table 282. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-050307-2712-99

Nuhaz

Nuhaz is a Trojan horse for Android devices that may intercept text messages on the compromised
device.

The tag is: misp-galaxy:android="Nuhaz"

Table 283. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-031814-3416-99

Nyearleaker
Nyearleaker is a Trojan horse program for Android devices that steals information.
The tag is: misp-galaxy:android="Nyearleaker"

Table 284. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-010514-0844-99

Obad

Obad is a Trojan horse for Android devices that opens a back door, steals information, and
downloads files. It also sends SMS messages to premium-rate numbers and spreads malware to
Bluetooth-enabled devices.

The tag is: misp-galaxy:android="Obad"

Table 285. Table References

Links
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https://www.symantec.com/security_response/writeup.jsp?docid=2013-060411-4146-99

Oneclickfraud

Oneclickfraud is a Trojan horse for Android devices that attempts to coerce a user into paying for a
pornographic service.

The tag is: misp-galaxy:android="Oneclickfraud"

Table 286. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-011205-4412-99

Opfake

Opfake is a detection for Trojan horses on the Android platform that send SMS texts to premium-
rate numbers.

The tag is: misp-galaxy:android="Opfake"

Table 287. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2012-012709-2732-99

Opfake.B

Opfake.B is a Trojan horse for the Android platform that may receive commands from a remote
attacker to perform various functions.

The tag is: misp-galaxy:android="Opfake.B"

Table 288. Table References

Links
https://www.symantec.com/security_response/writeup.jsp?docid=2012-022406-1309-99

Ozotshielder

Ozotshielder is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Ozotshielder"

Table 289. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-091505-3230-99
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Pafloat

Pafloat is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Pafloat"

Table 290. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040215-2015-99

PandaAds

PandaAds is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="PandaAds"

Table 291. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040312-1959-99

Pandbot

Pandbot is a Trojan horse for Android devices that may download more files onto the device.
The tag is: misp-galaxy:android="Pandbot"

Table 292. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-071215-1454-99

Pdaspy

Pdaspy is a spyware application for Android devices that periodically gathers information from the
device and uploads it to a predetermined location.

The tag is: misp-galaxy:android="Pdaspy"

Table 293. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-111612-0749-99

Penetho

Penetho is a hacktool for Android devices that can be used to crack the WiFi password of the router

78


https://www.symantec.com/security_response/writeup.jsp?docid=2014-040215-2015-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-040312-1959-99
https://www.symantec.com/security_response/writeup.jsp?docid=2012-071215-1454-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-111612-0749-99

that the device is using.
The tag is: misp-galaxy:android="Penetho"

Table 294. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-100110-3614-99

Perkel

Perkel is a Trojan horse for Android devices that may steal information from the compromised
device.

The tag is: misp-galaxy:android="Perkel"

Table 295. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-082811-4213-99

Phimdropper

Phimdropper is a Trojan horse for Android devices that sends and intercepts incoming SMS
messages.

The tag is: misp-galaxy:android="Phimdropper"

Table 296. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-021002-2943-99

Phospy

Phospy is a Trojan horse for Android devices that steals confidential information from the
compromised device.

The tag is: misp-galaxy:android="Phospy"

Table 297. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-060706-4803-99

Piddialer

Piddialer is a Trojan horse for Android devices that dials premium-rate numbers from the
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compromised device.
The tag is: misp-galaxy:android="Piddialer"

Table 298. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-111020-2247-99

Pikspam

Pikspam is a Trojan horse for Android devices that sends spam SMS messages from the
compromised device.

The tag is: misp-galaxy:android="Pikspam"

Table 299. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-121815-0336-99

Pincer

Pincer is a Trojan horse for Android devices that steals confidential information and opens a back
door on the compromised device.

The tag is: misp-galaxy:android="Pincer"

Table 300. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-052307-3530-99

Pirator

Pirator is a Trojan horse on the Android platform that downloads files and steals potentially
confidential information from the compromised device.

The tag is: misp-galaxy:android="Pirator"

Table 301. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-021609-5740-99

Pjapps

Pjapps is a Trojan horse that has been embedded on third party applications and opens a back door
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on the compromised device. It retrieves commands from a remote command and control server.
The tag is: misp-galaxy:android="Pjapps"

Table 302. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-022303-3344-99

Pjapps.B
Pjapps.B is a Trojan horse for Android devices that opens a back door on the compromised device.
The tag is: misp-galaxy:android="Pjapps.B"

Table 303. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-032014-1624-99

Pletora

Pletora is a is a Trojan horse for Android devices that may lock the compromised device. It then
asks the user to pay in order to unlock the device.

The tag is: misp-galaxy:android="Pletora”

Table 304. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-061217-4345-99

Poisoncake

Poisoncake is a Trojan horse for Android devices that opens a back door on the compromised
device. It may also download potentially malicious files and steal information.

The tag is: misp-galaxy:android="Poisoncake"

Table 305. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-010610-0726-99

Pontiflex

Pontiflex is an advertisement library that is bundled with certain Android applications.

The tag is: misp-galaxy:android="Pontiflex"
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Table 306. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052618-0946-99

Positmob

Positmob is a Trojan horse program for Android devices that sends SMS messages to premium rate
phone numbers.

The tag is: misp-galaxy:android="Positmob"

Table 307. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-111409-1556-99

Premiumtext

Premiumtext is a detection for Trojan horses on the Android platform that send SMS texts to
premium-rate numbers. These Trojans will often be repackaged versions of genuine Android
software packages, often distributed outside the Android Marketplace.

The tag is: misp-galaxy:android="Premiumtext"

Table 308. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-080213-5308-99

Pris

Pris is a Trojan horse for Android devices that silently downloads a malicious application and
attempts to open a back door on the compromised device.

The tag is: misp-galaxy:android="Pris"

Table 309. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-061820-5638-99

Qdplugin

Qdplugin is a Trojan horse for Android devices that opens a back door and steals information from
the compromised device.

The tag is: misp-galaxy:android="Qdplugin”
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Table 310. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-102510-3330-99

Qicsomos

Qicsomos is a Trojan horse for Android devices that sends SMS messages to a premium-rate phone
number.

The tag is: misp-galaxy:android="Qicsomos"

Table 311. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-011007-2223-99

Qitmo
Qitmo is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Qitmo"

Table 312. Table References

Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-030716-4923-99

Rabbhome

Rabbhome is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Rabbhome"

Table 313. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-053007-3750-99

Repane

Repane is a Trojan horse for Android devices that steals information and sends SMS messages from
the compromised device.

The tag is: misp-galaxy:android="Repane"

Table 314. Table References
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Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-090411-5052-99

Reputation.1

Reputation.1 is a detection for Android files based on analysis performed by Norton Mobile Insight.
The tag is: misp-galaxy:android="Reputation.1"

Table 315. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-022612-2619-99

Reputation.2

Reputation.2 is a detection for Android files based on analysis performed by Norton Mobile Insight.
The tag is: misp-galaxy:android="Reputation.2"

Table 316. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-022613-2629-99

Reputation.3

Reputation.3 is a detection for Android files based on analysis performed by Norton Mobile Insight.
The tag is: misp-galaxy:android="Reputation.3"

Table 317. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-022613-3126-99

RevMob

RevMob is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="RevMob"

Table 318. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040308-0502-99
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Roidsec

Roidsec is a Trojan horse for Android devices that steals confidential information.
The tag is: misp-galaxy:android="Roidsec"

Table 319. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-052022-1227-99

Rootcager

Rootcager is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Rootcager"

Table 320. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-030212-1438-99

Rootnik

Rootnik is a Trojan horse for Android devices that steals information and downloads additional
apps.

The tag is: misp-galaxy:android="Rootnik"
Rootnik has relationships with:

* similar: misp-galaxy:malpedia="Rootnik" with estimative-language:likelihood-
probability="likely"

Table 321. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2016-062710-0328-99

Rufraud

Rufraud is a Trojan horse for Android devices that sends SMS messages to premium-rate phone
numbers.

The tag is: misp-galaxy:android="Rufraud"

Table 322. Table References

Links
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https://www.symantec.com/security_response/writeup.jsp?docid=2011-121306-2304-99

Rusms

Rusms is a Trojan horse for Android devices that sends SMS messages and steals information from
the compromised device.

The tag is: misp-galaxy:android="Rusms"

Table 323. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-061711-5009-99

Samsapo

Samsapo is a worm for Android devices that spreads by sending SMS messages to all contacts stored
on the compromised device. It also opens a back door and downloads files.

The tag is: misp-galaxy:android="Samsapo"

Table 324. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-050111-1908-99

Sandorat

Sandorat is a Trojan horse for Android devices that opens a back door on the compromised device.
It also steals information.

The tag is: misp-galaxy:android="Sandorat"

Table 325. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-110720-2146-99

Sbherick

Sberick is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Sberick"

Table 326. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-071014-2146-99
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Scartibro

Scartibro is a Trojan horse for Android devices that locks the compromised device and asks the
user to pay in order to unlock it.

The tag is: misp-galaxy:android="Scartibro”

Table 327. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-080718-2038-99

Scipiex
Scipiex is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Scipiex"

Table 328. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-100814-4702-99

Selfmite

Selfmite is a worm for Android devices that spreads through SMS messages.
The tag is: misp-galaxy:android="Selfmite"

Table 329. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-070111-5857-99

Selfmite.B

Selfmite.B is a worm for Android devices that displays ads on the compromised device. It spreads
through SMS messages.

The tag is: misp-galaxy:android="Selfmite.B"

Table 330. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-101013-4717-99
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SellARing

SellARing is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="SellARing"

Table 331. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040407-3157-99

SendDroid

SendDroid is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="SendDroid"

Table 332. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040311-2111-99

Simhosy

Simhosy is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Simhosy"

Table 333. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-061013-3955-99

Simplocker

Simplocker is a Trojan horse for Android devices that may encrypt files on the compromised
device. It then asks the user to pay in order to decrypt these files.

The tag is: misp-galaxy:android="Simplocker"

Table 334. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-060610-5533-99
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Simplocker.B

Simplocker.B is a Trojan horse for Android devices that may encrypt files on the compromised
device. It then asks the user to pay in order to decrypt these files.

The tag is: misp-galaxy:android="Simplocker.B"

Table 335. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-072317-1950-99

Skullkey

Skullkey is a Trojan horse for Android devices that gives the attacker remote control of the
compromised device to perform malicious activity.

The tag is: misp-galaxy:android="Skullkey"

Table 336. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-072322-5422-99

Smaato

Smaato is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Smaato"

Table 337. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052622-1755-99

Smbcheck

Smbcheck is a hacktool for Android devices that can trigger a Server Message Block version 2
(SMBv2) vulnerability and may cause the target computer to crash.

The tag is: misp-galaxy:android="Smbcheck"

Table 338. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-032613-5634-99
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Smsblocker

Smsblocker is a generic detection for threats on Android devices that block the transmission of SMS
messages.

The tag is: misp-galaxy:android="Smsblocker"

Table 339. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-081607-4001-99

Smsbomber

Smsbomber is a program that can be used to send messages to contacts on the device.
The tag is: misp-galaxy:android="Smsbomber"

Table 340. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-112611-5837-99

Smslink

Smslink is a Trojan horse for Android devices that may send malicious SMS messages from the
compromised device. It may also display advertisements.

The tag is: misp-galaxy:android="Smslink"

Table 341. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-112600-3035-99

Smspacem
Smspacem is a Trojan horse that may send SMS messages from Android devices.
The tag is: misp-galaxy:android="Smspacem"

Table 342. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-052310-1322-99
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SMSReplicator

SMSReplicator is a spying utility that will secretly transmit incoming SMS messages to another
phone of the installer’s choice.

The tag is: misp-galaxy:android="SMSReplicator”

Table 343. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2010-110214-1252-99

Smssniffer

Smssniffer is a Trojan horse that intercepts SMS messages on Android devices.
The tag is: misp-galaxy:android="Smssniffer"

Table 344. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-071108-3626-99

Smsstealer

Smsstealer is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Smsstealer"

Table 345. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-121514-0214-99

Smstibook

Smstibook is a Trojan horse that attempts to send premium-rate SMS messages to predetermined
numbers.

The tag is: misp-galaxy:android="Smstibook"

Table 346. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-051207-4833-99

91


https://www.symantec.com/security_response/writeup.jsp?docid=2010-110214-1252-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-071108-3626-99
https://www.symantec.com/security_response/writeup.jsp?docid=2014-121514-0214-99
https://www.symantec.com/security_response/writeup.jsp?docid=2011-051207-4833-99

Smszombie

Smszombie is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Smszombie"

Table 347. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-082011-0922-99

Snadapps
Snadapps is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Snadapps"

Table 348. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-071807-3111-99

Sockbot

Sockbot is a Trojan horse for Android devices that creates a SOCKS proxy on the compromised
device.

The tag is: misp-galaxy:android="Sockbot"

Table 349. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2017-101314-1353-99

Sockrat

Sockrat is a Trojan horse for Android devices that opens a back door and steals information from
the compromised device.

The tag is: misp-galaxy:android="Sockrat”
Sockrat has relationships with:

* similar: misp-galaxy:rat="Adwind RAT" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:tool="Adwind" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:android="Adwind" with estimative-language:likelihood-probability="likely"

* similar: misp-galaxy:malpedia="AdWind" with estimative-language:likelihood-
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probability="likely"

Table 350. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-110509-4646-99

Sofacy

Sofacy is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Sofacy"

Sofacy has relationships with:

* similar: misp-galaxy:tool="GAMEFISH" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:tool="SOURFACE" with estimative-language:likelihood-probability="likely"

* similar: misp-galaxy:tool="CORESHELL" with estimative-language:likelihood-
probability="likely"

Table 351. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2017-010508-5201-99

Sosceo

Sosceo is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Sosceo"

Table 352. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040408-0609-99

Spitmo
Spitmo is a Trojan horse that steals information from Android devices.
The tag is: misp-galaxy:android="Spitmo"

Table 353. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-091407-1435-99
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Spitmo.B

Spitmo.B is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Spitmo.B"

Table 354. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-030715-0445-99

Spyagent

Spyagent is a spyware application for Android devices that logs certain information and sends SMS
messages to a predetermined phone number.

The tag is: misp-galaxy:android="Spyagent"

Table 355. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-090710-1836-99

Spybubble

Spybubble is a Spyware application for Android devices that logs the device’s activity and sends it
to a predetermined website.

The tag is: misp-galaxy:android="Spybubble"

Table 356. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-121917-0335-99

Spydafon

Spydafon is a Potentially Unwanted Application for Android devices that monitors the affected
device.

The tag is: misp-galaxy:android="Spydafon"

Table 357. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-030722-4740-99
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Spymple

Spymple is a spyware application for Android devices that allows the device it is installed on to be
monitored.

The tag is: misp-galaxy:android="Spymple"

Table 358. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-031914-5403-99

Spyoo

Spyoo is a spyware program for Android devices that records and sends certain information to a
remote location.

The tag is: misp-galaxy:android="Spyoo"

Table 359. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-081709-0457-99

Spytekcell

Spytekeell is a spyware program for Android devices that monitors and sends certain information
to a remote location.

The tag is: misp-galaxy:android="Spytekcell"

Table 360. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-121021-0730-99

Spytrack

Spytrack is a spyware program for Android devices that periodically sends certain information to a
remote location.

The tag is: misp-galaxy:android="Spytrack”

Table 361. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-080109-5710-99
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Spywaller

Spywaller is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Spywaller"

Table 362. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2015-121807-0203-99

Stealthgenie

Stealthgenie is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Stealthgenie"

Table 363. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-111416-1306-99

Steek

Steek is a potentially unwanted application that is placed on a download website for Android
applications and disguised as popular applications.

The tag is: misp-galaxy:android="Steek"

Table 364. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-010911-3142-99

Stels

Stels is a Trojan horse for Android devices that opens a back door and steals information from the
compromised device.

The tag is: misp-galaxy:android="Stels"

Table 365. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-032910-0254-99
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Stiniter

Stiniter is a Trojan horse for Android devices that sends SMS messages to a premium-rate phone
number.

The tag is: misp-galaxy:android="Stiniter"

Table 366. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-030903-5228-99

Sumzand

Sumzand is a Trojan horse for Android devices that steals information and sends it to a remote
location.

The tag is: misp-galaxy:android="Sumzand"

Table 367. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-080308-2851-99

Sysecsms

Sysecsms is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Sysecsms"

Table 368. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-122714-5228-99

Tanci
Tanci is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Tanci"

Table 369. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-032815-4108-99
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Tapjoy
Tapjoy is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Tapjoy"

Table 370. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052619-4702-99

Tapsnake

Tapsnake is a Trojan horse for Android phones that is embedded into a game. It tracks the phone’s
location and posts it to a remote web service.

The tag is: misp-galaxy:android="Tapsnake"

Table 371. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2010-081214-2657-99

Tascudap

Tascudap is a Trojan horse for Android devices that uses the compromised device in denial of
service attacks.

The tag is: misp-galaxy:android="Tascudap”

Table 372. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-121312-4547-99

Teelog

Teelog is a Trojan horse for Android devices that opens a back door and steals information from the
compromised device.

The tag is: misp-galaxy:android="Teelog"

Table 373. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-040215-2736-99
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Temai

Temai is a Trojan horse for Android applications that opens a back door and downloads malicious
files onto the compromised device.

The tag is: misp-galaxy:android="Temai"

Table 374. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-091722-4052-99

Tetus
Tetus is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Tetus"

Table 375. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-012409-4705-99

Tgpush
Tgpush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Tgpush"

Table 376. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-032816-0259-99

Tigerbot
Tigerbot is a Trojan horse for Android devices that opens a back door on the compromised device.
The tag is: misp-galaxy:android="Tigerbot"

Table 377. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-041010-2221-99

Tonclank

Tonclank is a Trojan horse that steals information and may open a back door on Android devices.
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The tag is: misp-galaxy:android="Tonclank"

Table 378. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-061012-4545-99

Trogle

Trogle is a worm for Android devices that may steal information from the compromised device.
The tag is: misp-galaxy:android="Trogle"

Table 379. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-081213-5553-99

Twikabot

Twikabot is a Trojan horse for Android devices that attempts to steal information.
The tag is: misp-galaxy:android="Twikabot"

Table 380. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-062614-5813-99

Uapush

Uapush is a Trojan horse for Android devices that steals information from the compromised device.
It may also display advertisements and send SMS messages from the compromised device.

The tag is: misp-galaxy:android="Uapush”

Table 381. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-040114-2910-99

Umeng

Umeng is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Umeng"”

Table 382. Table References
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Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040307-5749-99

Updthot

Updtbot is a Trojan horse for Android devices that may arrive through SMS messages. It may then
open a back door on the compromised device.

The tag is: misp-galaxy:android="Updtbot"

Table 383. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-041611-4136-99

Upush
Upush is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Upush"

Table 384. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040207-0733-99

Uracto

Uracto is a Trojan horse for Android devices that steals personal information and sends spam SMS
messages to contacts found on the compromised device.

The tag is: misp-galaxy:android="Uracto"

Table 385. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-031805-2722-99

Uranico

Uranico is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Uranico"

Table 386. Table References

Links
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https://www.symantec.com/security_response/writeup.jsp?docid=2012-052803-3835-99

Usbcleaver

Ushcleaver is a Trojan horse for Android devices that steals information from the compromised
device.

The tag is: misp-galaxy:android="Usbcleaver"

Table 387. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-062010-1818-99

Utchi

Utchi is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Utchi"

Table 388. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040107-2536-99

Uten

Uten is a Trojan horse for Android devices that may send, block, and delete SMS messages on a
compromised device. It may also download and install additional applications and attempt to gain
root privileges.

The tag is: misp-galaxy:android="Uten"

Table 389. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-092316-4752-99

Uupay

Uupay is a Trojan horse for Android devices that steals information from the compromised device.
It may also download additional malware.

The tag is: misp-galaxy:android="Uupay"

Table 390. Table References

Links
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Uxipp

Uxipp is a Trojan horse that attempts to send premium-rate SMS messages to predetermined
numbers.

The tag is: misp-galaxy:android="Uxipp"

Table 391. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-060910-5804-99

Vdloader

Vdloader is a Trojan horse for Android devices that opens a back door on the compromised device
and steals confidential information.

The tag is: misp-galaxy:android="Vdloader"

Table 392. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-080209-1420-99

VDopia
VDopia is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="VDopia"

Table 393. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052712-1559-99

Virusshield

Virusshield is a Trojan horse for Android devices that claims to scan apps and protect personal
information, but has no real functionality.

The tag is: misp-galaxy:android="Virusshield"

Table 394. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040810-5457-99
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VServ

VServ is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="VServ"

Table 395. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052619-3117-99

Walkinwat

Walkinwat is a Trojan horse that steals information from the compromised device.
The tag is: misp-galaxy:android="Walkinwat"

Table 396. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-033008-4831-99

Waps
Waps is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Waps"

Table 397. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040406-5437-99

Waren
Waren is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Waren"

Table 398. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-032815-5501-99

Windseeker

Windseeker is a Trojan horse for Android devices that steals information from the compromised
device.
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The tag is: misp-galaxy:android="Windseeker"

Table 399. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-101519-0720-99

Wiyun
Wiyun is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Wiyun"

Table 400. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040207-5646-99

Wooboo

Wooboo is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Wooboo"

Table 401. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040407-5829-99

Wqgmobile
Wqmobile is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Wqmobile"

Table 402. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040407-4926-99

YahooAds

YahooAds is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="YahooAds"

Table 403. Table References

Links
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Yatoot

Yatoot is a Trojan horse for Android devices that steals information from the compromised device.
The tag is: misp-galaxy:android="Yatoot"

Table 404. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-031408-4748-99

Yinhan

Yinhan is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Yinhan"

Table 405. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040107-3350-99

Youmi

Youmi is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="Youmi"

Table 406. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-040407-4318-99

YuMe

YuMe is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="YuMe"

Table 407. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-060621-0322-99
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Zeahache

Zeahache is a Trojan horse that elevates privileges on the compromised device.
The tag is: misp-galaxy:android="Zeahache"

Table 408. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2011-032309-5042-99

ZertSecurity

ZertSecurity is a Trojan horse for Android devices that steals information and sends it to a remote
attacker.

The tag is: misp-galaxy:android="ZertSecurity"

Table 409. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2013-050820-4100-99

ZestAdz

ZestAdz is an advertisement library that is bundled with certain Android applications.
The tag is: misp-galaxy:android="ZestAdz"

Table 410. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2014-052616-3821-99

Zeusmitmo

Zeusmitmo is a Trojan horse for Android devices that opens a back door and steals information
from the compromised device.

The tag is: misp-galaxy:android="Zeusmitmo"

Table 411. Table References
Links

https://www.symantec.com/security_response/writeup.jsp?docid=2012-080818-0448-99
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SLocker

The SLocker family is one of the oldest mobile lock screen and file-encrypting ransomware and
used to impersonate law enforcement agencies to convince victims to pay their ransom.

The tag is: misp-galaxy:android="SLocker"
SLocker is also known as:
* SMSLocker

Table 412. Table References
Links

http://blog.trendmicro.com/trendlabs-security-intelligence/mobile-ransomware-pocket-sized-
badness/

http://blog.trendmicro.com/trendlabs-security-intelligence/slocker-mobile-ransomware-starts-
mimicking-wannacry/

Loapi

A malware strain known as Loapi will damage phones if users don’t remove it from their devices.
Left to its own means, this modular threat will download a Monero cryptocurrency miner that will
overheat and overwork the phone’s components, which will make the battery bulge, deform the
phone’s cover, or even worse. Discovered by Kaspersky Labs, researchers say Loapi appears to
have evolved from Podec, a malware strain spotted in 2015.

The tag is: misp-galaxy:android="Loapi"

Table 413. Table References
Links

https://www.bleepingcomputer.com/news/security/android-malware-will-destroy-your-phone-no-
ifs-and-buts-about-it/

Podec

Late last year, we encountered an SMS Trojan called Trojan-SMS.AndroidOS.Podec which used a
very powerful legitimate system to protect itself against analysis and detection. After we removed
the protection, we saw a small SMS Trojan with most of its malicious payload still in development.
Before long, though, we intercepted a fully-fledged version of Trojan-SMS.AndroidOS.Podec in early
2015. The updated version proved to be remarkable: it can send messages to premium-rate
numbers employing tools that bypass the Advice of Charge system (which notifies users about the
price of a service and requires authorization before making the payment). It can also subscribe
users to premium-rate services while bypassing CAPTCHA. This is the first time Kaspersky Lab has
encountered this kind of capability in any Android-Trojan.

The tag is: misp-galaxy:android="Podec"
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Table 414. Table References

Links

https://securelist.com/sms-trojan-bypasses-captcha/69169//

Chamois

Chamois is one of the largest PHA families in Android to date and is distributed through multiple
channels. While much of the backdoor version of this family was cleaned up in 2016, a new variant
emerged in 2017. To avoid detection, this version employs a number of techniques, such as
implementing custom code obfuscation, preventing user notifications, and not appearing in the
device’s app list. Chamois apps, which in many cases come preloaded with the system image, try to
trick users into clicking ads by displaying deceptive graphics to commit WAP or SMS fraud.

The tag is: misp-galaxy:android="Chamois”

Table 415. Table References
Links
https://source.android.com/security/reports/Google_Android_Security_2017_Report_Final.pdf

https://android-developers.googleblog.com/2017/03/detecting-and-eliminating-chamois-fraud.html

IcicleGum

IcicleGum is a spyware PHA family whose apps rely on versions of the Igexin ads SDK that offer
dynamic code-loading support. IcicleGum apps use this library’s code-loading features to fetch
encrypted DEX files over HTTP from command-and-control servers. The files are then decrypted
and loaded via class reflection to read and send phone call logs and other data to remote locations.

The tag is: misp-galaxy:android="IcicleGum"
IcicleGum has relationships with:
* similar: misp-galaxy:android="Igexin" with estimative-language:likelihood-probability="likely"

Table 416. Table References
Links
https://blog.lookout.com/igexin-malicious-sdk

https://source.android.com/security/reports/Google_Android_Security_2017_Report_Final.pdf

BreadSMS

BreadSMS is a large SMS-fraud PHA family that we started tracking at the beginning of 2017. These
apps compose and send text messages to premium numbers without the user’s consent. In some
cases, BreadSMS apps also implement subscription-based SMS fraud and silently enroll users in
services provided by their mobile carriers. These apps are linked to a group of command-and-
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control servers whose IP addresses change frequently and that are used to provide the apps with
premium SMS numbers and message text.

The tag is: misp-galaxy:android="BreadSMS"

Table 417. Table References
Links

https://source.android.com/security/reports/Google_Android_Security_2017_Report_Final.pdf

JamSkunk

JamSkunk is a toll-fraud PHA family composed of apps that subscribe users to services without
their consent. These apps disable Wi-Fi to force traffic to go through users' mobile data connection
and then contact command-and-control servers to dynamically fetch code that tries to bypass the
network’s WAP service subscription verification steps. This type of PHA monetizes their abuse via
WAP billing, a payment method that works through mobile data connections and allows users to
easily sign up and pay for new services using their existing account (i.e., services are billed directly
by the carrier, and not the service provider; the user does not need a new account or a different
form of payment). Once authentication is bypassed, JamSkunk apps enroll the device in services
that the user may not notice until they receive and read their next bill.

The tag is: misp-galaxy:android="JamSkunk"

Table 418. Table References
Links
https://blog.fosec.vn/malicious-applications-stayed-at-google-appstore-for-months-d8834ff4de59

https://source.android.com/security/reports/Google_Android_Security_2017_Report_Final.pdf

Expensive Wall

Expensive Wall is a family of SMS-fraud apps that affected a large number of devices in 2017.
Expensive Wall apps use code obfuscation to slow down analysis and evade detection, and rely on
the JS2Java bridge to allow JavaScript code loaded inside a Webview to call Java methods the way
Java apps directly do. Upon launch, Expensive Wall apps connect to command-and-control servers
to fetch a domain name. This domain is then contacted via a Webview instance that loads a
webpage and executes JavaScript code that calls Java methods to compose and send premium SMS
messages or click ads without users' knowledge.

The tag is: misp-galaxy:android="Expensive Wall"

Table 419. Table References
Links
https://source.android.com/security/reports/Google_Android_Security_2017_Report_Final.pdf

https://blog.checkpoint.com/2017/09/14/expensivewall-dangerous-packed-malware-google-play-
will-hit-wallet/
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BambaPurple

BambaPurple is a two-stage toll-fraud PHA family that tries to trick users into installing it by
disguising itself as a popular app. After install, the app disables Wi-Fi to force the device to use its
3G connection, then redirects to subscription pages without the user’s knowledge, clicks
subscription buttons using downloaded JavaScript, and intercepts incoming subscription SMS
messages to prevent the user from unsubscribing. In a second stage, BambaPurple installs a
backdoor app that requests device admin privileges and drops a .dex file. This executable checks to
make sure it is not being debugged, downloads even more apps without user consent, and displays
ads.

The tag is: misp-galaxy:android="BambaPurple"

Table 420. Table References
Links

https://source.android.com/security/reports/Google_Android_Security_2017_Report_Final.pdf

KoreFrog

KoreFrog is a family of trojan apps that request permission to install packages and push other apps
onto the device as system apps without the user’s authorization. System apps can be disabled by the
user, but cannot be easily uninstalled. KoreFrog apps operate as daemons running in the
background that try to impersonate Google and other system apps by using misleading names and
icons to avoid detection. The KoreFrog PHA family has also been observed to serve ads, in addition
to apps.

The tag is: misp-galaxy:android="KoreFrog"

Table 421. Table References
Links

https://source.android.com/security/reports/Google_Android_Security_2017_Report_Final.pdf

Gaiaphish

Gaiaphish is a large family of trojan apps that target authentication tokens stored on the device to
abuse the user’s privileges for various purposes. These apps use base64-encoded URL strings to
avoid detection of the command-and-control servers they rely on to download APK files. These files
contain phishing apps that try to steal GAIA authentication tokens that grant the user permissions
to access Google services, such as Google Play, Google+, and YouTube. With these tokens, Gaiaphish
apps are able to generate spam and automatically post content (for instance, fake app ratings and
comments on Google Play app pages)

The tag is: misp-galaxy:android="Gaiaphish"

Table 422. Table References

Links
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RedDrop

RedDrop can perform a vast array of malicious actions, including recording nearby audio and
uploading the data to cloud-storage accounts on Dropbox and Google Drive.

The tag is: misp-galaxy:android="RedDrop"

Table 423. Table References
Links

https://www.bleepingcomputer.com/news/security/new-reddrop-android-spyware-records-nearby-
audio/

HenBox

HenBox apps masquerade as others such as VPN apps, and Android system apps; some apps carry
legitimate versions of other apps which they drop and install as a decoy technique. While some of
legitimate apps HenBox uses as decoys can be found on Google Play, HenBox apps themselves are
found only on third-party (non-Google Play) app stores. HenBox apps appear to primarily target the
Uyghurs — a Turkic ethnic group living mainly in the Xinjiang Uyghur Autonomous Region in North
West China. HenBox has ties to infrastructure used in targeted attacks, with a focus on politics in
South East Asia. These attackers have used additional malware families in previous activity dating
to at least 2015 that include PlugX, Zupdax, 9002, and Poison Ivy. HexBox apps target devices made
by Chinese consumer electronics manufacture, Xiaomi and those running MIUI, Xiaomi’s operating
system based on Google Android. Furthermore, the malicious apps register their intent to process
certain events broadcast on compromised devices in order to execute malicious code. This is
common practice for many Android apps, however, HenBox sets itself up to trigger based on alerts
from Xiaomi smart-home IoT devices, and once activated, proceeds in stealing information from a
myriad of sources, including many mainstream chat, communication and social media apps. The
stolen information includes personal and device information.

The tag is: misp-galaxy:android="HenBox"

Table 424. Table References
Links

https://researchcenter.paloaltonetworks.com/2018/04/unit42-henbox-inside-coop/

MysteryBot

Cybercriminals are currently developing a new strain of malware targeting Android devices which
blends the features of a banking trojan, keylogger, and mobile ransomware.

The tag is: misp-galaxy:android="MysteryBot"

MysteryBot has relationships with:
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* similar: misp-galaxy:malpedia="MysteryBot" with estimative-language:likelihood-
probability="likely"

Table 425. Table References
Links

https://www.bleepingcomputer.com/news/security/new-mysterybot-android-malware-packs-a-
banking-trojan-keylogger-and-ransomware/

Skygofree

At the beginning of October 2017, we discovered new Android spyware with several features
previously unseen in the wild. In the course of further research, we found a number of related
samples that point to a long-term development process. We believe the initial versions of this
malware were created at least three years ago — at the end of 2014. Since then, the implant’s
functionality has been improving and remarkable new features implemented, such as the ability to
record audio surroundings via the microphone when an infected device is in a specified location;
the stealing of WhatsApp messages via Accessibility Services; and the ability to connect an infected
device to Wi-Fi networks controlled by cybercriminals. We observed many web landing pages that
mimic the sites of mobile operators and which are used to spread the Android implants. These
domains have been registered by the attackers since 2015. According to our telemetry, that was the
year the distribution campaign was at its most active. The activities continue: the most recently
observed domain was registered on October 31, 2017. Based on our KSN statistics, there are several
infected individuals, exclusively in Italy. Moreover, as we dived deeper into the investigation, we
discovered several spyware tools for Windows that form an implant for exfiltrating sensitive data
on a targeted machine. The version we found was built at the beginning of 2017, and at the moment
we are not sure whether this implant has been used in the wild. We named the malware Skygofree,
because we found the word in one of the domains.

The tag is: misp-galaxy:android="Skygofree"
Skygofree has relationships with:

e similar: misp-galaxy:malpedia="Skygofree" with estimative-language:likelihood-
probability="likely"
Table 426. Table References
Links

https://securelist.com/skygofree-following-in-the-footsteps-of-hackingteam/83603/

BusyGasper

A new family of spyware for Android grabbed the attention of security researchers through its
unusual set of features and their original implementation. Tagged BusyGasper by security experts
at Kaspersky, the malware stands out through its ability to monitor the various sensors present on
the targeted phone. Based on the motion detection logs, it can recognize the opportune time for
running and stopping its activity.
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The tag is: misp-galaxy:android="BusyGasper"

Table 427. Table References
Links

https://www.bleepingcomputer.com/news/security/unsophisticated-android-spyware-monitors-
device-sensors/

Triout

Bitdefender says Triout samples they discovered were masquerading in a clone of a legitimate
application, but they were unable to discover where this malicious app was being distributed from.
The obvious guess would be via third-party Android app stores, or app-sharing forums, popular in
some areas of the globe.

The tag is: misp-galaxy:android="Triout"

Table 428. Table References
Links

https://www.bleepingcomputer.com/news/security/new-android-triout-malware-can-record-phone-
calls-steal-pictures/

AndroidOS HidenAd

active adware family (detected by Trend Micro as AndroidOS_HidenAd) disguised as 85 game, TV,
and remote control simulator apps on the Google Play store

The tag is: misp-galaxy:android="AndroidOS_HidenAd"
AndroidOS_HidenAd is also known as:
* AndroidOS_HiddenAd

Table 429. Table References
Links

https://blog.trendmicro.com/trendlabs-security-intelligence/adware-disguised-as-game-tv-remote-
control-apps-infect-9-million-google-play-users/

Razdel

The Banking Trojan found in Google Play is identified as Razdel, a variant of BankBot mobile
banking Trojan. This newly observed variant has taken mobile threats to the next level
incorporating: Remote access Trojan functions, SMS interception, UI (User Interface) Overlay with
masqueraded pages etc.

The tag is: misp-galaxy:android="Razdel"
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Table 430. Table References

Links
http://www.virusremovalguidelines.com/tag/what-is-bankbot

https://mobile.twitter.com/pr3wtd/status/1097477833625088000

attckdfraud

attck4fraud - Principles of MITRE ATT&CK in the fraud domain.

o attck4fraud is a cluster galaxy available in JSON format at this location The JSON
format can be freely reused in your application or automatically enabled in MISP.

authors

Francesco Bigarella

Phishing

In the context of ATT&CK for Fraud, phishing is described as the sending of fraudulent emails to a
large audience in order to obtain sensitive information (PII, credentials, payment information).
Phishing is never targeted to a specific individual or organisation. Phishing tries to create a sense of
urgency or curiosity in order to capture the victim.

The tag is: misp-galaxy:financial-fraud="Phishing"

Table 431. Table References

Links

https://blog.malwarebytes.com/cybercrime/2015/02/amazon-notice-ticket-number-phish-seeks-
card-details/

https://www.bleepingcomputer.com/news/security/widespread-apple-id-phishing-attack-pretends-
to-be-app-store-receipts/

Spear phishing

Spear phishing is the use of targeted emails to gain the trust of the target with the goal of
committing fraud. Spear phishing messages are generally specific to the target and show an
understanding of the target’s organisation structure, supply chain or business.

The tag is: misp-galaxy:financial-fraud="Spear phishing"

Table 432. Table References

Links
http://fortune.com/2017/04/27/facebook-google-rimasauskas/
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https://www.ibtimes.co.uk/russian-hackers-fancy-bear-likely-breached-olympic-drug-testing-
agency-dnc-experts-say-1577508

ATM skimming

ATM Skimming refers to the act of capturing the data stored on a bank cards (tracks) and the
Personal Identification Number (PIN) associated to that card. Upon obtaining the data, the criminal
proceeds to encode the same information into a new card and use it in combination with the PIN to
perform illicit cash withdrawals. ATM Skimming is often achieved with a combination of a skimmer
device for the card and a camera to capture the PIN.

The tag is: misp-galaxy:financial-fraud="ATM skimming"

Table 433. Table References

Links

https://krebsonsecurity.com/2015/07/spike-in-atm-skimming-in-mexico/
https://krebsonsecurity.com/2011/12/pro-grade-3d-printer-made-atm-skimmer/
https://krebsonsecurity.com/2017/08/dumping-data-from-deep-insert-skimmers/
https://krebsonsecurity.com/2016/06/atm-insert-skimmers-in-action/
https://krebsonsecurity.com/2014/11/skimmer-innovation-wiretapping-atms/
https://krebsonsecurity.com/2016/09/secret-service-warns-of-periscope-skimmers/
https://krebsonsecurity.com/2011/03/green-skimmers-skimming-green

https://blog.dieboldnixdorf.com/have-you-asked-yourself-this-question-about-skimming/

ATM Shimming

ATM Shimming refers to the act of capturing a bank card data accessing the EMV chip installed on
the card while presenting the card to a ATM. Due to their low profile, shimmers can be fit inside
ATM card readers and are therefore more difficult to detect.

The tag is: misp-galaxy:financial-fraud="ATM Shimming"
Table 434. Table References
Links

https://krebsonsecurity.com/2015/08/chip-card-atm-shimmer-found-in-mexico/

https://www.cbc.ca/news/canada/british-columbia/shimmers-criminal-chip-card-reader-fraud-
1.3953438

https://krebsonsecurity.com/2017/01/atm-shimmers-target-chip-based-cards/

https://blog.dieboldnixdorf.com/atm-security-skimming-vs-shimming/
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Vishing
Vishing

The tag is: misp-galaxy:financial-fraud="Vishing"

POS Skimming

POS Skimming

The tag is: misp-galaxy:financial-fraud="POS Skimming"

Social Media Scams

Social Media Scams

The tag is: misp-galaxy:financial-fraud="Social Media Scams"

Malware

Malware

The tag is: misp-galaxy:financial-fraud="Malware"

Account-Checking Services

Account-Checking Services

The tag is: misp-galaxy:financial-fraud="Account-Checking Services"

ATM Black Box Attack
ATM Black Box Attack

The tag is: misp-galaxy:financial-fraud="ATM Black Box Attack"

Insider Trading

Insider Trading

The tag is: misp-galaxy:financial-fraud="Insider Trading"

Investment Fraud

Investment Fraud

The tag is: misp-galaxy:financial-fraud="Investment Fraud"
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Romance Scam

Romance Scam

The tag is: misp-galaxy:financial-fraud="Romance Scam"

Buying/Renting Fraud
Buying/Renting Fraud

The tag is: misp-galaxy:financial-fraud="Buying/Renting Fraud"

Cash Recovery Scam

Cash Recovery Scam

The tag is: misp-galaxy:financial-fraud="Cash Recovery Scam"

Fake Invoice Fraud

Fake Invoice Fraud

The tag is: misp-galaxy:financial-fraud="Fake Invoice Fraud"

Business Email Compromise

Business Email Compromise

The tag is: misp-galaxy:financial-fraud="Business Email Compromise"

Scam

Scam

The tag is: misp-galaxy:financial-fraud="Scam"

CxO Fraud
CxO Fraud

The tag is: misp-galaxy:financial-fraud="Cx0O Fraud"

Compromised Payment Cards

Compromised Payment Cards

The tag is: misp-galaxy:financial-fraud="Compromised Payment Cards"
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Compromised Account Credentials

Compromised Account Credentials

The tag is: misp-galaxy:financial-fraud="Compromised Account Credentials"

Compromised Personally Identifiable Information
(PID)

Compromised Personally Identifiable Information (PII)

The tag is: misp-galaxy:financial-fraud="Compromised Personally Identifiable Information (PI)"

Compromised Intellectual Property (IP)
Compromised Intellectual Property (IP)

The tag is: misp-galaxy:financial-fraud="Compromised Intellectual Property (IP)"

SWIFT Transaction
SWIFT Transaction

The tag is: misp-galaxy:financial-fraud="SWIFT Transaction"

Fund Transfer

Fund Transfer

The tag is: misp-galaxy:financial-fraud="Fund Transfer"

Cryptocurrency Exchange

Cryptocurrency Exchange

The tag is: misp-galaxy:financial-fraud="Cryptocurrency Exchange"

ATM Jackpotting
ATM Jackpotting

The tag is: misp-galaxy:financial-fraud="ATM Jackpotting"

Money Mules

Money Mules
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The tag is: misp-galaxy:financial-fraud="Money Mules"

Prepaid Cards
Prepaid Cards

The tag is: misp-galaxy:financial-fraud="Prepaid Cards"

Resell Stolen Data
Resell Stolen Data

The tag is: misp-galaxy:financial-fraud="Resell Stolen Data"

ATM Explosive Attack
ATM Explosive Attack

The tag is: misp-galaxy:financial-fraud="ATM Explosive Attack"

Backdoor

A list of backdoor malware..

o Backdoor is a cluster galaxy available in JSON format at this location The JSON
format can be freely reused in your application or automatically enabled in MISP.
authors
raw-data

WellMess

Cross-platform malware written in Golang, compatible with Linux and Windows. Although there
are some minor differences, both variants have the same functionality. The malware communicates
with a CnC server using HTTP requests and performs functions based on the received commands.
Results of command execution are sent in HTTP POST requests data (RSA-encrypted). Main
functionalities are: (1) Execute arbitrary shell commands, (2) Upload/Download files. The PE variant
of the infection, in addition, executes PowerShell scripts. A .Net version was also observed in the
wild.

The tag is: misp-galaxy:backdoor="WellMess"
WellMess has relationships with:

* similar: misp-galaxy:malpedia="WellMess" with estimative-language:likelihood-
probability="likely"
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Table 435. Table References
Links

https://blog.jpcert.or.jp/2018/07/malware-wellmes-9b78.html

Rosenbridge

The rosenbridge backdoor is a small, non-x86 core embedded alongside the main x86 core in the
CPU. It is enabled by a model-specific-register control bit, and then toggled with a launch-
instruction. The embedded core is then fed commands, wrapped in a specially formatted x86
instruction. The core executes these commands (which we call the 'deeply embedded instruction
set"), bypassing all memory protections and privilege checks.

While the backdoor should require kernel level access to activate, it has been observed to be
enabled by default on some systems, allowing any unprivileged code to modify the kernel.

The rosenbridge backdoor is entirely distinct from other publicly known coprocessors on x86 CPUs,
such as the Management Engine or Platform Security Processor; it is more deeply embedded than
any known coprocessor, having access to not only all of the CPU’s memory, but its register file and
execution pipeline as well.

The tag is: misp-galaxy:backdoor="Rosenbridge"

Table 436. Table References
Links

https://www.bleepingcomputer.com/news/security/backdoor-mechanism-discovered-in-via-c3-x86-
processors/

https://github.com/xoreaxeaxeax/rosenbridge

https://media.defcon.org/DEF%20CON%2026/DEF%20C0ON%2026%20presentations/Christopher%20
Domas/DEFCON-26-Christopher-Domas-GOD-MODE-%20UNLOCKED-hardware-backdoors-in-x86-
CPUs.pdf

ServHelper

The purpose of the macro was to download and execute a variant of ServHelper that set up reverse
SSH tunnels that enabled access to the infected host through the Remote Desktop Protocol (RDP)
port 3389.

"Once ServHelper establishes remote desktop access, the malware contains functionality for the
threat actor to “hijack” legitimate user accounts or their web browser profiles and use them as they
see fit," researchers from Proofpoint explain in an analysis released today.

The other ServHelper variant does not include the tunneling and hijacking capabilities and
functions only as a downloader for the FlawedGrace RAT.

The tag is: misp-galaxy:backdoor="ServHelper"
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https://blog.jpcert.or.jp/2018/07/malware-wellmes-9b78.html
https://www.bleepingcomputer.com/news/security/backdoor-mechanism-discovered-in-via-c3-x86-processors/
https://www.bleepingcomputer.com/news/security/backdoor-mechanism-discovered-in-via-c3-x86-processors/
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https://media.defcon.org/DEF%20CON%2026/DEF%20CON%2026%20presentations/Christopher%20Domas/DEFCON-26-Christopher-Domas-GOD-MODE-%20UNLOCKED-hardware-backdoors-in-x86-CPUs.pdf

Table 437. Table References
Links

https://www.bleepingcomputer.com/news/security/new-servhelper-backdoor-and-flawedgrace-rat-
pushed-by-necurs-botnet/

Rising Sun

The Rising Sun backdoor uses the RC4 cipher to encrypt its configuration data and communications.
As with most backdoors, on initial infection, Rising Sun will send data regarding the infected system
to a command and control (C2) site. That information captures computer and user name, IP
address, operating system version and network adapter information. Rising Sun contains 14
functions including executing commands, obtaining information on disk drives and running
processes, terminating processes, obtaining file creation and last access times, reading and writing
files, deleting files, altering file attributes, clearing the memory of processes and connecting to a
specified IP address.

The tag is: misp-galaxy:backdoor="Rising Sun"

Table 438. Table References
Links

https://www.bluvector.io/threat-report-rising-sun-operation-sharpshooter/

SLUB

A new backdoor was observed using the Github Gist service and the Slack messaging system as
communication channels with its masters, as well as targeting a very specific type of victim using a
watering hole attack. The backdoor dubbed SLUB by the Trend Micro Cyber Safety Solutions Team
who detected it in the wild is part of a multi-stage infection process designed by capable threat
actors who programmed it in C++. SLUB uses statically-linked curl, boost, and JsonCpp libraries for
performing HTTP request, "extracting commands from gist snippets,” and "parsing Slack channel
communication.” The campaign recently observed by the Trend Micro security researchers abusing
the Github and Slack uses a multi-stage infection process.

The tag is: misp-galaxy:backdoor="SLUB"
SLUB has relationships with:

* similar: misp-galaxy:tool="SLUB Backdoor™ with estimative-language:likelihood-
probability="likely"
Table 439. Table References
Links

https://www.bleepingcomputer.com/news/security/new-slub-backdoor-uses-slack-github-as-
communication-channels/
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Asruex

Since it first emerged in 2015, Asruex has been known for its backdoor capabilities and connection
to the spyware DarkHotel. However, when we encountered Asruex in a PDF file, we found that a
variant of the malware can also act as an infector particularly through the use of old vulnerabilities
CVE-2012-0158 and CVE-2010-2883, which inject code in Word and PDF files respectively.

The tag is: misp-galaxy:backdoor="Asruex"

Table 440. Table References
Links

https://blog.trendmicro.com/trendlabs-security-intelligence/asruex-backdoor-variant-infects-word-
documents-and-pdfs-through-old-ms-office-and-adobe-vulnerabilities/

FlowerPippi

The tag is: misp-galaxy:backdoor="FlowerPippi"

Table 441. Table References
Links

https://securityintelligence.com/news/ta505-delivers-new-gelup-malware-tool-flowerpippi-
backdoor-via-spam-campaign/

Speculoos

FreeBSD-based payload, Speculoos was delivered by exploiting CVE-2019-19781, a vulnerability
affecting the Citrix Application Delivery Controller, Citrix Gateway, and Citrix SD-WAN WANOP
appliances that allowed an adversary to remotely execute arbitrary commands. This vulnerability
was first disclosed on December 17, 2019 via security bulletin CTX267679 which contained several
mitigation recommendations. By January 24, 2020, permanent patches for the affected appliances
were issued. Based on the spread of industries and regions, in addition to the timing of the
vulnerability disclosure, we believe this campaign may have been more opportunistic in nature
compared to the highly targeted attack campaigns that are often associated with these types of
adversaries. However, considering the exploitation of the vulnerability in conjunction with
delivery of a backdoor specifically designed to execute on the associated FreeBSD operating system
indicates the adversary was absolutely targeting the affected devices.

The tag is: misp-galaxy:backdoor="Speculoos”
Speculoos has relationships with:

* used-by: misp-galaxy:threat-actor="APT41" with estimative-language:likelihood-
probability="very-likely"

Table 442. Table References

Links
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https://blog.trendmicro.com/trendlabs-security-intelligence/asruex-backdoor-variant-infects-word-documents-and-pdfs-through-old-ms-office-and-adobe-vulnerabilities/
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https://unit42.paloaltonetworks.com/apt41-using-new-speculoos-backdoor-to-target-organizations-
globally/

Mori Backdoor

Mori Backdoor has been used by Seedworm.
The tag is: misp-galaxy:backdoor="Mori Backdoor"

Table 443. Table References
Links

https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/seedworm-apt-iran-
middle-east

BazarBackdoor

Something that made the brute-force attacks on RDP connections easier was a new module of the
notorious Trojan, TrickBot. It now seems that the TrickBot developers have a new tactic.
Cybersecurity researchers have discovered a new phishing campaign that delivers a stealthy
backdoor called BazarBackdoor, which can be used to compromise and gain full access to corporate
networks. As is the case with 91% of cyberattacks, this one starts with a phishing email. A range of
subjects are used to personalize the emails: Customer complaints, coronavirus-themed payroll
reports, or employee termination lists. All these emails contain links to documents hosted on Google
Docs. To send the malicious emails, the cybercriminals use the marketing platform Sendgrid. This
campaign uses spear phishing, which means that the perpetrators have made an effort to ensure
that the websites sent in the emails seem legitimate and correspond to the emails subjects.

The tag is: misp-galaxy:backdoor="BazarBackdoor"

Table 444. Table References
Links

https://www.advanced-intel.com/post/anatomy-of-attack-inside-bazarbackdoor-to-ryuk-
ransomware-one-group-via-cobalt-strike

https://www.pandasecurity.com/en/mediacenter/business/bazarbackdoor-trickbot-backdoor/

SUNBURST

Backdoor.Sunburst is Malwarebytes’ detection name for a trojanized update to SolarWind’s Orion
IT monitoring and management software.

The tag is: misp-galaxy:backdoor="SUNBURST"
SUNBURST is also known as:

» Solarigate
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https://www.pandasecurity.com/en/mediacenter/business/bazarbackdoor-trickbot-backdoor/

SUNBURST has relationships with:
» dropped-by: misp-galaxy:tool="SUNSPOT" with estimative-language:likelihood-
probability="likely"
* used-by: misp-galaxy:microsoft-activity-group="NOBELIUM" with estimative-
language:likelihood-probability="likely"
Table 445. Table References
Links

https://www.microsoft.com/security/blog/2021/05/27/new-sophisticated-email-based-attack-from-
nobelium/

https://www.varonis.com/blog/solarwinds-sunburst-backdoor-inside-the-stealthy-apt-campaign/
https://blog.malwarebytes.com/detections/backdoor-sunburst/

https://www.microsoft.com/security/blog/2021/01/20/deep-dive-into-the-solorigate-second-stage-
activation-from-sunburst-to-teardrop-and-raindrop/

https://www.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-compromised-dll-file-
that-started-a-sophisticated-cyberattack-and-how-microsoft-defender-helps-protect/

Banker

A list of banker malware..

o Banker is a cluster galaxy available in JSON format at this location The JSON
format can be freely reused in your application or automatically enabled in MISP.

authors

Unknown - raw-data

Zeus

Zeus is a trojan horse that is primarily delivered via drive-by-downloads, malvertising, exploit kits
and malspam campaigns. It uses man-in-the-browser keystroke logging and form grabbing to steal
information from victims. Source was leaked in 2011.

The tag is: misp-galaxy:banker="Zeus"
Zeus is also known as:

* Zbot
Zeus has relationships with:

* similar: misp-galaxy:tool="Zeus" with estimative-language:likelihood-probability="likely"

 similar: misp-galaxy:botnet="Zeus" with estimative-language:likelihood-probability="likely"
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https://www.microsoft.com/security/blog/2021/05/27/new-sophisticated-email-based-attack-from-nobelium/
https://www.varonis.com/blog/solarwinds-sunburst-backdoor-inside-the-stealthy-apt-campaign/
https://blog.malwarebytes.com/detections/backdoor-sunburst/
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https://www.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-compromised-dll-file-that-started-a-sophisticated-cyberattack-and-how-microsoft-defender-helps-protect/
https://www.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-compromised-dll-file-that-started-a-sophisticated-cyberattack-and-how-microsoft-defender-helps-protect/
https://github.com/MISP/misp-galaxy/blob/master/clusters/banker.json
https://www.github.com/MISP/MISP

* similar: misp-galaxy:malpedia="Zeus" with estimative-language:likelihood-probability="likely"

Table 446. Table References
Links

https://usa.kaspersky.com/resource-center/threats/zeus-virus

Vawtrak

Delivered primarily by exploit kits as well as malspam campaigns utilizing macro based Microsoft
Office documents as attachments. Vawtrak/Neverquest is a modularized banking trojan designed to
steal credentials through harvesting, keylogging, Man-In-The-Browser, etc.

The tag is: misp-galaxy:banker="Vawtrak"
Vawtrak is also known as:

* Neverquest
Vawtrak has relationships with:

* similar: misp-galaxy:tool="Vawtrak" with estimative-language:likelihood-probability="likely"

* similar: misp-galaxy:malpedia="Vawtrak" with estimative-language:likelihood-
probability="likely"

Table 447. Table References

Links
https://www.kaspersky.com/blog/neverquest-trojan-built-to-steal-from-hundreds-of-banks/3247/
https://www.fidelissecurity.com/threatgeek/2016/05/vawtrak-trojan-bank-it-evolving
https://www.proofpoint.com/us/threat-insight/post/In-The-Shadows

https://www.botconf.eu/wp-content/uploads/2016/11/2016-Vawtrak-technical-report.pdf

Dridex

Dridex leverages redirection attacks designed to send victims to malicious replicas of
the banking sites they think they're visiting.

The tag is: misp-galaxy:banker="Dridex"
Dridex is also known as:

e Feodo Version D

e Cridex

Dridex has relationships with:
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https://usa.kaspersky.com/resource-center/threats/zeus-virus
https://www.kaspersky.com/blog/neverquest-trojan-built-to-steal-from-hundreds-of-banks/3247/
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* similar: misp-galaxy:tool="Dridex" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:malpedia="Dridex" with estimative-language:likelihood-
probability="likely"
Table 448. Table References

Links
https://blog.malwarebytes.com/detections/trojan-dridex/

https://feodotracker.abuse.ch/

Gozi

Banking trojan delivered primarily via email (typically malspam) and exploit kits. Gozi 1.0 source
leaked in 2010

The tag is: misp-galaxy:banker="Gozi"
Gozi is also known as:

e Ursnif
« CRM
» Snifula

* Papras
Gozi has relationships with:

* similar: misp-galaxy:tool="Snifula" with estimative-language:likelihood-probability="likely"
 similar: misp-galaxy:malpedia="Gozi" with estimative-language:likelihood-probability="likely"

* similar: misp-galaxy:malpedia="Snifula" with estimative-language:likelihood-

probability="likely"

Table 449. Table References

Links
https://www.secureworks.com/research/gozi

https://www.gdatasoftware.com/blog/2016/11/29325-analysis-ursnif-spying-on-your-data-since-2007

https://lokalhost.pl/gozi_tree.txt

Goziv2

Banking trojan attributed to Project Blitzkrieg targeting U.S. Financial institutions.
The tag is: misp-galaxy:banker="Goziv2"

Goziv2 is also known as:
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https://blog.malwarebytes.com/detections/trojan-dridex/
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https://www.secureworks.com/research/gozi
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https://lokalhost.pl/gozi_tree.txt

e Prinimalka

Table 450. Table References

Links
https://krebsonsecurity.com/tag/gozi-prinimalka/

https://securityintelligence.com/project-blitzkrieg-how-to-block-the-planned-prinimalka-gozi-
trojan-attack/

https://lokalhost.pl/gozi_tree.txt

Gozi ISFB

Banking trojan based on Gozi source. Features include web injects for the victims’ browsers,
screenshoting, video recording, transparent redirections, etc. Source leaked ~ end of 2015.

The tag is: misp-galaxy:banker="Gozi ISFB"
Gozi ISFB has relationships with:
* similar: misp-galaxy:malpedia="ISFB" with estimative-language:likelihood-probability="likely"

Table 451. Table References

Links
https://www.govcert.admin.ch/blog/18/gozi-isfb-when-a-bug-really-is-a-feature
https://blog.malwarebytes.com/threat-analysis/2017/04/binary-options-malvertising-campaign-
drops-istb-banking-trojan/

https://info.phishlabs.com/blog/the-unrelenting-evolution-of-vawtrak

https://lokalhost.pl/gozi_tree.txt

Dreambot

Dreambot is a variant of Gozi ISFB that is spread via numerous exploit kits as well as through
malspam email attachments and links.

The tag is: misp-galaxy:banker="Dreambot"

Table 452. Table References

Links

https://blog.malwarebytes.com/threat-analysis/2017/04/binary-options-malvertising-campaign-
drops-isfb-banking-trojan/

https://www.proofpoint.com/us/threat-insight/post/ursnif-variant-dreambot-adds-tor-functionality

https://lokalhost.pl/gozi_tree.txt
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https://www.proofpoint.com/us/threat-insight/post/ursnif-variant-dreambot-adds-tor-functionality
https://lokalhost.pl/gozi_tree.txt

IAP

Gozi ISFB variant
The tag is: misp-galaxy:banker="IAP"
IAP has relationships with:
 similar: misp-galaxy:malpedia="ISFB" with estimative-language:likelihood-probability="likely"
Table 453. Table References
Links

https://lokalhost.pl/gozi_tree.txt
http://archive.is/I7hi8#selection-217.0-217.6

GozNym

GozNym hybrid takes the best of both the Nymaim and Gozi ISFB. From the Nymaim malware, it
leverages the dropper’s stealth and persistence; the Gozi ISFB parts add the banking Trojan’s
capabilities to facilitate fraud via infected Internet browsers.

The tag is: misp-galaxy:banker="GozNym"

Table 454. Table References

Links

https://securityintelligence.com/meet-goznym-the-banking-malware-offspring-of-gozi-isfb-and-

nymaim/

https://lokalhost.pl/gozi_tree.txt

Zloader Zeus

Zloader is a loader that loads different payloads, one of which is a Zeus module. Delivered via
exploit kits and malspam emails.

The tag is: misp-galaxy:banker="Zloader Zeus"
Zloader Zeus is also known as:
e Zeus Terdot

Zloader Zeus has relationships with:

* similar: misp-galaxy:malpedia="Zloader" with estimative-language:likelihood-

probability="likely"

Table 455. Table References

129


https://lokalhost.pl/gozi_tree.txt
http://archive.is/I7hi8#selection-217.0-217.6
https://securityintelligence.com/meet-goznym-the-banking-malware-offspring-of-gozi-isfb-and-nymaim/
https://securityintelligence.com/meet-goznym-the-banking-malware-offspring-of-gozi-isfb-and-nymaim/
https://lokalhost.pl/gozi_tree.txt

Links
https://blog.threatstop.com/zloader/terdot-that-man-in-the-middle

https://www.scmagazine.com/terdot-zloaderzbot-combo-abuses-certificate-app-to-pull-off-mitm-
browser-attacks/article/634443/

Zeus VM

Zeus variant that utilizes steganography in image files to retrieve configuration file.
The tag is: misp-galaxy:banker="Zeus VM"
Zeus VM is also known as:

* VM Zeus

Zeus VM has relationships with:

* similar: misp-galaxy:malpedia="VM Zeus" with estimative-language:likelihood-
probability="likely"

Table 456. Table References

Links

https://blog.malwarebytes.com/threat-analysis/2014/02/hiding-in-plain-sight-a-story-about-a-
sneaky-banking-trojan/

https://securityintelligence.com/new-zberp-trojan-discovered-zeus-zbot-carberp/

Zeus Sphinx

Sphinx is a modular banking trojan that is a commercial offering sold to cybercriminals via
underground fraudster boards.

The tag is: misp-galaxy:banker="Zeus Sphinx"
Zeus Sphinx has relationships with:

e similar:  misp-galaxy:malpedia="Zeus = Sphinx"  with  estimative-language:likelihood-
probability="likely"

Table 457. Table References

Links

https://securityintelligence.com/brazil-cant-catch-a-break-after-panda-comes-the-sphinx/

Panda Banker

Zeus like banking trojan that is delivered primarily through malspam emails and exploit Kits.
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The tag is: misp-galaxy:banker="Panda Banker
Panda Banker is also known as:
e Zeus Panda

Table 458. Table References

Links

https://www.proofpoint.com/us/threat-insight/post/panda-banker-new-banking-trojan-hits-the-
market

https://cyberwtf.files.wordpress.com/2017/07/panda-whitepaper.pdf

https://www.proofpoint.com/us/threat-insight/post/zeus-panda-banking-trojan-targets-online-
holiday-shoppers

Zeus KINS

Zeus KINS is a modified version of ZeuS 2.0.8.9. It contains an encrypted version of it’s config in the
registry.

The tag is: misp-galaxy:banker="Zeus KINS"
Zeus KINS is also known as:

» Kasper Internet Non-Security

* Maple
Zeus KINS has relationships with:
* similar: misp-galaxy:malpedia="KINS" with estimative-language:likelihood-probability="likely"

Table 459. Table References

Links

https://securityintelligence.com/zeus-maple-variant-targets-canadian-online-banking-customers/

https://github.com/nyx0/KINS

Chthonic

Chthonic according to Kaspersky is an evolution of Zeus VM. It uses the same encryptor as
Andromeda bot, the same encryption scheme as Zeus AES and Zeus V2 Trojans, and a virtual
machine similar to that used in ZeusVM and KINS malware.

The tag is: misp-galaxy:banker="Chthonic"
Chthonic is also known as:

e Chtonic
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Chthonic has relationships with:

* similar: misp-galaxy:malpedia="Chthonic" with estimative-language:likelihood-
probability="likely"
Table 460. Table References
Links

https://www.proofpoint.com/us/threat-insight/post/threat-actors-using-legitimate-paypal-accounts-
to-distribute-chthonic-banking-trojan

https://securelist.com/chthonic-a-new-modification-of-zeus/68176/

Trickbot

Trickbot is a bot that is delivered via exploit kits and malspam campaigns. The bot is capable of
downloading modules, including a banker module. Trickbot also shares roots with the Dyre
banking trojan

The tag is: misp-galaxy:banker="Trickbot"
Trickbot is also known as:

e Trickster

» Trickloader
Trickbot has relationships with:

* similar: misp-galaxy:tool="Trick Bot" with estimative-language:likelihood-probability="likely"
e similar: misp-galaxy:malpedia="TrickBot" with estimative-language:likelihood-
probability="likely"
Table 461. Table References
Links
https://blog.malwarebytes.com/threat-analysis/2016/10/trick-bot-dyrezas-successor/

https://blog.malwarebytes.com/threat-analysis/2017/08/trickbot-comes-with-new-tricks-attacking-
outlook-and-browsing-data/

http://www.pwec.co.uk/issues/cyber-security-data-privacy/research/trickbots-bag-of-tricks.html
https://www.flashpoint-intel.com/blog/new-version-trickbot-adds-worm-propagation-module/

https://www.bleepingcomputer.com/news/security/trickbot-banking-trojan-starts-stealing-
windows-problem-history/

Dyre

Dyre is a banking trojan distributed via exploit kits and malspam emails primarily. It has a modular
architectur and utilizes man-in-the-browser functionality. It also leverages a backconnect server
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that allows threat actors to connect to a bank website through the victim’s computer.
The tag is: misp-galaxy:banker="Dyre"
Dyre is also known as:
* Dyreza
Dyre has relationships with:

* similar: misp-galaxy:mitre-malware="Dyre - S0024" with estimative-language:likelihood-
probability="likely"

* similar: misp-galaxy:malpedia="Dyre" with estimative-language:likelihood-probability="likely"
Table 462. Table References
Links

https://www.secureworks.com/research/dyre-banking-trojan

https://blog.malwarebytes.com/threat-analysis/2015/11/a-technical-look-at-dyreza/

Tinba

Tinba is a very small banking trojan that hooks into browsers and steals login data and sniffs on
network traffic. It also uses Man in The Browser (MiTB) and webinjects. Tinba is primarily
delivered via exploit kits, malvertising and malspam email campaigns.

The tag is: misp-galaxy:banker="Tinba"
Tinba is also known as:
* Zusy
» TinyBanker
o illi
Tinba has relationships with:
* similar: misp-galaxy:tool="Tinba" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:malpedia="Tinba" with estimative-language:likelihood-probability="likely"
Table 463. Table References
Links
https://securityblog.switch.ch/2015/06/18/so-long-and-thanks-for-all-the-domains/
http://securityintelligence.com/tinba-malware-reloaded-and-attacking-banks-around-the-world/

https://blog.avast.com/2014/09/15/tiny-banker-trojan-targets-customers-of-major-banks-worldwide/

http://my.infotex.com/tiny-banker-trojan/
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Geodo

Geodo is a banking trojan delivered primarily through malspam emails. It is capable of sniffing
network activity to steal information by hooking certain network API calls.

The tag is: misp-galaxy:banker="Geodo"
Geodo is also known as:

¢ Feodo Version C

* Emotet
Geodo has relationships with:

 similar: misp-galaxy:tool="Emotet" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:malpedia="Emotet" with estimative-language:likelihood-
probability="likely"
Table 464. Table References
Links
https://feodotracker.abuse.ch/

http://blog.trendmicro.com/trendlabs-security-intelligence/new-banking-malware-uses-network-
sniffing-for-data-theft/

https://www.bleepingcomputer.com/news/security/emotet-banking-trojan-loves-usa-internet-
providers/

https://www.bleepingcomputer.com/news/security/emotet-returns-with-thanksgiving-theme-and-
better-phishing-tricks/

https://www.forcepoint.com/blog/security-labs/thanks-giving-emotet

https://cofense.com/major-us-financial-institutions-imitated-advanced-geodo-emotet-phishing-
lures-appear-authentic-containing-proofpoint-url-wrapped-links/

Feodo

Feodo is a banking trojan that utilizes web injects and is also capable of monitoring & manipulating
cookies. Version A = Port 8080, Version B = Port 80 It is delivered primarily via exploit kits and
malspam emails.

The tag is: misp-galaxy:banker="Feodo"
Feodo is also known as:

* Bugat

e Cridex

Feodo has relationships with:
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* similar: misp-galaxy:tool="Dridex" with estimative-language:likelihood-probability="likely"

* similar: misp-galaxy:malpedia="Feodo" with estimative-language:likelihood-probability="likely"

Table 465. Table References

Links
https://securelist.com/dridex-a-history-of-evolution/78531/
https://feodotracker.abuse.ch/

http://stopmalvertising.com/rootkits/analysis-of-cridex.html

Ramnit

Originally not a banking trojan in 2010, Ramnit became a banking trojan after the Zeus source code
leak. It is capable of perforrming Man-in-the-Browser attacks. Distributed primarily via exploit Kits.

The tag is: misp-galaxy:banker="Ramnit”
Ramnit is also known as:

* Nimnul
Ramnit has relationships with:

* similar: misp-galaxy:botnet="Ramnit" with estimative-language:likelihood-probability="likely"

* similar: misp-galaxy:malpedia="Ramnit" with estimative-language:likelihood-
probability="likely"

Table 466. Table References
Links

https://www.cert.pl/en/news/single/ramnit-in-depth-analysis/

Qakbot

Qakbot is a banking trojan that leverages webinjects to steal banking information from victims. It
also utilizes DGA for command and control. It is primarily delivered via exploit Kits.

The tag is: misp-galaxy:banker="Qakbot"
Qakbot is also known as:

* Qbot
* Pinkslipbot
* Akbot

Qakbot has relationships with:

* similar: misp-galaxy:tool="Akbot" with estimative-language:likelihood-probability="likely"
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* similar: misp-galaxy:malpedia="QakBot" with estimative-language:likelihood-
probability="likely"
Table 467. Table References

Links

https://securityintelligence.com/qakbot-banking-trojan-causes-massive-active-directory-lockouts/
https://www.johannesbader.ch/2016/02/the-dga-of-qakbot/
https://www.virusbulletin.com/uploads/pdf/magazine/2016/VB2016-Karve-etal.pdf

Corebot

Corebot is a modular trojan that leverages a banking module that can perform browser hooking,
form grabbing, MitM, webinjection to steal financial information from victims. Distributed

primarily via malspam emails and exploit kits.
The tag is: misp-galaxy:banker="Corebot"
Corebot has relationships with:

* similar: misp-galaxy:malpedia="Corebot" with estimative-language:likelihood-
probability="likely"
Table 468. Table References

Links

https://securityintelligence.com/an-overnight-sensation-corebot-returns-as-a-full-fledged-financial-

malware/

https://www.arbornetworks.com/blog/asert/wp-content/uploads/2016/02/ASERT-Threat-
Intelligence-Brief-2016-02-Corebot-1.pdf

https://malwarebreakdown.com/2017/09/11/re-details-malspam-downloads-corebot-banking-

trojan/

TinyNuke

TinyNuke is a modular banking trojan that includes a HiddenDesktop/VNC server and reverse
SOCKS 4 server. It’s main functionality is to make web injections into specific pages to steal user
data. Distributed primarily via malspam emails and exploit Kits.

The tag is: misp-galaxy:banker="TinyNuke"
TinyNuke is also known as:

¢ NukeBot
e Nuclear Bot

* MicroBankingTrojan
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* Xbot
TinyNuke has relationships with:
* similar: misp-galaxy:mitre-tool="Xbot - S0298" with estimative-language:likelihood-
probability="likely"
* similar: misp-galaxy:malpedia="Xbot" with estimative-language:likelihood-probability="likely"
e similar: misp-galaxy:malpedia="TinyNuke" with estimative-language:likelihood-
probability="likely"
Table 469. Table References
Links
https://securelist.com/the-nukebot-banking-trojan-from-rough-drafts-to-real-threats/78957/
https://www.arbornetworks.com/blog/asert/dismantling-nuclear-bot/

https://securityintelligence.com/the-nukebot-trojan-a-bruised-ego-and-a-surprising-source-code-
leak/

http://www.kernelmode.info/forum/viewtopic.php?f=16&t=4596
https://benkowlab.blogspot.ca/2017/08/quick-look-at-another-alina-fork-xbot.html

Retefe

Retefe is a banking trojan that is distributed by what SWITCH CERT calls the Retefe gang or
Operation Emmental. It uses geolocation based targeting. It also leverages fake root certificate and
changes the DNS server for domain name resolution in order to display fake banking websites to
victims. It is spread primarily through malspam emails.

The tag is: misp-galaxy:banker="Retefe"
Retefe is also known as:

e Tsukuba
e Werdlod

Retefe has relationships with:

 similar: misp-galaxy:malpedia="Retefe (Android)" with estimative-language:likelihood-
probability="likely"

* similar: misp-galaxy:malpedia="Dok" with estimative-language:likelihood-probability="likely"
Table 470. Table References
Links
https://www.govcert.admin.ch/blog/33/the-retefe-saga
https://threatpost.com/eternalblue-exploit-used-in-retefe-banking-trojan-campaign/128103/

https://countuponsecurity.com/2016/02/29/retefe-banking-trojan/
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https://securityblog.switch.ch/2014/11/05/retefe-with-a-new-twist/

http://securityintelligence.com/tsukuba-banking-trojan-phishing-in-japanese-waters/

ReactorBot

ReactorBot is sometimes mistakenly tagged as Rovnix. ReactorBot is a full fledged modular bot that
includes a banking module that has roots with the Carberp banking trojan. Distributed primarily
via malspam emails.

The tag is: misp-galaxy:banker="ReactorBot"
ReactorBot has relationships with:

* similar: misp-galaxy:malpedia="ReactorBot" with estimative-language:likelihood-
probability="likely"
Table 471. Table References
Links
http://www.malwaredigger.com/2015/06/rovnix-payload-and-plugin-analysis.html
https://www.symantec.com/connect/blogs/new-carberp-variant-heads-down-under
http://www.malwaredigger.com/2015/05/rovnix-dropper-analysis.html

http://blog.trendmicro.com/trendlabs-security-intelligence/rovnix-infects-systems-with-password-
protected-macros/

Matrix Banker

Matrix Banker is named accordingly because of the Matrix reference in it’s C2 panel. Distributed
primarily via malspam emails.

The tag is: misp-galaxy:banker="Matrix Banker"
Matrix Banker has relationships with:

* similar:  misp-galaxy:malpedia="Matrix = Banker" with estimative-language:likelihood-
probability="likely"

Table 472. Table References
Links

https://www.arbornetworks.com/blog/asert/another-banker-enters-matrix/

Zeus Gameover

Zeus Gameover captures banking credentials from infected computers, then use those credentials
to initiate or re-direct wire transfers to accounts overseas that are controlled by the criminals.
GameOver has a decentralized, peer-to-peer command and control infrastructure rather than
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centralized points of origin. Distributed primarily via malspam emails and exploit Kits.
The tag is: misp-galaxy:banker="Zeus Gameover"

Table 473. Table References

Links
https://heimdalsecurity.com/blog/zeus-gameover/

https://www.us-cert.gov/ncas/alerts/TA14-150A

SpyEye

SpyEye is a similar to the Zeus botnet banking trojan. It utilizes a web control panel for C2 and can
perform form grabbing, autofill credit card modules, ftp grabber, pop3 grabber and HTTP basic
access authorization grabber. It also contained a Kill Zeus feature which would remove any Zeus
infections if SpyEye was on the system. Distributed primarily via exploit kits and malspam emails.

The tag is: misp-galaxy:banker="SpyEye"

Table 474. Table References

Links
https://www.ioactive.com/pdfs/ZeusSpyEyeBankingTrojanAnalysis.pdf

https://www.computerworld.com/article/2509482/security0/spyeye-trojan-defeating-online-
banking-defenses.html

https://www.symantec.com/connect/blogs/spyeye-bot-versus-zeus-bot

Citadel

Citadel is an offspring of the Zeus banking trojan. Delivered primarily via exploit Kkits.
The tag is: misp-galaxy:banker="Citadel”
Citadel has relationships with:

* similar: misp-galaxy:malpedia="Citadel" with estimative-language:likelihood-
probability="likely"
Table 475. Table References
Links
https://blog.malwarebytes.com/threat-analysis/2012/11/citadel-a-cyber-criminals-ultimate-weapon/
https://krebsonsecurity.com/tag/citadel-trojan/

https://securityintelligence.com/cybercriminals-use-citadel-compromise-password-management-
authentication-solutions/
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Atmos

Atmos is derived from the Citadel banking trojan. Delivered primarily via exploit kits and malspam
emails.

The tag is: misp-galaxy:banker="Atmos"

Table 476. Table References
Links
https://heimdalsecurity.com/blog/security-alert-citadel-trojan-resurfaces-atmos-zeus-legacy/

http://www.xylibox.com/2016/02/citadel-0011-atmos.html

Ice IX

Ice IX is a bot created using the source code of ZeuS 2.0.8.9. No major improvements compared to
ZeuS$ 2.0.8.9.

The tag is: misp-galaxy:banker="Ice IX"
Ice IX has relationships with:
* similar: misp-galaxy:malpedia="Ice IX" with estimative-language:likelihood-probability="likely"

Table 477. Table References
Links

https://securelist.com/ice-ix-not-cool-at-all/29111/ [https://securelist.com/ice-ix-not-cool-at-all/29111/

]

Zitmo

Zeus in the mobile. Banking trojan developed for mobile devices such as Windows Mobile,
Blackberry and Android.

The tag is: misp-galaxy:banker="Zitmo"

Table 478. Table References
Links

https://securelist.com/zeus-in-the-mobile-for-android-10/29258/

Licat

Banking trojan based on Zeus V2. Murofet is a newer version of Licat found ~end of 2011
The tag is: misp-galaxy:banker="Licat"

Licat is also known as:
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* Murofet
Licat has relationships with:

* similar: misp-galaxy:malpedia="Murofet" with estimative-language:likelihood-
probability="likely"
Table 479. Table References
Links
https://johannesbader.ch/2015/09/three-variants-of-murofets-dga/
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/PE_LICAT.A

https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-
description?Name=Virus%3aWin32%2fMurofet.A

Skynet

Skynet is a Tor-powered trojan with DDoS, Bitcoin mining and Banking capabilities. Spread via
USENET as per rapid?7.

The tag is: misp-galaxy:banker="Skynet"

Table 480. Table References
Links
https://blog.rapid7.com/2012/12/06/skynet-a-tor-powered-botnet-straight-from-reddit/

IcedID

According to X-Force research, the new banking Trojan emerged in the wild in September 2017,
when its first test campaigns were launched. Our researchers noted that IcedID has a modular
malicious code with modern banking Trojan capabilities comparable to malware such as the Zeus
Trojan. At this time, the malware targets banks, payment card providers, mobile services providers,
payroll, webmail and e-commerce sites in the U.S. Two major banks in the U.K. are also on the
target list the malware fetches.

The tag is: misp-galaxy:banker="IcedID"
IcedID has relationships with:

e similar: misp-galaxy:malpedia="IcedID" with estimative-language:likelihood-
probability="likely"
Table 481. Table References
Links
https://www.bleepingcomputer.com/news/security/new-icedid-banking-trojan-discovered/

https://securityintelligence.com/new-banking-trojan-icedid-discovered-by-ibm-x-force-research/
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http://blog.talosintelligence.com/2018/04/icedid-banking-trojan.html

GratefulPOS

GratefulPOS has the following functions 1. Access arbitrary processes on the target POS system 2.
Scrape track 1 and 2 payment card data from the process(es) 3. Exfiltrate the payment card data via
lengthy encoded and obfuscated DNS queries to a hardcoded domain registered and controlled by
the perpetrators, similar to that described by Paul Rascagneres in his analysis of FrameworkPOS in
2014[iii], and more recently by Luis Mendieta of Anomoli in analysis of a precursor to this sample.

The tag is: misp-galaxy:banker="GratefulPOS"
GratefulPOS has relationships with:

e similar: misp-galaxy:tool="GratefulPOS" with estimative-language:likelihood-
probability="likely"
Table 482. Table References
Links

https://community.rsa.com/community/products/netwitness/blog/2017/12/08/gratefulpos-credit-
card-stealing-malware-just-in-time-for-the-shopping-season

Dok

A macOS banking trojan that that redirects an infected user’s web traffic in order to extract
banking credentials.

The tag is: misp-galaxy:banker="Dok"
Dok has relationships with:

* similar: misp-galaxy:malpedia="Retefe =~ (Android)" with estimative-language:likelihood-
probability="likely"

* similar: misp-galaxy:malpedia="Dok" with estimative-language:likelihood-probability="likely"
Table 483. Table References

Links
https://objective-see.com/blog/blog_0x25.html#Dok

downAndExec

Services like Netflix use content delivery networks (CDNs) to maximize bandwidth usage as it gives
users greater speed when viewing the content, as the server is close to them and is part of the
Netflix CDN. This results in faster loading times for series and movies, wherever you are in the
world. But, apparently, the CDNs are starting to become a new way of spreading malware. The
attack chain is very extensive, and incorporates the execution of remote scripts (similar in some

142


http://blog.talosintelligence.com/2018/04/icedid-banking-trojan.html
https://community.rsa.com/community/products/netwitness/blog/2017/12/08/gratefulpos-credit-card-stealing-malware-just-in-time-for-the-shopping-season
https://community.rsa.com/community/products/netwitness/blog/2017/12/08/gratefulpos-credit-card-stealing-malware-just-in-time-for-the-shopping-season
https://objective-see.com/blog/blog_0x25.html#Dok

respects to the recent “fileless” banking malware trend), plus the use of CDNs for command and
control (C&C), and other standard techniques for the execution and protection of malware.

The tag is: misp-galaxy:banker="downAndExec"

Table 484. Table References
Links

https://www.welivesecurity.com/2017/09/13/downandexec-banking-malware-cdns-brazil/

Smominru

Since the end of May 2017, we have been monitoring a Monero miner that spreads using the
EternalBlue Exploit (CVE-2017-0144). The miner itself, known as Smominru (aka Ismo) has been
well-documented, so we will not discuss its post-infection behavior. However, the miner’s use of
Windows Management Infrastructure is unusual among coin mining malware. The speed at which
mining operations conduct mathematical operations to unlock new units of cryptocurrency is
referred to as “hash power”. Based on the hash power associated with the Monero payment address
for this operation, it appeared that this botnet was likely twice the size of Adylkuzz. The operators
had already mined approximately 8,900 Monero (valued this week between $2.8M and $3.6M). Each
day, the botnet mined roughly 24 Monero, worth an average of $8,500 this week.

The tag is: misp-galaxy:banker="Smominru"
Smominru is also known as:

e Ismo

* Ismo
Smominru has relationships with:

* similar: misp-galaxy:malpedia="Smominru" with estimative-language:likelihood-
probability="likely"
Table 485. Table References
Links

https://www.proofpoint.com/us/threat-insight/post/smominru-monero-mining-botnet-making-
millions-operators

DanaBot

I’'s a Trojan that includes banking site web injections and stealer functions. It consists of a
downloader component that downloads an encrypted file containing the main DLL. The DLL, in
turn, connects using raw TCP connections to port 443 and downloads additional modules (i.e.
VNCDLL.dl, StealerDLL.dll, ProxyDLL.dll)

The tag is: misp-galaxy:banker="DanaBot"
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DanaBot has relationships with:

* similar: misp-galaxy:malpedia="DanaBot" with estimative-language:likelihood-
probability="likely"
Table 486. Table References
Links

https://www.proofpoint.com/us/threat-insight/post/danabot-new-banking-trojan-surfaces-down-
under-0

https://www.bleepingcomputer.com/news/security/danabot-banking-malware-now-targeting-
banks-in-the-us/

Backswap

The banker is distributed through malicious email spam campaigns. Instead of using complex
process injection methods to monitor browsing activity, the malware hooks key Windows message
loop events in order to inspect values of the window objects for banking activity. The payload is
delivered as a modified version of a legitimate application that is partially overwritten by the
malicious payload

The tag is: misp-galaxy:banker="Backswap"

Table 487. Table References
Links
https://www.cert.pl/news/single/analiza-zlosliwego-oprogramowania-backswap/

https://www.welivesecurity.com/2018/05/25/backswap-malware-empty-bank-accounts/

Bebloh

The tag is: misp-galaxy:banker="Bebloh"
Bebloh is also known as:

e URLZone
¢ Shiotob

Bebloh has relationships with:

* similar: misp-galaxy:malpedia="UrlZone" with estimative-language:likelihood-
probability="likely"
Table 488. Table References
Links

https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-
description?Name=TrojanSpy:Win32/Bebloh.A
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https://www.symantec.com/security-center/writeup/2011-041411-0912-99

Banjori
The tag is: misp-galaxy:banker="Banjori"
Banjori is also known as:

e MultiBanker 2
e BankPatch

» BackPatcher
Banjori has relationships with:

* similar: misp-galaxy:malpedia="Banjori" with
probability="likely"

Table 489. Table References
Links
https://www.johannesbader.ch/2015/02/the-dga-of-banjori/

Qadars

The tag is: misp-galaxy:banker="Qadars"
Qadars has relationships with:

* similar: misp-galaxy:malpedia="Qadars" with
probability="likely"

Table 490. Table References

Links

estimative-language:likelihood-

estimative-language:likelihood-

https://www.countercept.com/our-thinking/decrypting-qadars-banking-trojan-c2-traffic/

Sisron
The tag is: misp-galaxy:banker="Sisron"

Table 491. Table References
Links
https://www.johannesbader.ch/2016/06/the-dga-of-sisron/
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Ranbyus
The tag is: misp-galaxy:banker="Ranbyus"
Ranbyus has relationships with:

* similar: misp-galaxy:malpedia="Ranbyus" with estimative-language:likelihood-
probability="likely"

Table 492. Table References
Links
https://www.johannesbader.ch/2016/06/the-dga-of-sisron/

Fobber

The tag is: misp-galaxy:banker="Fobber"
Fobber has relationships with:

* similar: misp-galaxy:malpedia="Fobber" with estimative-language:likelihood-
probability="likely"
Table 493. Table References
Links

https://searchfinancialsecurity.techtarget.com/news/4500249201/Fobber-Drive-by-financial-
malware-returns-with-new-tricks

Karius

Trojan under development and already being distributed through the RIG Exploit Kit. Observed
code similarities with other well-known bankers such as Ramnit, Vawtrak and TrickBot. Karius
works in a rather traditional fashion to other banking malware and consists of three components
(injector32\64.exe, proxy32\64.dll and mod32\64.dll), these components essentially work together to
deploy webinjects in several browsers.

The tag is: misp-galaxy:banker="Karius"
Karius has relationships with:

* similar: misp-galaxy:malpedia="Karius" with estimative-language:likelihood-
probability="likely"

Table 494. Table References
Links

https://research.checkpoint.com/banking-trojans-development/
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Kronos

Kronos was a type of banking malware first reported in 2014. It was sold for $7000. As of
September 2015, a renew version was reconnecting with infected bots and sending them a brand
new configuration file against U.K. banks and one bank in India. Similar to Zeus it was focused on
stealing banking login credentials from browser sessions. A new version of this malware appears to
have been used in 2018, the main difference is that the 2018 edition uses Tor-hosted C&C control

panels.
The tag is: misp-galaxy:banker="Kronos"
Kronos has relationships with:

* similar: misp-galaxy:malpedia="Kronos" with estimative-language:likelihood-
probability="likely"

Table 495. Table References
Links

https://fen.wikipedia.org/wiki/Kronos_(malware)

https://www.proofpoint.com/us/threat-insight/post/kronos-banking-trojan-used-to-deliver-new-
point-of-sale-malware

https://www.bleepingcomputer.com/news/security/new-version-of-the-kronos-banking-trojan-
discovered/

CamuBot

A newly discovered banking Trojan departs from the regular tactics observed by malware
researchers by choosing visible installation and by adding social engineering components. CamuBot
appeared last month in Brazil targeting companies and organizations from the public sector. The
victim is the one installing the malware, at the instructions of a human operator that pretends to be

a bank employee.
The tag is: misp-galaxy:banker="CamuBot"
CamuBot has relationships with:

* similar: misp-galaxy:malpedia="CamuBot" with estimative-language:likelihood-
probability="likely"
Table 496. Table References

Links

https://www.bleepingcomputer.com/news/security/new-banking-trojan-poses-as-a-security-
module/ [https://www.bleepingcomputer.com/news/security/new-banking-trojan-poses-as-a-
security-module/ ]
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Dark Tequila

Dark Tequila has primarily been designed to steal victims’ financial information from a long list of
online banking sites, as well as login credentials to popular websites, ranging from code versioning
repositories to public file storage accounts and domain registrars.

The tag is: misp-galaxy:banker="Dark Tequila"

Table 497. Table References
Links

https://thehackernews.com/2018/08/mexico-banking-malware.html

Bhadra Framework

Bhadra Threat Modeling Framework.

Bhadra Framework is a cluster galaxy available in JSON format at this location
The JSON format can be freely reused in your application or automatically enabled
in MISP.

authors
Siddharth Prakash Rao - Silke Holtmanns - Tuomas Aura

Attacks from UE

"Attacks from UE" refers to any technique that involves the attacks launched by the software or
hardware components of the user equipment to send malicious traffic into the mobile network.

The tag is: misp-galaxy:bhadra-framework="Attacks from UE"

SIM-based attacks

The "SIM-based attacks" are the techniques that involve any physical smart cards, namely SIM from
2G, USIM from 3G, and UICC from 4G networks.

The tag is: misp-galaxy:bhadra-framework="SIM-based attacks"

Attacks from radio access network

The "attacks from radio access network" are the techniques where an adversary with radio
capabilities impersonates the mobile network to the UE (or vice versa) and becomes a man-in-the-
middle.

The tag is: misp-galaxy:bhadra-framework="Attacks from radio access network"
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Attacks from other mobile network

The "attacks from other mobile networks" and the "attacks with physical access to transport
network" techniques can be conducted by evil mobile operators, law enforcement agencies for legal
interception and human insiders with access to network nodes

The tag is: misp-galaxy:bhadra-framework="Attacks from other mobile network"

Attacks with access to transport network

The "attacks from other mobile networks" and the "attacks with physical access to transport
network" techniques can be conducted by evil mobile operators, law enforcement agencies for legal
interception and human insiders with access to network nodes

The tag is: misp-galaxy:bhadra-framework="Attacks with access to transport network"

Attacks from IP-based network

The "attacks from IP-based attacks" techniques mostly are launched from the service and
application network, which allows non operator entities to infuse malicious tralc into an operator’s
network.

The tag is: misp-galaxy:bhadra-framework="Attacks from IP-based network"

Insider attacks and human errors

The "insider attacks and human errors" technique involve the intentional attacks and unintentional
mistakes from human insiders with access to any component of the mobile communication
ecosystem.

The tag is: misp-galaxy:bhadra-framework="Insider attacks and human errors"

Infecting UE hardware or software

Retaining the foothold gained on the target system through the initial access by infecting UE
hardware or software.

The tag is: misp-galaxy:bhadra-framework="Infecting UE hardware or software"

Infecting SIM cards

Retaining the foothold gained on the target system through the initial access by infecting SIM cards.

The tag is: misp-galaxy:bhadra-framework="Infecting SIM cards"
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Spoofed radio network

Retaining the foothold gained on the target system through the initial access by radio network
spoofing.

The tag is: misp-galaxy:bhadra-framework="Spoofed radio network"

Infecting network nodes

Retaining the foothold gained on the target system through the initial access by infecting network
nodes.

The tag is: misp-galaxy:bhadra-framework="Infecting network nodes"

Covert channels

Retaining the foothold gained on the target system through the initial access via covert channels.

The tag is: misp-galaxy:bhadra-framework="Covert channels"

Port scanning or sweeping

"Port scanning or sweeping" techniques to probe servers or hosts with open ports.

The tag is: misp-galaxy:bhadra-framework="Port scanning or sweeping"

Perimeter mapping

"perimeter mapping" techniques such as command-line utilities (e.g., nmap and whois), web-based
lookup tools and official APIs provided by the Internet registrars that assign the ASNs using a wide
range of publicly available sources.

The tag is: misp-galaxy:bhadra-framework="Perimeter mapping"

Threat intelligence gathering

"Threat intelligence gathering” using dedicated search engines (such as Censys, Shodan) to gather
information about vulnerable devices or networks, or using advanced search options of traditional
search engines.

The tag is: misp-galaxy:bhadra-framework="Threat intelligence gathering”

CN-specific scanning

"CN-specific scanning”, used to scan nodes that are interconnected with protocols specific to the
mobile communication domain (GTP, SCTP).
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The tag is: misp-galaxy:bhadra-framework="CN-specific scanning”

Internal resource search

"Internal resource search" refers to an insider with access to provider internal databases abusing
the information as a discovery tactic.

The tag is: misp-galaxy:bhadra-framework="Internal resource search"

UE knocking

"UE knocking" refers to the technique that scans User Equipment, similarly to how IP endpoints and
core network nodes are scanned or mapped.

The tag is: misp-galaxy:bhadra-framework="UE knocking"

Exploit roaming agreements

"Exploit roaming agreements" is a technique exploited by evil mobile operators. Despite
communication with operators is dependent on a roaming agreement being in place, an attacker
that has gained a foothold with one operator, it can abuse the roaming agreements in place for
lateral movement with all adjacent operators with agreements in place.

The tag is: misp-galaxy:bhadra-framework="Exploit roaming agreements"

Abusing interworking functionalities

"Abusing Inter-working functionalities" is a technique for adversaries to move between networks of
different generations laterally

The tag is: misp-galaxy:bhadra-framework="Abusing interworking functionalities"

Exploit platform & service-specific vulnerabilities

Once an attacker has gained a foothold in an operator, it can conduct privilege escalation and
process injection for gaining administrative rights, password cracking of valid user accounts on the
nodes, exploit vulnerabilities in databases and file systems, and take advantage of improper
configurations of routers and switches.

The tag is: misp-galaxy:bhadra-framework="Exploit platform & service-specific vulnerabilities"

SS7-based-attacks

Attacks abusing the SS7 protocol.

The tag is: misp-galaxy:bhadra-framework="SS7-based-attacks"
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Diameter-based attacks

Attacks abusing the Diameter protocol.

"

The tag is: misp-galaxy:bhadra-framework="Diameter-based attacks

GTP-based attacks

Attacks abusing the GTP protocol.

The tag is: misp-galaxy:bhadra-framework="GTP-based attacks"

DNS-based attacks
DNS based attacks.

The tag is: misp-galaxy:bhadra-framework="DNS-based attacks"

Pre-AKA attacks

Attack techniques that take place during the unencrypted communication that occurs prior to the
AKA protocol.

The tag is: misp-galaxy:bhadra-framework="Pre-AKA attacks"

Security audit camouflage

The operating systems, software, and services used on the network nodes are prone to security
vulnerabilities and installation of unwanted malware. Although operators conduct routine security
audits to track and patch the vulnerabilities or remove the malware from the infected nodes, their
effectiveness is not known to the public. Any means by which an adversary can remain undetected
from such audits are referred to as the security audit camouflage technique.

The tag is: misp-galaxy:bhadra-framework="Security audit camouflage"

Blacklist evasion

Mobile operators employ several defenses in terms of securing their network traffic. For instance,
operators maintain a whitelist of IPs and GTs of nodes from their own infrastructure and their
partner operators (as agreed in IR 21), and traffic from only these nodes are processed. Similarly, a
blacklist is also maintained to control spam due to configuration errors and malicious traffic.
Anything from the blacklist is banned from entering the operator’s network. Such defense
mechanisms may defend against unsolicited traffic from external networks (e.g., from the public
Internet and SAN), but it barely serves its purpose in the case of attacks from inter-operator
communications. Since most of the communication protocols are unauthenticated in nature, an
alacker with knowledge of identifiers of the allowed nodes (i.e. gained during the discovery phase)
can impersonate their identity. We call it the blacklist evasion technique.
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The tag is: misp-galaxy:bhadra-framework="Blacklist evasion”

Middlebox misconfiguration exploits

NAT middleboxes are used for separating private networks of mobile operators from public
Internet works as the second line of defense. However, studies have shown that the middleboxes
deployed by operators are prone to misconfigurations that allow adversaries to infiltrate malicious
traffic into mobile networks e.g., by spoofing the IP headers. Some of the other NAT vulnerabilities
lie in IPv4-to-IPv6 address mapping logic, which can be exploited by adversaries to exhaust the
resources, wipe out the mapping, or to assist with blacklist evasion. Adversaries use such
middlebox misconfiguration exploit techniques to launch denial-of-service or over-billing attacks.

The tag is: misp-galaxy:bhadra-framework="Middlebox misconfiguration exploits"

Bypass Firewall

Adversaries (e.g., evil operators) can for example exploit the implicit trust between roaming
partners as a bypass firewall technique.

The tag is: misp-galaxy:bhadra-framework="Bypass Firewall"

Bypass homerouting

SMS home routing is a defense mechanism, where an additional SMS router intervenes in external
location queries for SMS deliveries, and the roaming network takes the responsibility of delivering
the SMS without providing location information to the external entity. Although many operators
have implemented SMS home routing solutions, there are no silver bullets. If the SMS routers are
incorrectly configured, adversaries can hide SMS delivery location queries within other messages
so that the SMS home router fails to process them. We refer to it as the bypass home routing
technique.

The tag is: misp-galaxy:bhadra-framework="Bypass homerouting"

Downgrading

Attacks on the radio access networks are well-studied and newer generations are designed to
address the weaknesses in previous generations. Usage of weak cryptographic primitives, lack of
integrity protection of the radio channels, and one-sided authentication (only from the network)
remain as the problem of mostly GSM only radio communication. So, radio link attackers use
downgrading as an attack technique to block service over newer generations and accept to serve
only in the GSM radio network. The downgrading technique works similarly in the core network,
where the adversary accepts to serve only in SS7-based signaling instead of Diameterbased
signaling. Using interworking functions for inter-generation communication translation could
make the downgrading attacks much easier.

The tag is: misp-galaxy:bhadra-framework="Downgrading"
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Redirection

Redirection technique is a variant of the downgrading technique, where an adversary forcefully
routes the traffic through networks or components that are under its control. By redirecting traffic
to an unsafe network, the adversary can intercept mobile communication (e.g., calls and SMS) on
the RAN part. Redirection attacks on the core network result in not only communication
interception, but also in billing discrepancies, as an adversary can route the calls of a mobile user
from its home network through a foreign network on a higher call rate.

The tag is: misp-galaxy:bhadra-framework="Redirection"

UE Protection evasion

Protection on the UE is mainly available in the form of antivirus apps as a defense against viruses
and malware that steals sensitive information (e.g., banking credentials and user passwords) or
track user activities. Simple visual cues on UE (such as notifications) could also be a protection
mechanism by itself. Unfortunately, mobile network-based attacks cannot be detected or defended
effectively from UE’s side by traditional antivirus apps, and such attacks do not trigger any visual
signs. Although there are attempts for defending against radio link attacks, including citywide
studies to detect IMSI catchers, their effectiveness is still under debate. Similarly, there are recent
attempts to detect signaling attacks using distance bounding protocol run from a UE. However, such
solutions are still in the research phase, and their effectiveness on a large scale is still untested. To
this end, the absence of robust detection and defense mechanisms on the UE is, in fact, an evasion
mechanism for an adversary. We refer to them as UE protection evasion techniques.

The tag is: misp-galaxy:bhadra-framework="UE Protection evasion”

Admin credentials

Stealing legitimate admin credentials for critical nodes is beneficial for the adversary to increase its
chances of persistence to the target or masquerade its activities.

The tag is: misp-galaxy:bhadra-framework="Admin credentials"

User-specific identifiers

User-specific identifiers such as IMSI and IMEI are an indicator for who owns UE with a specific
subscription and where a UE is located physically. Since mobile users always keep their mobile
phones physically near them, an adversary with the knowledge of these permanent identifiers will
be able to determine whether or not a user is in a specific location. On the other hand, temporary
identifiers (e.g., TMSI and GUTI) are used to reduce the usage of permanent identifiers like IMSI
over radio channels. Although the temporary identifiers are supposed to change frequently and
expected to live for a short period, research has shown that it is not the case

The tag is: misp-galaxy:bhadra-framework="User-specific identifiers"
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User-specific data

Adversaries can collect several types of user-specific data, such as the content of SMS and calls,
location dumps from base stations, call and billing records, and browsing-related data (such as DNS
queries and unencrypted browsing sessions).

The tag is: misp-galaxy:bhadra-framework="User-specific data"

Network-specific identifiers

Adversaries aim to collect network-specific identifiers such as GTs and IPs of critical nodes and
Tunnel Endpoint Identifier (TEID) of GTP tunnels from operators’ networks

The tag is: misp-galaxy:bhadra-framework="Network-specific identifiers"

Network-specific data

Adversaries may also be interested in network-specific data that are obtained mainly during the
execution of discovery tactics. Such data includes, e.g., the network topology, the trust relationship
between different nodes, routing metadata, and sensitive documents

The tag is: misp-galaxy:bhadra-framework="Network-specific data”

Location tracking

Attacker is able to track the location of the target end-user.

The tag is: misp-galaxy:bhadra-framework="Location tracking"

Calls eavesdropping

Attacker is able to eavesdrop on calls.

The tag is: misp-galaxy:bhadra-framework="Calls eavesdropping"

SMS interception

Attacker is able to intercept SMS messages.

The tag is: misp-galaxy:bhadra-framework="SMS interception”

Data interception

Attacker is able to intercept or modify internet traffic.

The tag is: misp-galaxy:bhadra-framework="Data interception”
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Billing frauds

Billing frauds refer to various types of attacks where an adversary causes financial discrepancies
for operators.

The tag is: misp-galaxy:bhadra-framework="Billing frauds"

DoS - network

The attacker can create signaling havoc in specific nodes of operators by repeatedly triggering
resource allocation or revocation requests.

The tag is: misp-galaxy:bhadra-framework="DoS - network"

DoS - user

The attacker can cause denial of service to mobile users.

The tag is: misp-galaxy:bhadra-framework="DoS - user"

Identity-related attacks

Identity-based attacks involve attack techniques using userand network-specific identifiers.
Identity-based attacks cause harm to the privacy of mobile users and produce fraudulent traffic
that incurs a financial loss to operators. In most cases, identity-based attacks are used in
impersonation, where an adversary impersonates a legitimate mobile user to the core network
without possessing appropriate credentials, for example, to avail free mobile services. Most of the
signaling attacks that use SS7 are also fall into this category. In other cases, identitybased attacks
involve identity mapping, where the adversaries map temporary identifiers (e.g., TMSI and GUTI) to
permanent identifiers (e.g., IMSI or MSISDN). In rare cases, the IMSI can further be mapped to
social media identities.

The tag is: misp-galaxy:bhadra-framework="Identity-related attacks"

Botnet

botnet galaxy.
o Botnet is a cluster galaxy available in JSON format at this location The JSON
format can be freely reused in your application or automatically enabled in MISP.
authors
Various
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ADB.miner

A new botnet appeared over the weekend, and it’s targeting Android devices by scanning for open
debug ports so it can infect victims with malware that mines the Monero cryptocurrency.

The botnet came to life on Saturday, February 3, and is targeting port 5555, which on devices
running the Android OS is the port used by the operating system’s native Android Debug Bridge
(ADB), a debugging interface that grants access to some of the operating system’s most sensitive
features.

Only devices running the Android OS have been infected until now, such as smartphones, smart
TVs, and TV top boxes, according to security researchers from Qihoo 360’s Network Security
Research Lab [Netlab] division, the ones who discovered the botnet, which the named ADB.miner.

The tag is: misp-galaxy:botnet="ADB.miner"

Table 498. Table References
Links

https://www.bleepingcomputer.com/news/security/android-devices-targeted-by-new-monero-
mining-botnet/

Bagle

Bagle (also known as Beagle) was a mass-mailing computer worm affecting Microsoft Windows.
The first strain, Bagle.A, did not propagate widely. A second variant, Bagle.B, was considerably
more virulent.

The tag is: misp-galaxy:botnet="Bagle"
Bagle is also known as:

* Beagle
» Mitglieder
* Lodeight

Bagle has relationships with:
* similar: misp-galaxy:malpedia="Bagle" with estimative-language:likelihood-probability="likely"

Table 499. Table References
Links

https://en.wikipedia.org/wiki/Bagle_(computer_worm)

Marina Botnet

Around the same time Bagle was sending spam messages all over the world, the Marina Botnet
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quickly made a name for itself. With over 6 million bots pumping out spam emails every single day,
it became apparent these “hacker tools” could get out of hand very quickly. At its peak, Marina
Botnet delivered 92 billion spam emails per day.

The tag is: misp-galaxy:botnet="Marina Botnet"
Marina Botnet is also known as:

* Damon Briant

* BOB.dc

e Cotmonger

* Hacktool.Spammer

* Kraken
Marina Botnet has relationships with:

* similar: misp-galaxy:botnet="Kraken" with estimative-language:likelihood-probability="likely"
Table 500. Table References

Links

https://en.wikipedia.org/wiki/Botnet

Torpig

Torpig, also known as Anserin or Sinowal is a type of botnet spread through systems compromised
by the Mebroot rootkit by a variety of trojan horses for the purpose of collecting sensitive personal
and corporate data such as bank account and credit card information. It targets computers that use
Microsoft Windows, recruiting a network of zombies for the botnet. Torpig circumvents antivirus
software through the use of rootkit technology and scans the infected system for credentials,
accounts and passwords as well as potentially allowing attackers full access to the computer. It is
also purportedly capable of modifying data hajimeon the computer, and can perform man-in-the-
browser attacks.

The tag is: misp-galaxy:botnet="Torpig"
Torpig is also known as:

e Sinowal

* Anserin
Torpig has relationships with:

* similar: misp-galaxy:malpedia="Sinowal" with estimative-language:likelihood-
probability="likely"

Table 501. Table References

Links
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Storm

The Storm botnet or Storm worm botnet (also known as Dorf botnet and Ecard malware) is a
remotely controlled network of "zombie" computers (or "botnet") that have been linked by the
Storm Worm, a Trojan horse spread through e-mail spam. At its height in September 2007, the
Storm botnet was running on anywhere from 1 million to 50 million computer systems, and
accounted for 8% of all malware on Microsoft Windows computers. It was first identified around
January 2007, having been distributed by email with subjects such as "230 dead as storm batters
Europe,"” giving it its well-known name. The botnet began to decline in late 2007, and by mid-2008,
had been reduced to infecting about 85,000 computers, far less than it had infected a year earlier.

The tag is: misp-galaxy:botnet="Storm"
Storm is also known as:

* Nuwar

* Peacomm
» Zhelatin
e Dorf

e Ecard

Table 502. Table References
Links

https://en.wikipedia.org/wiki/Storm_botnet

Rustock

The tag is: misp-galaxy:botnet="Rustock"
Rustock is also known as:

¢ RKRustok

* Costrat
Rustock has relationships with:

* similar: misp-galaxy:malpedia="Rustock"
probability="likely"
Table 503. Table References
Links

https://fen.wikipedia.org/wiki/Rustock_botnet

with

estimative-language:likelihood-

159


https://en.wikipedia.org/wiki/Torpig
https://en.wikipedia.org/wiki/Storm_botnet
https://en.wikipedia.org/wiki/Rustock_botnet

Donbot

The tag is: misp-galaxy:botnet="Donbot"
Donbot is also known as:

¢ Buzus

* Bachsoy

Donbot has relationships with:

 similar: misp-galaxy:malpedia="Buzus" with estimative-language:likelihood-probability="likely"

Table 504. Table References
Links

https://fen.wikipedia.org/wiki/Donbot_botnet

Cutwalil

The Cutwail botnet, founded around 2007, is a botnet mostly involved in sending spam e-mails. The
bot is typically installed on infected machines by a Trojan component called Pushdo.] It affects
computers running Microsoft Windows. related to: Wigon, Pushdo

The tag is: misp-galaxy:botnet="Cutwail”
Cutwail is also known as:

e Pandex

¢ Mutant

Cutwail has relationships with:
* similar: misp-galaxy:malpedia="Cutwail"
probability="likely"
Table 505. Table References
Links

https://fen.wikipedia.org/wiki/Cutwail_botnet

Akbot

with estimative-language:likelihood-

Akbot was a computer virus that infected an estimated 1.3 million computers and added them to a

botnet.
The tag is: misp-galaxy:botnet="Akbot"

Akbot has relationships with:
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* similar: misp-galaxy:tool="Akbot" with estimative-language:likelihood-probability="likely"

Table 506. Table References
Links

https://fen.wikipedia.org/wiki/Akbot

Srizbi

Srizbi BotNet, considered one of the world’s largest botnets, and responsible for sending out more
than half of all the spam being sent by all the major botnets combined. The botnets consist of
computers infected by the Srizbi trojan, which sent spam on command. Srizbi suffered a massive
setback in November 2008 when hosting provider Janka Cartel was taken down; global spam
volumes reduced up to 93% as a result of this action.

The tag is: misp-galaxy:botnet="Srizbi"
Srizbi is also known as:

* Cbeplay

* Exchanger

Table 507. Table References
Links

https://en.wikipedia.org/wiki/Srizbi_botnet

Lethic

The Lethic Botnet (initially discovered around 2008) is a botnet consisting of an estimated 210 000 -
310 000 individual machines which are mainly involved in pharmaceutical and replica spam. At the
peak of its existence the botnet was responsible for 8-10% of all the spam sent worldwide.

The tag is: misp-galaxy:botnet="Lethic"
Lethic has relationships with:
 similar: misp-galaxy:malpedia="Lethic" with estimative-language:likelihood-probability="likely"

Table 508. Table References
Links

https://en.wikipedia.org/wiki/Lethic_botnet

Xarvester

The tag is: misp-galaxy:botnet="Xarvester"

Xarvester is also known as:
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* Rlsloup

» Pixoliz

Table 509. Table References
Links

https://krebsonsecurity.com/tag/xarvester/

Sality

Sality is the classification for a family of malicious software (malware), which infects files on
Microsoft Windows systems. Sality was first discovered in 2003 and has advanced over the years to
become a dynamic, enduring and full-featured form of malicious code. Systems infected with Sality
may communicate over a peer-to-peer (P2P) network for the purpose of relaying spam, proxying of
communications, exfiltrating sensitive data, compromising web servers and/or coordinating
distributed computing tasks for the purpose of processing intensive tasks (e.g. password cracking).
Since 2010, certain variants of Sality have also incorporated the use of rootkit functions as part of
an ongoing evolution of the malware family. Because of its continued development and capabilities,
Sality is considered to be one of the most complex and formidable forms of malware to date.

The tag is: misp-galaxy:botnet="Sality"
Sality is also known as:

e Sector
¢ Kuku

* Sality

SalLoad
* Kookoo
» SaliCode
» Kukacka

Sality has relationships with:
 similar: misp-galaxy:malpedia="Sality" with estimative-language:likelihood-probability="likely"

Table 510. Table References
Links

https://en.wikipedia.org/wiki/Sality

Mariposa

The Mariposa botnet, discovered December 2008, is a botnet mainly involved in cyberscamming
and denial-of-service attacks. Before the botnet itself was dismantled on 23 December 2009, it
consisted of up to 12 million unique IP addresses or up to 1 million individual zombie computers
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infected with the "Butterfly (mariposa in Spanish) Bot", making it one of the largest known botnets.
The tag is: misp-galaxy:botnet="Mariposa"

Table 511. Table References
Links

https://en.wikipedia.org/wiki/Mariposa_botnet

Conficker

Conficker, also known as Downup, Downadup and Kido, is a computer worm targeting the
Microsoft Windows operating system that was first detected in November 2008. It uses flaws in
Windows OS software and dictionary attacks on administrator passwords to propagate while
forming a botnet, and has been unusually difficult to counter because of its combined use of many
advanced malware techniques. The Conficker worm infected millions of computers including
government, business and home computers in over 190 countries, making it the largest known
computer worm infection since the 2003 Welchia.

The tag is: misp-galaxy:botnet="Conficker"
Conficker is also known as:

* DownUp

DownAndUp

DownAdUp
* Kido
Conficker has relationships with:

* similar: misp-galaxy:malpedia="Conficker" with estimative-language:likelihood-
probability="likely"

Table 512. Table References
Links

https://en.wikipedia.org/wiki/Conficker

Waledac

Waledac, also known by its aliases Waled and Waledpak, was a botnet mostly involved in e-mail
spam and malware. In March 2010 the botnet was taken down by Microsoft.

The tag is: misp-galaxy:botnet="Waledac"
Waledac is also known as:

e Waled
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* Waledpak

Table 513. Table References
Links

https://fen.wikipedia.org/wiki/Waledac_botnet

Maazbhen

A new botnet, dubbed Maazben, has also been observed and is also growing rapidly. MessageLabs
Intelligence has been tracking the growth of Maazben since its infancy in late May and early June.
Its dominance in terms of the proportion of spam has been accelerating in the last 30 days from just
over 0.5% of all spam, peaking at 4.5% of spam when it is most active. Currently spam from
Maazben accounts for approximately 1.4% of all spam, but this is likely to increase significantly
over time, particularly since both overall spam per minute sent and spam per bot per minute are
increasing.

The tag is: misp-galaxy:botnet="Maazben"

Table 514. Table References
Links

https://www.symantec.com/connect/blogs/evaluating-botnet-capacity

Onewordsub

The tag is: misp-galaxy:botnet="Onewordsub"

Table 515. Table References
Links

https://www.botnets.fr/wiki/OneWordSub

Gheg

Tofsee, also known as Gheg, is another botnet analyzed by CERT Polska. Its main job is to send
spam, but it is able to do other tasks as well. It is possible thanks to the modular design of this
malware - it consists of the main binary (the one user downloads and infects with), which later
downloads several additional modules from the C2 server — they modify code by overwriting some
of the called functions with their own. An example of some actions these modules perform is
spreading by posting click-bait messages on Facebook and VKontakte (Russian social network).

The tag is: misp-galaxy:botnet="Gheg"
Gheg is also known as:

e Tofsee

« Mondera
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Gheg has relationships with:
* similar: misp-galaxy:malpedia="Tofsee" with estimative-language:likelihood-probability="likely"

Table 516. Table References
Links

https://www.cert.pl/en/news/single/tofsee-en/

Nucrypt
The tag is: misp-galaxy:botnet="Nucrypt"

Table 517. Table References
Links

https://www.botnets.fr/wiki.old/index.php?title=Nucrypt&setlang=en

Wopla
The tag is: misp-galaxy:botnet="Wopla"

Table 518. Table References
Links

https://www.botnets.fr/wiki.old/index.php/Wopla

Asprox

The Asprox botnet (discovered around 2008), also known by its aliases Badsrc and Aseljo, is a
botnet mostly involved in phishing scams and performing SQL injections into websites in order to
spread malware.

The tag is: misp-galaxy:botnet="Asprox”
Asprox is also known as:

e Badsrc
* Aseljo
e Danmec

* Hydraflux
Asprox has relationships with:

* similar: misp-galaxy:malpedia="Asprox" with estimative-language:likelihood-
probability="likely"

Table 519. Table References
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Links

https://en.wikipedia.org/wiki/Asprox_botnet

Spamthru

Spam Thru represented an expontential jump in the level of sophistication and complexity of these
botnets, harnessing a 70,000 strong peer to peer botnet seeded with the Spam Thru Trojan. Spam
Thru is also known by the Aliases Backdoor.Win32.Agent.uu, Spam-DComServ and Troj_Agent.Bor.
Spam Thru was unique because it had its own antivirus engine designed to remove any other
malicious programs residing in the same infected host machine so that it can get unlimited access
to the machine’s processing power as well as bandwidth. It also had the potential to be 10 times
more productive than most other botnets while evading detection because of in-built defences.

The tag is: misp-galaxy:botnet="Spamthru"
Spamthru is also known as:

* Spam-DComServ
¢ Covesmer

e Xmiler

Table 520. Table References
Links

http://www.root777.com/security/analysis-of-spam-thru-botnet/

Gumblar

Gumblar is a malicious JavaScript trojan horse file that redirects a user’s Google searches, and then
installs rogue security software. Also known as Troj/JSRedir-R this botnet first appeared in 2009.

The tag is: misp-galaxy:botnet="Gumblar"

Table 521. Table References
Links

https://en.wikipedia.org/wiki/Gumblar

BredoLab

The Bredolab botnet, also known by its alias Oficla, was a Russian botnet mostly involved in viral e-
mail spam. Before the botnet was eventually dismantled in November 2010 through the seizure of
its command and control servers, it was estimated to consist of millions of zombie computers.

The tag is: misp-galaxy:botnet="BredoLab"

BredoLab is also known as:
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» Oficla
BredoLab has relationships with:
* similar: misp-galaxy:tool="0Oficla" with estimative-language:likelihood-probability="likely"

Table 522. Table References
Links

https://en.wikipedia.org/wiki/Bredolab_botnet

Grum

The Grum botnet, also known by its alias Tedroo and Reddyb, was a botnet mostly involved in
sending pharmaceutical spam e-mails. Once the world’s largest botnet, Grum can be traced back to
as early as 2008. At the time of its shutdown in July 2012, Grum was reportedly the world’s 3rd
largest botnet, responsible for 18% of worldwide spam traffic.

The tag is: misp-galaxy:botnet="Grum"
Grum is also known as:

e Tedroo

* Reddyb

Table 523. Table References
Links

https://fen.wikipedia.org/wiki/Grum_botnet

Mega-D

The Mega-D, also known by its alias of Ozdok, is a botnet that at its peak was responsible for
sending 32% of spam worldwide.

The tag is: misp-galaxy:botnet="Mega-D"
Mega-D is also known as:
* Ozdok

Table 524. Table References
Links

https://en.wikipedia.org/wiki/Mega-D_botnet

Kraken

The Kraken botnet was the world’s largest botnet as of April 2008. Researchers say that Kraken
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infected machines in at least 50 of the Fortune 500 companies and grew to over 400,000 bots. It was
estimated to send 9 billion spam messages per day. Kraken botnet malware may have been
designed to evade anti-virus software, and employed techniques to stymie conventional anti-virus
software.

The tag is: misp-galaxy:botnet="Kraken"
Kraken is also known as:

* Kracken
Kraken has relationships with:

* similar: misp-galaxy:botnet="Marina Botnet" with estimative-language:likelihood-
probability="likely"

Table 525. Table References
Links

https://en.wikipedia.org/wiki/Kraken_botnet

Festi

The Festi botnet, also known by its alias of Spamnost, is a botnet mostly involved in email spam and
denial of service attacks.

The tag is: misp-galaxy:botnet="Festi"
Festi is also known as:
* Spamnost

Table 526. Table References
Links

https://en.wikipedia.org/wiki/Festi_botnet

Vulcanbot

Vulcanbot is the name of a botnet predominantly spread in Vietnam, apparently with political
motives. It is thought to have begun in late 2009.

The tag is: misp-galaxy:botnet="Vulcanbot"

Table 527. Table References
Links

https://fen.wikipedia.org/wiki/Vulcanbot
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LowSec

"

The tag is: misp-galaxy:botnet="LowSec
LowsSec is also known as:

* LowSecurity
* FreeMoney

* Ring0.Tools

TDL4

Alureon (also known as TDSS or TDL-4) is a trojan and bootkit created to steal data by intercepting
a system’s network traffic and searching for: banking usernames and passwords, credit card data,
PayPal information, social security numbers, and other sensitive user data. Following a series of
customer complaints, Microsoft determined that Alureon caused a wave of BSoDs on some 32-bit
Microsoft Windows systems. The wupdate, MS10-015,triggered these crashes by breaking
assumptions made by the malware author(s).

The tag is: misp-galaxy:botnet="TDL4"
TDL4 is also known as:

* TDSS

* Alureon
TDL4 has relationships with:

* similar: misp-galaxy:malpedia="Alureon" with estimative-language:likelihood-
probability="likely"

Table 528. Table References
Links

https://en.wikipedia.org/wiki/Alureon#TDL-4

Zeus

Zeus, ZeusS, or Zbot is a Trojan horse malware package that runs on versions of Microsoft Windows.
While it can be used to carry out many malicious and criminal tasks, it is often used to steal
banking information by man-in-the-browser keystroke logging and form grabbing. It is also used to
install the CryptoLocker ransomware. Zeus is spread mainly through drive-by downloads and
phishing schemes. First identified in July 2007 when it was used to steal information from the
United States Department of Transportation, it became more widespread in March 2009. In June
2009 security company Prevx discovered that Zeus had compromised over 74,000 FTP accounts on
websites of such companies as the Bank of America, NASA, Monster.com, ABC, Oracle, Play.com,
Cisco, Amazon, and BusinessWeek. Similarly to Koobface, Zeus has also been used to trick victims of
tech support scams into giving the scam artists money through pop-up messages that claim the user
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has a virus, when in reality they might have no viruses at all. The scammers may use programs
such as Command prompt or Event viewer to make the user believe that their computer is infected.

The tag is: misp-galaxy:botnet="Zeus"
Zeus is also known as:

* Zbot

* ZeuS

* PRG

* Wsnpoem
* Gorhax

* Kneber
Zeus has relationships with:

* similar: misp-galaxy:tool="Zeus" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:banker="Zeus" with estimative-language:likelihood-probability="likely"

 similar: misp-galaxy:malpedia="Zeus" with estimative-language:likelihood-probability="likely"

Table 529. Table References
Links

https://en.wikipedia.org/wiki/Zeus_(malware)

Kelihos

The Kelihos botnet, also known as Hlux, is a botnet mainly involved in spamming and the theft of
bitcoins.

The tag is: misp-galaxy:botnet="Kelihos"
Kelihos is also known as:

* Hlux
Kelihos has relationships with:

* similar: misp-galaxy:malpedia="Kelihos" with estimative-language:likelihood-
probability="likely"

Table 530. Table References
Links

https://en.wikipedia.org/wiki/Kelihos_botnet
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Ramnit

Ramnit is a Computer worm affecting Windows users. It was estimated that it infected 800 000
Windows PCs between September and December 2011. The Ramnit botnet was dismantled by
Europol and Symantec securities in 2015. In 2015, this infection was estimated at 3 200 000 PCs.

The tag is: misp-galaxy:botnet="Ramnit"
Ramnit has relationships with:

* similar: misp-galaxy:banker="Ramnit" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:malpedia="Ramnit" with estimative-language:likelihood-
probability="likely"
Table 531. Table References
Links

https://en.wikipedia.org/wiki/Botnet

ZerOn3t

The tag is: misp-galaxy:botnet="Zer0On3t

"

ZerOn3t is also known as:

 Fib3rl0Oglc
e ZerOn3t

* ZerOLoglx

Chameleon

The Chameleon botnet is a botnet that was discovered on February 28, 2013 by the security
research firm, spider.io. It involved the infection of more than 120,000 computers and generated,
on average, 6 million US dollars per month from advertising traffic. This traffic was generated on
infected systems and looked to advertising parties as regular end users which browsed the Web,
because of which it was seen as legitimate web traffic. The affected computers were all Windows
PCs with the majority being private PCs (residential systems).

The tag is: misp-galaxy:botnet="Chameleon"

Table 532. Table References
Links

https://fen.wikipedia.org/wiki/Chameleon_botnet
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Mirai

Mirai (Japanese for "the future"”, 00) is a malware that turns networked devices running Linux into
remotely controlled "bots" that can be used as part of a botnet in large-scale network attacks. It
primarily targets online consumer devices such as IP cameras and home routers. The Mirai botnet
was first found in August 2016 by MalwareMustDie, a whitehat malware research group, and has
been used in some of the largest and most disruptive distributed denial of service (DDoS) attacks,
including an attack on 20 September 2016 on computer security journalist Brian Krebs’s web site,
an attack on French web host OVH, and the October 2016 Dyn cyberattack.

The tag is: misp-galaxy:botnet="Mirai"
Mirai has relationships with:

* similar: misp-galaxy:tool="Mirai" with estimative-language:likelihood-probability="likely"

* similar: misp-galaxy:malpedia="Mirai (ELP)"  with estimative-language:likelihood-
probability="likely"

 variant-of: misp-galaxy:botnet="Owari" with estimative-language:likelihood-probability="likely"

* variant-of: misp-galaxy:botnet="Sora" with estimative-language:likelihood-probability="likely"

Table 533. Table References
Links
https://en.wikipedia.org/wiki/Mirai_(malware)

https://researchcenter.paloaltonetworks.com/2018/09/unit42-multi-exploit-iotlinux-botnets-mirai-
gafgyt-target-apache-struts-sonicwall/

https://www.bleepingcomputer.com/news/security/mirai-iot-malware-uses-aboriginal-linux-to-
target-multiple-platforms/

https://www.bleepingcomputer.com/news/security/new-mirai-variant-comes-with-27-exploits-
targets-enterprise-devices/

XorDDoS

XOR DDOS is a Linux trojan used to perform large-scale DDoS
The tag is: misp-galaxy:botnet="XorDDoS"

Table 534. Table References
Links

https://en.wikipedia.org/wiki/Xor_DDoS

Satori

According to a report Li shared with Bleeping Computer today, the Mirai Satori variant is quite
different from all previous pure Mirai variants.Previous Mirai versions infected IoT devices and
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then downloaded a Telnet scanner component that attempted to find other victims and infect them
with the Mirai bot.The Satori variant does not use a scanner but uses two embedded exploits that
will try to connect to remote devices on ports 37215 and 52869.Effectively, this makes Satori an IoT
worm, being able to spread by itself without the need for separate components.

The tag is: misp-galaxy:botnet="Satori"
Satori is also known as:

» Okiru
Satori has relationships with:

* similar: misp-galaxy:tool="Satori" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:malpedia="Satori" with estimative-language:likelihood-probability="likely"
Table 535. Table References

Links

https://www.bleepingcomputer.com/news/security/satori-botnet-has-sudden-awakening-with-over-
280-000-active-bots/

https://blog.fortinet.com/2017/12/12/rise-of-one-more-mirai-worm-variant

BetaBot

The tag is: misp-galaxy:botnet="BetaBot"
BetaBot has relationships with:

* similar: misp-galaxy:malpedia="BetaBot" with estimative-language:likelihood-

probability="likely"

Hajime
Hajime (meaning ‘beginning’ in Japanese) is an IoT worm that was first mentioned on 16 October
2016 in a public report by RapidityNetworks. One month later we saw the first samples being
uploaded from Spain to VT. This worm builds a huge P2P botnet (almost 300,000 devices at the time
of publishing this blogpost), but its real purpose remains unknown. It is worth mentioning that in
the past, the Hajime IoT botnet was never used for massive DDoS attacks, and its existance was a

mystery for many researchers, as the botnet only gathered infected devices but almost never did
anything with them (except scan for other vulnerable devices).

The tag is: misp-galaxy:botnet="Hajime"
Hajime has relationships with:

* similar: misp-galaxy:malpedia="Hajime" with estimative-language:likelihood-
probability="likely"
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Table 536. Table References
Links

https://www.bleepingcomputer.com/news/security/hajime-botnet-makes-a-comeback-with-
massive-scan-for-mikrotik-routers/

https://en.wikipedia.org/wiki/Hajime_(malware)

https://securelist.com/hajime-the-mysterious-evolving-botnet/78160/

Muhstik

The botnet is exploiting the CVE-2018-7600 vulnerability —also known as Drupalgeddon 2— to
access a specific URL and gain the ability to execute commands on a server running the Drupal
CMS. At the technical level, Netlab says Muhstik is built on top of Tsunami, a very old strain of
malware that has been used for years to create botnets by infecting Linux servers and smart
devices running Linux-based firmware. Crooks have used Tsunami initially for DDoS attacks, but its
feature-set has greatly expanded after its source code leaked online. The Muhstik version of
Tsunami, according to a Netlab report published today, can launch DDoS attacks, install the XMRig
Monero miner, or install the CGMiner to mine Dash cryptocurrency on infected hosts. Muhstik
operators are using these three payloads to make money via the infected hosts.

The tag is: misp-galaxy:botnet="Muhstik"

Table 537. Table References
Links

https://www.bleepingcomputer.com/news/security/big-iot-botnet-starts-large-scale-exploitation-of-
drupalgeddon-2-vulnerability/

Hide and Seek

Security researchers have discovered the first IoT botnet malware strain that can survive device
reboots and remain on infected devices after the initial compromise. This is a major game-changing
moment in the realm of IoT and router malware. Until today, equipment owners could always
remove IoT malware from their smart devices, modems, and routers by resetting the device. The
reset operation flushed the device’s flash memory, where the device would keep all its working
data, including IoT malware strains. But today, Bitdefender researchers announced they found an
IoT malware strain that under certain circumstances copies itself to /etc/init.d/, a folder that houses
daemon scripts on Linux-based operating systems —like the ones on routers and IoT devices. By
placing itself in this menu, the device’s OS will automatically start the malware’s process after the
next reboot.

The tag is: misp-galaxy:botnet="Hide and Seek"
Hide and Seek is also known as:

o HNS
e Hide 'N Seek
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Hide and Seek has relationships with:

* similar: misp-galaxy:malpedia="Hide and Seek" with estimative-language:likelihood-
probability="likely"
Table 538. Table References

Links

https://www.bleepingcomputer.com/news/security/hide-and-seek-becomes-first-iot-botnet-capable-
of-surviving-device-reboots/

https://www.bleepingcomputer.com/news/security/new-hns-iot-botnet-has-already-amassed-14k-
bots/

https://www.bleepingcomputer.com/news/security/hide-and-seek-botnet-adds-infection-vector-for-
android-devices/

Mettle

Command-and-control panel and the scanner of this botnet is hosted on a server residing in
Vietnam. Attackers have been utilizing an open-sourced Mettle attack module to implant malware
on vulnerable routers.

The tag is: misp-galaxy:botnet="Mettle"

Table 539. Table References

Links
https://thehackernews.com/2018/05/botnet-malware-hacking.html

Owari

IoT botnet, Mirai variant that has added three exploits to its arsenal. After a successful exploit, this
bot downloads its payload, Owari bot - another Mirai variant - or Omni bot. Author is called

WICKED
The tag is: misp-galaxy:botnet="Owari"
Owari has relationships with:

* similar: misp-galaxy:malpedia="Owari" with estimative-language:likelihood-probability="likely"

variant-of: misp-galaxy:botnet="Mirai" with estimative-language:likelihood-probability="likely"
* variant-of: misp-galaxy:tool="Mirai" with estimative-language:likelihood-probability="likely"

* variant-of: misp-galaxy:botnet="Sora" with estimative-language:likelihood-probability="likely"

Table 540. Table References

Links

https://www.fortinet.com/blog/threat-research/a-wicked-family-of-bots.html
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Brain Food

Brain Food is usually the second step in a chain of redirections, its PHP code is polymorphic and
obfuscated with multiple layers of base64 encoding. Backdoor functionalities are also embedded in
the code allowing remote execution of shell code on web servers which are configured to allow the
PHP 'system' command.

The tag is: misp-galaxy:botnet="Brain Food"

Table 541. Table References
Links

https://www.proofpoint.com/us/threat-insight/post/brain-food-botnet-gives-website-operators-
heartburn

Pontoeb

The bot gathers information from the infected system through WMI queries (SerialNumber,
SystemDrive, operating system, processor architecture), which it then sends back to a remote
attacker. It installs a backdoor giving an attacker the possibility to run command such as: download
a file, update itself, visit a website and perform HTTP, SYN, UDP flooding

The tag is: misp-galaxy:botnet="Pontoeb"
Pontoeb is also known as:
e NOise

Table 542. Table References
Links

https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-
description?Name=Backdoor:MSIL/Pontoeb.]

http://dataprotectioncenter.com/general/are-you-beta-testing-malware/

Trik Spam Botnet
The tag is: misp-galaxy:botnet="Trik Spam Botnet"
Trik Spam Botnet is also known as:

* Trik Trojan

Table 543. Table References
Links

https://www.bleepingcomputer.com/news/security/trik-spam-botnet-leaks-43-million-email-
addresses/
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Madmax
The tag is: misp-galaxy:botnet="Madmax"
Madmax is also known as:
* Mad Max
Madmax has relationships with:
 similar: misp-galaxy:tool="Mad Max" with estimative-language:likelihood-probability="likely"

Table 544. Table References
Links

https://news.softpedia.com/news/researchers-crack-mad-max-botnet-algorithm-and-see-in-the-
future-506696.shtml

Pushdo

The tag is: misp-galaxy:botnet="Pushdo"
Pushdo has relationships with:

* similar: misp-galaxy:malpedia="Pushdo" with estimative-language:likelihood-
probability="likely"

Table 545. Table References
Links
https://labs.bitdefender.com/2013/12/in-depth-analysis-of-pushdo-botnet/

Simda
The tag is: misp-galaxy:botnet="Simda"
Simda has relationships with:
 similar: misp-galaxy:malpedia="Simda" with estimative-language:likelihood-probability="likely"

Table 546. Table References
Links

https://www.us-cert.gov/ncas/alerts/TA15-105A

Virut

The tag is: misp-galaxy:botnet="Virut"
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Virut has relationships with:
* similar: misp-galaxy:malpedia="Virut" with estimative-language:likelihood-probability="likely"
Table 547. Table References

Links
https://en.wikipedia.org/wiki/Virut

Beebone

The tag is: misp-galaxy:botnet="Beebone"

Table 548. Table References

Links

https://www.trendmicro.com/vinfo/us/threat-encyclopedia/web-attack/151/beebone-botnet-
takedown-trend-micro-solutions

Bamital
The tag is: misp-galaxy:botnet="Bamital”
Bamital is also known as:

* Mdrop-CSK
* Agent-OCF

Table 549. Table References

Links

https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-
description?Name=Win32%2FBamital

https://www.symantec.com/security-center/writeup/2010-070108-5941-99

Gafgyt

Linux.Gafgyt is a Trojan horse that opens a back door on the compromised computer and steals
information. The new Gafgyt version targets a newly disclosed vulnerability affecting older,
unsupported versions of SonicWall’s Global Management System (GMS).

The tag is: misp-galaxy:botnet="Gafgyt"
Gafgyt is also known as:
* Bashlite

Gafgyt has relationships with:
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* similar: misp-galaxy:tool="Gafgyt" with estimative-language:likelihood-probability="likely"
* similar: misp-galaxy:malpedia="Bashlite" with estimative-language:likelihood-
probability="likely"
Table 550. Table References
Links

https://researchcenter.paloaltonetworks.com/2018/09/unit42-multi-exploit-iotlinux-botnets-mirai-
gafgyt-target-apache-struts-sonicwall/

https://www.symantec.com/security-center/writeup/2014-100222-5658-99

Sora

Big changes on the IoT malware scene. Security researchers have spotted a version of the Mirai IoT
malware that can run on a vast range of architectures, and even on Android devices. This Mirai
malware strain is called Sora, a strain that was first spotted at the start of the year.Initial versions
were nothing out of the ordinary, and Sora’s original author soon moved on to developing the Mirai
Owari version, shortly after Sora’s creation.

The tag is: misp-galaxy:botnet="Sora"
Sora is also known as:

* Mirai Sora
Sora has relationships with:

* variant-of: misp-galaxy:botnet="Mirai" with estimative-language:likelihood-probability="likely"
* variant-of: misp-galaxy:tool="Mirai" with estimative-language:likelihood-probability="likely"

* variant-of: misp-galaxy:botnet="Owari" with estimative-language:likelihood-probability="likely"

Table 551. Table References
Links

https://www.bleepingcomputer.com/news/security/mirai-iot-malware-uses-aboriginal-linux-to-
target-multiple-platforms/

Torii

we have been observing a new malware strain, which we call Torii, that differs from
Mirai and other botnets we know of, particularly in the advanced techniques it uses.
The developers of the botnet seek wide coverage and for this purpose they created
binaries for multiple CPU architectures, tailoring the malware for stealth and
persistence.

The tag is: misp-galaxy:botnet="Torii"
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Torii has relationships with:
* similar: misp-galaxy:malpedia="Torii" with estimative-language:likelihood-probability="likely"

Table 552. Table References
Links
https://blog.avast.com/new-torii-botnet-threat-research

https://www.bleepingcomputer.com/news/security/new-iot-botnet-torii-uses-six-methods-for-
persistence-has-no-clear-purpose/

Persirai

A new Internet of Things (IoT) botnet called Persirai (Detected by Trend Micro as ELF_PERSIRAIL.A)
has been discovered targeting over 1,000 Internet Protocol (IP) Camera models based on various
Original Equipment Manufacturer (OEM) products. This development comes on the heels of
Mirai—an open-source backdoor malware that caused some of the most notable incidents of 2016
via Distributed Denial-of-Service (DDoS) attacks that compromised IoT devices such as Digital Video
Recorders (DVRs) and CCTV cameras—as well as the Hajime botnet.

The tag is: misp-galaxy:botnet="Persirai"
Persirai has relationships with:

* similar: misp-galaxy:malpedia="Persirai" with estimative-language:likelihood-
probability="likely"
Table 553. Table References

Links

https://blog.trendmicro.com/trendlabs-security-intelligence/persirai-new-internet-things-iot-
botnet-targets-ip-cameras/

Chalubo

Since early September, SophosLabs has been monitoring an increasingly prolific attack targeting
Internet-facing SSH servers on Linux-based systems that has been dropping a newly-discovered
family of denial-of-service bots we’re calling Chalubo. The attackers encrypt both the main bot
component and its corresponding Lua script using the ChaCha stream cipher. This adoption of anti-
analysis techniques demonstrates an evolution in Linux malware, as the authors have adopted
principles more common to Windows malware in an effort to thwart detection. Like some of its
predecessors, Chalubo incorporates code from the Xor.DDoS and Mirai malware families.

The tag is: misp-galaxy:botnet="Chalubo"

Table 554. Table References

Links
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https://news.sophos.com/en-us/2018/10/22/chalubo-botnet-wants-to-ddos-from-your-server-or-iot-
device/

AESDDoS

Our honeypot sensors recently detected an AESDDoS botnet malware variant (detected by Trend
Micro as Backdoor.Linux.AESDDOS.]) exploiting a server-side template injection vulnerability (CVE-
2019-3396) in the Widget Connector macro in Atlassian Confluence Server, a collaboration software
program used by DevOps professionals.

The tag is: misp-galaxy:botnet="AESDDoS"

Table 555. Table References
Links

https://blog.trendmicro.com/trendlabs-security-intelligence/aesddos-botnet-malware-exploits-cve-
2019-3396-to-perform-remote-code-execution-ddos-attacks-and-cryptocurrency-mining/

Arceus

A set of DDoS botnet.

The tag is: misp-galaxy:botnet="Arceus"
Arceus is also known as:

¢ Katura
* MyraV

* myra

Moz1
Mozi infects new devices through weak telnet passwords and exploitation.
The tag is: misp-galaxy:botnet="Mozi"

Table 556. Table References

Links
https://blog.netlab.360.com/mozi-another-botnet-using-dht/
https://threatpost.com/mozi-botnet-majority-iot-traffic/159337/

https://securityintelligence.com/posts/botnet-attack-mozi-mozied-into-town/

Branded Vulnerability

List of known vulnerabilities and attacks with a branding.
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Branded Vulnerability is a cluster galaxy available in JSON format at this location
The JSON format can be freely reused in your application or automatically enabled
in MISP.

authors

Unknown

Meltdown

Meltdown exploits the out-of-order execution feature of modern processors, allowing user-level
programs to access kernel memory using processor caches as covert side channels. This is specific
to the way out-of-order execution is implemented in the processors. This vulnerability has been
assigned CVE-2017-5754.

The tag is: misp-galaxy:branded-vulnerability="Meltdown"

Spectre

Spectre exploits the speculative execution feature that is present in almost all processors in
existence today. Two variants of Spectre are known and seem to depend on what is used to
influence erroneous speculative execution. The first variant triggers speculative execution by
performing a bounds check bypass and has been assigned CVE-2017-5753. The second variant uses
branch target injection for the same effect and has been assigned CVE-2017-5715.

The tag is: misp-galaxy:branded-vulnerability="Spectre"

Heartbleed

Heartbleed is a security bug in the OpenSSL cryptography library, which is a widely used
implementation of the Transport Layer Security (TLS) protocol. It was introduced into the software
in 2012 and publicly disclosed in April 2014. Heartbleed may be exploited regardless of whether the
vulnerable OpenSSL instance is running as a TLS server or client. It results from improper input
validation (due to a missing bounds check) in the implementation of the TLS heartbeat extension,
thus the bug’s name derives from heartbeat. The vulnerability is classified as a buffer over-read,[5]
a situation where more data can be read than should be allowed.

The tag is: misp-galaxy:branded-vulnerability="Heartbleed"

Shellshock

Shellshock, also known as Bashdoor, is a family of security bugs in the widely used Unix Bash shell,
the first of which was disclosed on 24 September 2014. Many Internet-facing services, such as some
web server deployments, use Bash to process certain requests, allowing an attacker to cause
vulnerable versions of Bash to execute arbitrary commands. This can allow an attacker to gain
unauthorized access to a computer system.

The tag is: misp-galaxy:branded-vulnerability="Shellshock"
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Ghost

The GHOST vulnerability is a serious weakness in the Linux glibc library. It allows attackers to
remotely take complete control of the victim system without having any prior knowledge of system
credentials. CVE-2015-0235 has been assigned to this issue. During a code audit Qualys researchers
discovered a buffer overflow in the _ nss_hostname_digits_dots() function of glibc. This bug can be
triggered both locally and remotely via all the gethostbyname*() functions. Applications have
access to the DNS resolver primarily through the gethostbyname*() set of functions. These functions
convert a hostname into an IP address.

The tag is: misp-galaxy:branded-vulnerability="Ghost"

Stagefright

Stagefright is the name given to a group of software bugs that affect versions 2.2 ("Froyo") and
newer of the Android operating system. The name is taken from the affected library, which among
other things, is used to unpack MMS messages. Exploitation of the bug allows an attacker to
perform arbitrary operations on the victim’s device through remote code execution and privilege
escalation. Security researchers demonstrate the bugs with a proof of concept that sends specially
crafted MMS messages to the victim device and in most cases requires no end-user actions upon
message reception to succeed—the user doesn’t have to do anything to ‘accept’ the bug, it happens
in the background. The phone number is the only target information.

The tag is: misp-galaxy:branded-vulnerability="Stagefright"

Badlock

Badlock is a security bug disclosed on April 12, 2016 affecting the Security Account Manager (SAM)
and Local Security Authority (Domain Policy) (LSAD) remote protocols[1] supported by Windows
and Samba servers.

The tag is: misp-galaxy:branded-vulnerability="Badlock"

Dirty COW

Dirty COW (Dirty copy-on-write) is a computer security vulnerability for the Linux kernel that
affects all Linux-based operating systems including Android. It is a local privilege escalation bug
that exploits a race condition in the implementation of the copy-on-write mechanism in the kernel’s
memory-management subsystem. The vulnerability was discovered by Phil Oester. Because of the
race condition, with the right timing, a local attacker can exploit the copy-on-write mechanism to
turn a read-only mapping of a file into a writable mapping. Although it is a local privilege
escalation, remote attackers can use it in conjunction with other exploits that allow remote
execution of non-privileged code to achieve remote root access on a computer. The attack itself
does not leave traces in the system log.

The tag is: misp-galaxy:branded-vulnerability="Dirty COW"
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POODLE

The POODLE attack (which stands for "Padding Oracle On Downgraded Legacy Encryptio") is a
man-in-the-middle exploit which takes advantage of Internet and security software clients' fallback
to SSL 3.0. If attackers successfully exploit this vulnerability, on average, they only need to make
256 SSL 3.0 requests to reveal one byte of encrypted messages. Bodo Moller, Thai Duong and
Krzysztof Kotowicz from the Google Security Team discovered this vulnerability; they disclosed the
vulnerability publicly on October 14, 2014 (despite the paper being dated "September 2014" ). Ivan
Ristic does not consider the POODLE attack as serious as the Heartbleed and Shellshock attacks. On
December 8, 2014 a variation of the POODLE vulnerability that affected TLS was announced.

The tag is: misp-galaxy:branded-vulnerability="POODLE"

BadUSB

The ‘BadUSB’ vulnerability exploits unprotected firmware in order to deliver malicious code to
computers and networks. This is achieved by reverse-engineering the device and reprogramming it.
As the reprogrammed firmware is not monitored or assessed by modern security software, this
attack method is extremely difficult for antivirus/security software to detect and prevent.

The tag is: misp-galaxy:branded-vulnerability="BadUSB"

ImageTragick

The tag is: misp-galaxy:branded-vulnerability="ImageTragick"

Blacknurse

Blacknurse is a low bandwidth DDoS attack involving ICMP Type 3 Code 3 packets causing high CPU
loads first discovered in November 2016. The earliest samples we have seen supporting this DDoS
method are from September 2017.

The tag is: misp-galaxy:branded-vulnerability="Blacknurse"

SPOILER

SPOILER is a security vulnerability on modern computer central processing units that uses
speculative execution to improve the efficiency of Rowhammer and other related memory and
cache attacks. According to reports, all modern Intel CPUs are vulnerable to the attack. AMD has
stated that its processors are not vulnerable.

The tag is: misp-galaxy:branded-vulnerability="SPOILER"

Table 557. Table References
Links
https://arxiv.org/pdf/1903.00446v1.pdf
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https://arxiv.org/pdf/1903.00446v1.pdf

https://appleinsider.com/articles/19/03/05/new-spoiler-vulnerability-in-all-intel-core-processors-
exposed-by-researchers

https://www.overclock3d.net/news/cpu_mainboard/spoiler_alert_-
intel_cpus_impacted_by_new_vulnerability/1[https://www.overclock3d.net/news/cpu_mainboard/
spoiler_alert-_intel_cpus_impacted_by_new_vulnerability/1]

https://www.1e.com/news-insights/blogs/the-spoiler-vulnerability/

https://www.bleepingcomputer.com/news/security/amd-believes-spoiler-vulnerability-does-not-
impact-its-processors/

BlueKeep

A ‘wormable’ critical Remote Code Execution (RCE) vulnerability in Remote Desktop Services that
could soon become the new go-to vector for spreading malware

The tag is: misp-galaxy:branded-vulnerability="BlueKeep"

Table 558. Table References
Links

https://www.welivesecurity.com/2019/05/22/patch-now-bluekeep-vulnerability/

Cert EU GovSector

Cert EU GovSector.

Cert EU GovSector is a cluster galaxy available in JSON format at this location The
JSON format can be freely reused in your application or automatically enabled in

MISP.
authors
Various
Constituency

"

The tag is: misp-galaxy:cert-eu-govsector="Constituency

EU-Centric

The tag is: misp-galaxy:cert-eu-govsector="EU-Centric"

EU-nearby

The tag is: misp-galaxy:cert-eu-govsector="EU-nearby"
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https://github.com/MISP/misp-galaxy/blob/master/clusters/cert-eu-govsector.json
https://www.github.com/MISP/MISP

World-class

The tag is: misp-galaxy:cert-eu-govsector="World-class"

Unknown

The tag is: misp-galaxy:cert-eu-govsector="Unknown"

Outside World

The tag is: misp-galaxy:cert-eu-govsector="0utside World"

China Defence Universities Tracker

The China Defence Universities Tracker is a database of Chinese institutions engaged in military or
security-related science and technology research. It was created by ASPI’s International Cyber
Policy Centre..

China Defence Universities Tracker is a cluster galaxy available in JSON format at
o this location The JSON format can be freely reused in your application or
automatically enabled in MISP.

authors

Australian Strategic Policy Institute

Academy of Military Science (J00000000000)

AMS is responsible for leading and coordinating military science for the whole military. AMS is
involved in not only the development of theory, strategy, and doctrine but also advancing national
defense innovation. Pursuant to the PLA reforms, AMS has undergone dramatic changes starting in
June 2017. At a July 2017 ceremony marking the AMS’s reorganisation, Xi urged the AMS to
construct a ‘world-class military scientific research institution.” Through the National Defence
Science and Technology Innovation Institute, the AMS is pursuing research in cutting-edge
technologies including unmanned systems, artificial intelligence, biotechnology and quantum
technology.

The tag is: misp-galaxy:china-defence-universities="Academy of Military Science (000000000000)"

Table 559. Table References
Links

https://unitracker.aspi.org.au/universities/academy-of-military-science

Aero Engine Corporation of China (0000000000000)

AECC is a leading producer of aircraft parts for the People’s Liberation Army (PLA), having
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separated from its parent company the Aviation Industry Corporation of China (AVIC) in 2016. The
company reports having 27 affiliated or subordinate companies, three major listed companies, and
84,000 staff. AVIC and the Commercial Aircraft Corporation of China (also known as COMAC) are
major shareholders in AECC.AECC’s main products include aircraft engines, combustion gas
turbines, and transmission systems. AECC also develops aircraft power units, helicopter drive
systems, monocrystalline blades, turbine disks, and graphene.AECC was established in order to
improve China’s capability in developing domestically built aircraft engines as part of the ‘Made in
China 2025 program. A priority is strengthening its supply chains within China. Though
indigenously developed engines have proven challenging for AECC, the company had purported
success in providing thrust vector control technology for the J-10B fighter jet.

The tag 1is: misp-galaxy:china-defence-universities="Aero Engine Corporation of China
(000DO0O0oOooom”

Table 560. Table References

Links

https://unitracker.aspi.org.au/universities/aero-engine-corporation-of-china

Air Force Command College (D000000000O0O0O)

The PLA Air Force Command College in Beijing is considered the PLA Air Force’s ‘peak institution
for educating mid-rank and senior officers’ for command posts across the service. The college has a
long history and was initially established in Nanjing during the early years of the People’s Republic
in 1958.The Air Force Command College offers a range of degree programmes, mainly at the
postgraduate level, including training in military disciplines such as military history, strategy, and
tactics. It has published research on control science and radar. The college’s other specialties
include battlefield command, military operations as well as political-ideological education.

The tag is: misp-galaxy:china-defence-universities="Air Force Command College (0000000000000)"

Table 561. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-command-college

Air Force Communication NCO Academy
(Dbo0ooooooooooo)y

The Air Force Communications Officers Academy is the PLA’s premier institution for the training of
non-commissioned officers in communications systems and security. Established in 1986 as the
Dalian Communications NCO College, the institution was renamed after Xi Jinping’s military
reforms in 2017. The academy’s areas of research include command automation and satellite
communications, along with wired and wireless communications.

The tag is: misp-galaxy:china-defence-universities="Air Force Communication NCO Academy
(00DOO0ODDooooooo”
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Table 562. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-communications-officers-college

Air Force Early Warning Academy (0000000000000)

The Air Force Early Warning Academy is ‘an institution that trains military personnel from the PLA
Air Force and Navy’s radar and electronic warfare units in command, engineering and technology’
that was established after the amalgamation of the Air Defence Academy and Radar College in 1958.
As such, the Air Force Early Warning Academy focuses its research on radar engineering,
information command systems engineering, networked command engineering, and early warning
detection systems.

The tag is: misp-galaxy:china-defence-universities="Air Force Early Warning Academy
(0ooooooooooo)”

Table 563. Table References

Links

https://unitracker.aspi.org.au/universities/air-force-early-warning-academy

Air Force Engineering University (0000000000000)

The Air Force Engineering University (AFEU) is one of the PLA’s five comprehensive universities
alongside NUDT, Naval Engineering University, PLA Information Engineering University and Army
Engineering University. It trains students in a variety of engineering and military disciplines
related to air combat.AFEU currently has around 8,000 students, including 1,600 postgraduate
students. Its priority areas include technical studies in information and communication systems
engineering as well as in social sciences such as in professional military training. Research into
unmanned aerial vehicle technology is another important area of research at the university. In
2017, China’s Ministry of Education ranked AFEU equal fourth for armament science out of nine
universities, only awarding it a B- grade for the discipline.Colleges under AFEU include:

The tag is: misp-galaxy:china-defence-universities="Air =~ Force  Engineering  University
(000D0oooDoooom”

Table 564. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-engineering-university

Air Force Flight Academy Shijiazhuang (I00000000)
Air Force Flight Academy Shijiazhuang (0000000OO)

The tag is: misp-galaxy:china-defence-universities="Air Force Flight Academy Shijiazhuang
(00DOOOoom”
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Table 565. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-flight-academy-shijiazhuang

Air Force Harbin Flight Academy (I00000000)

The Academy is home to the Air Force Harbin Flight Academy Simulation Training Center, 2,500m2
large-scale aircraft simulator where students can train in simulated transport and bomber aircraft.
The Academy hopes to continue developing the Simulation Training Center into a ‘laboratory for air
operations,” including advanced trainings like simulated tactical confrontations.

The tag is: misp-galaxy:china-defence-universities="Air Force Harbin Flight Academy (000000DD0)"

Table 566. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-harbin-flight-academy

Air Force Logistics University (I000000000000)

The Air Force Logistics University is an institution devoted to the study of command, management
and technology for the PLA, established in Shanxi by the Central Military Commission in 1954. The
university focusses its research on ‘management engineering’ for military equipment such as
weaponry and aircraft fuel and also maintains research programmes on air battle command and
personnel management.

The tag is: misp-galaxy:china-defence-universities="Air Force Logistics University (0000000000000)"

Table 567. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-logistics-university

Air Force Medical University (0000000000000)

The Air Force Medical University, also known as the Fourth Military Medical University, is the PLA’s
premier institution for research into medical and psychological sciences, having been placed under
command of the Air Force after Xi Jinping’s military reforms in 2017. Its major areas of study are
medical and psychological sciences tailored for personnel engaging in air and space operations,
military preventative medicine and various other forms of clinical research.The Air Force Medical
University conducts significant amounts of psychological research. Scientists from the Air Force
Medical University have written studies on suicide, mental health across China, and mental health
in military universities. The university’s scientists have also looked at the extent to which
mindfulness training can reduce anxiety for undergraduates at military universities, and at how
fear induced by virtual combat scenarios impacts decision-making. This indicates that the
university is interested in issues of troop morale and decision-making in high-stress situations.
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The tag is: misp-galaxy:china-defence-universities="Air Force Medical University (0000000000000)"

Table 568. Table References
Links

https://unitracker.aspi.org.au/universities/fourth-military-medical-university

Air Force Research Institute (J000O0000OCOCO0O)

The Air Force Research Institute is an air force scientific research institute, the successor to the Air
Force Equipment Academy (0000000), that was established in 2017. The institute runs the Key
Laboratory of Complex Aviation System Simulation (0000000CCCOOO00) and carries out research on
areas such as aircraft design, flight control, guidance and navigation, and electronic
countermeasures.

The tag is: misp-galaxy:china-defence-universities="Air Force Research Institute (000000000000)"

Table 569. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-research-institute

Air Force Xi’an Flight Academy (000000000000000)

Created upon the merger of the PLA Air Force’s Second and Fifth Flight Academies in 2011, the Air
Force Xi’an Flight Academy specialises in training airmen in aviation while passing on the PLA’s
‘revolutionary traditions’. It remains ‘one of the Air Force’s three advanced institutions in air
combat, and is known to train the PLA Air Force’s JJ-7 fighter pilots. Given this focus on training, the
institution engages in little scientific research.

The tag is: misp-galaxy:china-defence-universities="Air ~ Force Xi’an Flight Academy
(00DO00DOOoooooo)”

Table 570. Table References
Links

https://unitracker.aspi.org.au/universities/air-force-xian-flight-academy

Anhui University (0000)

Anhui University is overseen by the Anhui Provincial Government. In January 2019, defence
industry agency SASTIND and the Anhui Provincial Government signed an agreement to jointly
develop Anhui University. This agreement with SASTIND suggests that the university will increase
its role in defense research in the future.

The tag is: misp-galaxy:china-defence-universities="Anhui University (0000)"

Table 571. Table References
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Links

https://unitracker.aspi.org.au/universities/anhui-university

Army Academy of Armored Forces (I0000000000000)

The Army Academy of the Armored Forces is China’s lead institute responsible for training and
research for armoured combat. This includes a focus on tank warfare, mechanised artillery and
infantry operations. The academy offers training in ‘armored combat command, surveillance and
intelligence, operational tactics’ as well as in engineering disciplines relevant to operations
involving the PLA Ground Force’s armoured corps, such as materials science, mechanical
engineering, electrical engineering and automation, communications engineering, weapons
systems engineering and photoelectric information science.

The tag is: misp-galaxy:china-defence-universities="Army Academy of Armored Forces
(00000000Doooonon)”

Table 572. Table References
Links

https://unitracker.aspi.org.au/universities/army-academy-of-armored-forces

Army Academy of Artillery and Air Defense
(00000O0DOOoooOooo)

The Army Academy of Artillery and Air Defense is an institution devoted to training artillery and
air defence officers in the PLA Ground Force. Its areas of focus include electrical engineering and
automation, munitions engineering and explosives technology, radar engineering, and missile
engineering.

The tag is: misp-galaxy:china-defence-universities="Army Academy of Artillery and Air Defense
(00DOOODDoooooooog)”

Table 573. Table References
Links

https://unitracker.aspi.org.au/universities/army-academy-of-artillery-and-air-defense

Army Academy of Border and Coastal Defense
(Do0oooooooooo)

With a history dating back to 1941, the Army Academy of Border and Coastal Defense is the only
institution of higher education devoted to training PLA Ground Force personnel in border and
coastal defence operations. Its subjects of focus include firepower command and control
engineering, and command information systems engineering.

The tag is: misp-galaxy:china-defence-universities="Army Academy of Border and Coastal Defense
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(0ooooooooooo)”

Table 574. Table References
Links

https://unitracker.aspi.org.au/universities/army-academy-of-border-and-coastal-defense

Army Aviation College (00000O0D0OOOOOODO)

The Army Aviation College is the PLA’s institution responsible for training mid-career helicopter
pilots from the PLA Air Force and aviation officers from the PLA Ground Force. The college’s
subject areas include aircraft and engine design, aviation communications and air defence systems,
flight radar maintenance engineering, and combat aircraft maintenance engineering.

The tag is: misp-galaxy:china-defence-universities="Army Aviation College (010000000000000)"

Table 575. Table References
Links

https://unitracker.aspi.org.au/universities/army-aviation-college

Army Engineering University (UO00000000000)

The Army Engineering University was established in 2017 following the abolition of the PLA
University of Science and Technology. The university is devoted to research on ‘engineering,
technology and combat command systems’ for the PLA Land Force.The university’s areas of
research include:

The tag is: misp-galaxy:china-defence-universities="Army Engineering University (0000000000000)"

Table 576. Table References
Links

https://unitracker.aspi.org.au/universities/army-engineering-university

Army Infantry Academy (0000000000000)

The Army Infantry Academy is a higher education institution in China devoted to providing
elementary training in command for infantry soldiers in the PLA Ground Force. The academy
teaches courses in operational disciplines such as command information systems engineering,
armored vehicles engineering and weapons systems engineering. As well as providing formal
teaching, the Army Infantry Academy also provides oversight for training exercises and electronic
warfare simulations.

The tag is: misp-galaxy:china-defence-universities="Army Infantry Academy (0000000000000)"

Table 577. Table References

Links
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https://unitracker.aspi.org.au/universities/army-infantry-academy

Army Medical University (0000000000000)

The PLA Army Medical University, formerly known as the Third Military Medical University, is a
medical education university affiliated with the PLA Ground Force. It was formed in 2017 through a
merger with the PLA Western Theater Command Urumqi Comprehensive Training Base’s Military
Medical Training Brigade and the Tibet Military Region’s Eighth Hospital. The Army Medical
University includes six national key laboratories and 32 Ministry of Education or military key
laboratories. It has won military awards for science and technology progress and seven national
science and technology prizes.

The tag is: misp-galaxy:china-defence-universities="Army Medical University (0000000000000)"

Table 578. Table References
Links

https://unitracker.aspi.org.au/universities/army-medical-university

Army Military Transportation Academy
(00000OD0DOO0nOooD)

The Army Military Transport Academy is a higher education institution devoted to training PLA
Ground Force personnel in military transport and logistics. The academy focusses on military
transport command engineering, command and automation engineering, ordnance engineering,
and armament sustainment command.

The tag is: misp-galaxy:china-defence-universities="Army Military Transportation Academy
(000000000OOOooon)”

Table 579. Table References
Links

https://unitracker.aspi.org.au/universities/army-military-transportation-academy-2

Army Research Institute (000000000000)

The Army Research Institute is an institution devoted to advanced defence research with
applications to land warfare. The institute engages in a variety of defence research including radar
technology, lasers, and hybrid electric vehicles. Researchers from the institute are known to have
collaborated with partners from China’s civilian universities in areas such as advanced
manufacturing and automatic control, and laser technology.The Army Research Institute
collaborates with civilian companies as part of China’s military-civil fusion program. For example,
General Guo Guangsheng from the Army Research Institute made a visit to Hong Run Precision
Instruments Co. Ltd. (0000000000) on 24 August 2019 to assess how the company was performing in
its military-civil fusion activities. Researchers from the Army Research Institute have also been
involved in the product design and development of dual-use automobiles as part of a military-civil
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fusion project called ‘Research, Development and Commerialisation of Advanced Off-road
Passenger Vehicles’ (000000000000000000CCD). The project included research into vehicles such as the
BJ80 military and civilian off-road passenger vehicles as well as the BJ40L off-road vehicle.

The tag is: misp-galaxy:china-defence-universities="Army Research Institute (000000000000)"

Table 580. Table References
Links

https://unitracker.aspi.org.au/universities/army-research-institute

Army Service Academy (I000000000000)

The Army Service Academy is an institution of higher education in the PLA devoted to training
personnel in a variety of logistics disciplines. The logistics disciplines taught at the academy
include: fuel logistics, military facility management, military procurement management, and
integrated logistics management. Its areas of focus for defence research include military energy
engineering, defence engineering, and management science and engineering.

The tag is: misp-galaxy:china-defence-universities="Army Service Academy (01000000000000)"

Table 581. Table References
Links

https://unitracker.aspi.org.au/universities/army-service-academy

Army Special Operations Academy (000000000000000)

The academy’s key subjects include special operations command, surveillance and intelligence, and
command information systems engineering.

The tag is: misp-galaxy:china-defence-universities="Army  Special Operations Academy
(0000ooobODoooooo)”

Table 582. Table References

Links

https://unitracker.aspi.org.au/universities/army-special-operations-academy

Aviation Industry Corporation of China
(D00ooooooooo)

AVIC is a state-owned defence conglomerate established in 2008 that focuses on providing
aerospace products for military and civilian customers. AVIC’s main product lines include a variety
of aircraft for freight, commercial and military aviation along with other more specialised products
such as printed circuit boards, liquid crystal displays and automotive parts, according to
Bloomberg. AVIC also provides services to the aviation sector through flight testing, engineering,
logistics and asset management.The conglomerate has over 400,000 employees and has a
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controlling share in around 200 companies. AVIC has over 25 subsidiaries listed on its website.AVIC
is the PLA Air Force’s largest supplier of military aircraft, producing fighter jets, strike aircraft,
unmanned aerial vehicles and surveillance aircraft. Along with its core work on military aircraft,
AVIC also produces surface-to-air, air-to-surface and air-to-air missiles. Its headline projects include
the ]J-10 and the J-11 fighter aircraft. AVIC’s subsidiary, the Shenyang Aircraft Corporation, was
responsible for delivery of the J-15 fighter. Another subsidiary of AVIC, the Chengdu Aerospace
Corporation, developed the PLA-AF’s ]-20 stealth fighter jet.

The tag 1is: misp-galaxy:china-defence-universities="Aviation Industry Corporation of China
(0ODO0ODoDooO)”

Table 583. Table References
Links

https://unitracker.aspi.org.au/universities/aviation-industry-corporation-of-china

Aviation University of Air Force (0000000000000)

AUAF is one of China’s main institutions devoted to the training of air force pilots. Its areas of focus
are training in flight command and research into aeronautical engineering. Disciplines taught at
AUAF include command science and engineering, aerospace science and technology as well as
political work and military command.AUAF scientists publish and attend conferences on radar
technology and electronic countermeasures. For example, scientists from AUAF’s Information
Countermeasures Division co-authored a publication on radar target recognition with a researcher
from the PLA’s Unit 94936 — an aviation unit stationed in Hangzhou. AUAF scientists have also done
notable work on complex systems radar and signal pre-sorting.

The tag is: misp-galaxy:china-defence-universities="Aviation  University of Air Force
(000DO0Oooooom”

Table 584. Table References
Links

https://unitracker.aspi.org.au/universities/aviation-university-of-air-force

Beihang University (00000000)

Beihang University engages in very high levels of defence research as one of the ‘Seven Sons of
National Defence’ subordinate to the Ministry of Industry and Information Technology. The
university specialises in aviation and spaceflight research. The top four employers of Beihang
graduates in 2018 were all state-owned missile or defence aviation companies. In total, 29% of 2018
Beihang graduates who found employment were working in the defence sector.Beihang scientists
are involved in the development of Chinese military aircraft and missiles. In 2018, the university
signed a comprehensive strategic cooperation agreement with China Aerospace Science and
Technology Corporation, a state-owned conglomerate that produces ballistic missiles and satellites.
The university is also noteworthy for its leading research on stealth technology.Beihang hosts at
least eight major defence laboratories working on fields such as aircraft engines, inertial navigation
and fluid dynamics.
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The tag is: misp-galaxy:china-defence-universities="Beihang University (00000000)"

Table 585. Table References
Links

https://unitracker.aspi.org.au/universities/beihang-university

Beijing Electronic Science and Technology Institute
(00D000O0D)

BESTI is a secretive university that trains information security experts for the bureaucracy. The
institute is the only university run by the CCP General Office, which manages administrative
matters for the Central Committee. The General Office is usually run by one of the general
secretary’s most trusted aides. It oversees China’s cryptographic and state secrets agency as well as
security for the party’s leadership.BESTI has a student population of around 2,000 and has strict
admission requirements. Students at the university are scrutinized for their political beliefs, and
are typically CCP or Communist Youth League members. The activities of their relatives are
screened for political issues. Having no parents or siblings who worked abroad or were involved in
‘illegal organisations’ is a condition of enrolment. The institute claims to count 50 ministerial-level
party officials among its 12,000 graduates.BESTI has a close relationship with Xidian University and
Beijing University of Posts and Telecommunications. The two universities are its primary
collaborators on scientific papers. BESTI runs joint master’s programs with Xidian University in
cryptography, information and communication engineering, and computer applications technology.
It also has joint doctoral programs with the University of Science and Technology of China and
Beijing University of Posts and Telecommunications in cybersecurity.The university runs the Key
Laboratory of Information Security (000000000/000000000000). Several websites claim that it runs a
joint laboratory with the Chinese Academy of Sciences Institute of High Energy Physics, but this
could not be confirmed.

The tag is: misp-galaxy:china-defence-universities="Beijing Electronic Science and Technology
Institute (000D0OO0)"

Table 586. Table References
Links

https://unitracker.aspi.org.au/universities/beijing-electronic-science-and-technology-institute

Beijing Institute of Technology (I00000)

BIT is one of the ‘Seven Sons of National Defence’ supervised by MIIT. It is a leading centre of
military research and one of only fourteen institutions accredited to award doctorates in weapons
science. In 2017, China’s Ministry of Education ranked BIT and Nanjing University of Science and
Technology as the country’s top institutions for weapons science. It has received the most defence
research prizes and defence patents out of all China’s universities. 31.80% of BIT graduates in 2018
who found employment were working in the defence sector.BIT’s claimed achievements include
producing the PRC’s first light tank, first two-stage solid sounding rocket and first low-altitude
altimetry radar. The university also states that it carries out world-class research on several areas

196


https://unitracker.aspi.org.au/universities/beihang-university
https://unitracker.aspi.org.au/universities/beijing-electronic-science-and-technology-institute

of missile technology including “precision strikes, high damage efficiency, maneuver penetration,
long-range suppression, and military communications systems and counter-measures”. In 2018, BIT
announced that it was running a four-year experimental program training some of China’s top high
school students in intelligent weapons systems.BIT is the chair of the B8 Cooperation Innovation
Alliance (B8000000 or O0COOOOOO0), a group of eight Chinese research institutions that specialize in
weapons science—the ‘B’ in ‘B8’ stands for Chinese work for armaments, bingqi (00).BIT’s central
role in advancing PLA warfighting capability is demonstrated by the fact that it participated in the
development of equipment used by 22 of the 30 squads in the 2009 military parade for the 60th
anniversary of the founding of the PRC.
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Beijing University of Chemical Technology (000000)

BUCT is subordinate to the Ministry of Education. The university engages in high levels of defence
research. In 2016, the Ministry of Education and defence industry agency SASTIND agreed to jointly
construct BUCT, a move designed to expand its involvement in defence research.Between 2011 and
2015, the university’s spending on defence research reached RMB272 million (AUD56 million),
approximately 15% of the university’s research spending and an increase of around 50% over the
previous five years.BUCT specialises in the development and application of critical materials for the
defence industry. Its research on carbon fibres has been applied to the aerospace industry.BUCT
holds secret-level security credentials, allowing it to participate in classified defence and weapons
technology projects.
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Beijing University of Posts and Telecommunications
(00000o)

BUPT is subordinate to the Ministry of Education in addition to being jointly constructed by the
Ministry of Industry and Information Technology. BUPT is one of eight Chinese universities known
to have received top-secret security credentials. Since its establishment, the university has focused
on information engineering and computer science, and has continued to produce important
defence and security technology research.The School of Cyberspace Security is home to one of the
university’s two defence laboratories—the Key Laboratory of Network and Information Attack &
Defense Technology of Ministry of Education—which carries out research for the Chinese military
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related to cyber attacks.BUPT is a member of several military-civilian fusion (MCF) alliances and
has been awarded for its contributions to MCF and the PLA. During the past three years, major
employers of BUPT graduates include the Ministry of State Security, the Ministry of Public Security
and MIIT. This suggests a close relationship between BUPT and China’s security and intelligence
agencies.
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Central South University (0000)

Out of all universities subordinate to the MOE, CSU reportedly receives the most military research
funding and was the first to receive a weapons production license. In 2008 and 2011 respectively,
the defence industry agency SASTIND and the Ministry of Education (MOE) signed agreements to
jointly supervise CSU. Under this arrangement, SASTIND committed to expanding CSU’s
involvement in defence research and support the development of its School of Aeronautics and
Astronautics and Military Industry Technology Research Institute.CSU’s defence research appears
to focus on metallurgy, materials science, and aviation technology, including the development of
heat-resistant materials for aeroplane and rocket engines. The university has been involved in the
development of China’s first atomic bomb, first intermediate-range ballistic missile, and first
nuclear submarine. In 2018, it signed a strategic cooperation agreement with the Chinese Academy
of Launch Vehicle Technology, a subsidiary of China Aerospace Science and Technology Corporation
that is included on the US BIS Entity List for its involvement in developing rockets.
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Changchun University of Science and Technology
(oooooo)

CUST is primarily supervised by the Jilin Provincial Government but has also been under the
administration of SASTIND and its predecessors for over 30 years over its history. The university
specialises in photoelectric technology and has a strong focus on defence research. CUST describes
itself as having ‘safeguarding national defence as its sublime responsibility and sacred
mission.’CUST is a member of the B8 Cooperation Innovation Alliance (B8000000 or 00000CCCOD), a
group of eight Chinese research institutions that specialize in armaments science—the ‘B’ in ‘B8
stands for Chinese work for armaments, bingqi (00). In April 2018, CUST established the School of
Artificial Intelligence (0000O0) and the Artificial Intelligence Research Institute (0000000 ). CUST

198


https://unitracker.aspi.org.au/universities/beijing-university-of-posts-and-telecommunications
https://unitracker.aspi.org.au/universities/central-south-university

researchers working on Al are likely involved in research related to facial recognition technology.
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China Aerodynamics Research and Development
Center (0000O0O0CODOOD)

CARDC claims to be China’s largest aerodynamics research and testing base. It hosts the State Key
Laboratory of Aerodynamics (00000000OOO00), which includes five wind tunnels and a large computer
cluster. CARDC is heavily involved in research on hypersonics.While CARDC is a military unit, its
website does not mention this. The PLA officers leading the facility are instead pictured on its
website in civilian clothes(pictured: CARDC director, Major General Fan Zhaolin (000) in uniform
(above) and in civilian attire on CARDC’s website (below).
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China Aerospace Science and Industry Corporation
(00000O000OoD)

CASIC specialises in defence equipment and aerospace products, particularly short- and medium-
range missiles. CASIC is a leading provider to the Chinese military of high-end capabilities such as
air-defence, cruise, and ballistic missile systems along with space launch vehicles, micro-satellites
and anti-satellite interceptors, according to Mark Stokes and Dean Cheng. CASIC employs over
146,000 employees and is on the Fortune 500 list with revenue exceeding USD37 billion (AUDS55
billion).Although defence products form part of CASIC’s main product line, the company also
produces products for civilian customers such as electronics, communications equipment and
medical equipment. Nevertheless, CASIC claims that it ‘will always uphold its core value of ranking
national interests above all’, which indicates that civilian products receive less priority than
defence equipment.
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China Aerospace Science and Technology Corporation
(00O0000O0o)

CASC was established in 1999 as a defence aerospace conglomerate. The company is primarily
focused on ‘developing carrier rockets, various kinds of satellites, ... and tactical missile systems.’
With revenues nearing USD38 billion (AUDS5S5 billion), CASC employs nearly 180,000 personnel and
is on the Fortune 500 list.PLA experts Mark Stokes and Dean Cheng have noted that CASC’s main
products for the PLA include ‘ballistic missiles and space launch vehicles, large solid rocket motors,
liquid fuelled engines, satellites, and related sub-assemblies and components.” The Federation of
American Scientists claims CASC is particularly advanced in high-energy propellant technology,
satellite applications, strap-on boosters and system integration.CASC maintains an investment
business which may be geared towards civilian purposes, according to Bloomberg. The Federation
of American Scientists notes that some civilian product lines for CASC include ‘machinery,
chemicals, communications equipment, transportation equipment, computers, medical care
products and environmental protection equipment.’”CASC oversees multiple research academies,
which have been separately identified by Mark Stokes and Dean Cheng and by the Nuclear Threat
Initiative.The Nuclear Threat Initiative has identified that CASC has the following subordinate
companies:
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China Coast Guard Academy (00000000000000O)

The China Coast Guard Academy is an institution of higher learning that trains personnel for entry
into China’s maritime border defence agency. The academy teaches conducts research and training
in maritime law enforcement, warship technology as well as surveillance and intelligence
disciplines.The China Coast Guard Academy established the Large Surface Vessel Operation and
Simulation Laboratory (O00OOOOOOO0) in 2016, which focuses on the development of white-hulled
boats for the China Coast Guard.
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China Electronics Corporation (I0000000000000)

CEC is a state-owned conglomerate that produces dual-use electronics. The company was
established in 1989 to produce semi-conductors, electronic components, software and
telecommunications products. The company describes itself as a defence industry
conglomerate.CEC is one of China’s largest companies with nearly 120 thousand employees. CEC
claims to hold 22 subordinate enterprises and 14 listed companies. Global Security has provided a
list of CEC’s 36 member companies in English.CEC is divided into two operational groups. First is
the China Electronics Party Institute (J00000), which provides disciplinary oversight and organises
communist party activities within CEC. Second is the Science and Technology Committee (0O00OOD),
which is responsible for research and development within CEC.CEC’s defence electronics are
developed by the Military Engineering Department (000) within CEC’s Science and Technology
Committee. Key defence electronics produced by CEC include tracking stations, radar technology, as
well as command and control systems. The company maintains its own office for the management
of classified information related to defence research. The Federation of American Scientists has
identified CEC’s defence-related enterprises on a list that can be found here.
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China Electronics Technology Group Corporation
(00O0ooOoooo)

CETC is a state-owned defence conglomerate that specialises in dual-use electronics. The company
was established in 2002 by bringing dozens of research institutes administered by the Ministry of
Information Industry, the predecessor to the Ministry of Industry and Information Technology,
under one umbrella.CETC is one of the world’s largest defence companies. It claims to have 523
subordinate units and companies and 160,000 employees.CETC divides its defence electronics
products into seven categories: air base early warning, integrated electronic information system:s,
radar, communication and navigation, electronic warfare, UAVs and integrated IFF (identification,
friend or foe). CETC also provides technology used for human rights abuses in Xinjiang, where
approximately 1.5m are held in re-education camps.Several CETC research institutes and
subsidiaries have been added to the US Government’s entity list, restricting exports to them on
national security grounds. CETC has been implicated by the US Department of Justice in at least
three cases of illegal exports.CETC has a large international market and has also expanded its
international research collaboration in recent years. It has a European headquarters in Graz,
Austria, and has invested in the University of Technology Sydney.
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China National Nuclear Corporation (I0000000000)

CNCC is the leading state-owned enterprise for China’s civilian and military nuclear programs. It
consists of more than 200 subordinate enterprises and research institutes, many of which are listed
on the Nuclear Threat Initiative website. In 2018, CNNC took over China’s main nuclear
construction company, China Nuclear Engineering and Construction Group (000000000).The
company is organized into eight industrial sectors, including nuclear power, nuclear power
generation, nuclear fuel, natural uranium, nuclear environmental protection, application of
nuclear technologies, non-nuclear civilian products and new energy sources. CNNC is mainly
engaged in research and development, design, construction and production operations in the fields
of nuclear power, nuclear fuel cycle, nuclear technology application, and nuclear environmental
protection engineering.Because of the dual-use nature of nuclear technologies, the nuclear industry
is a typical military-civil fusion industry. Naval nuclear power technology and nuclear reactor
technology in the reactor core, fuel assembly, safety and security, and radioactive waste treatment
all use the same or very similar processes. In March 2019, CNNC established an military-civil fusion
fund dedicated to dual-use nuclear technology research and design.Two CNNC subsidiaries have
been added to the US Government’s Entity List, restricting exports to them on national security
grounds.CNNC has cooperated with U.S. Westinghouse Electric to construct AP1000 nuclear power
plants. The company also has a significant overseas presence, signing agreements for joint research
with U.S., French, Canadian, U.K,, Russian and Argentinian companies.
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China North Industries Group (0000000000)

Norinco Group was established in 1999 as a state-owned defence conglomerate devoted to the
development and production of armaments for Chinese and foreign defence customers. Its main
defence products include artillery and tear gas, air defence and anti-missile systems, anti-tank
missiles and precision-guided munitions as well as armoured vehicles such as main battle tanks
and infantry combat vehicles. Bloomberg reports that Norinco Group’s civilian products include
various engineering services and heavy-duty construction equipment. Norinco Group employs over
210,000 personnel, has revenues exceeding US$68.8 billion and is listed on the Fortune 500.Norinco
Group has hundreds of subsidiaries and subordinate research institutes in China and around the
world that have been catalogued by the International Peace Information Service and Omega
Research Foundation in their working paper on the company and on Norinco Group’s
website.Norinco Group’s Institute of Computer Application Technology (00000CCCCOOO0000) was one
of the first adopters of internet technology and remains a leading company for research into
network security. The institute hosts four internet research centres and is reported to work with the
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National Administration for State Secrets Protection (00000) on the Information Security and Testing
and Evaluation Centre (000000C000CO0O00O).
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China People’s Police University (0000000)

The China People’s Police University is an institution of higher learning devoted to training active
duty police officers and firefighters in command and management as well as specialist technical
officers. The curriculum is separated into two main streams, one for police officers and the other
for firefighters. Its police disciplines include immigrant management, entry-exit and border control
management, security intelligence, cyber-security, and political work. Its firefighting disciplines
include firefighting engineering, electronic information engineering, and nuclear and biochemical
fire control.Research facilities at the university include:
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China Shipbuilding Industry Corporation
(00000O000OoD)

CSIC was established as one of China’s primary state-owned defence companies on 1 July 1999. CSIC
is the PLA Navy’s largest supplier of weapons platforms, accounting for nearly 80 per cent of all
armaments. CSIC’s signature products include conventional and nuclear submarines, warships and
torpedoes, as well as the Liaoning aircraft carrier program.CSIC maintains a civilian shipbuilding
program alongside its program of supplying the PLA Navy. CSIC’s civilian work includes the
production of oil and chemical tankers, container ships, bulk carriers and engineering ships.On 2
July 2019, it was announced that CSIC and the China State Shipbuilding Corporation would merge.
According to Janes Defence Weekly, ‘the two groups, which have combined assets of about USD120
billion and employ 240,000 people, dominate naval shipbuilding in China and between them
operate 160 subsidiaries.” Nikkei has listed some of CSIC’s main subsidiaries here.
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China South Industries Group (I00000000000)

CSGC is a leading producer of armaments for the People’s Liberation Army. It was founded in 1999
and works on technologies such as advanced munitions, mobile assault weapons, lights armaments,
information optoelectronics and counter-terrorism equipment. CSGC also maintains civilian
product lines focused on the oil and energy sector, but most of the company’s attention goes to
developing armaments. The company employs nearly 200,000 personnel, its revenue approaches
USD34 billion (AUDS50 billion) and it is listed as a Fortune 500 company.CSGC holds a controlling
share in more than 60 subsidiaries. 32 of these are listed on the company’s website.
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China State Shipbuilding Corporation (000000000000)

CSCC was established as one China’s primary state-owned weapons companies on 1 July 1999 to
build ships for military and civilian customers. CSSC markets itself as as the ‘backbone’ of the
Chinese navy and its core products include a variety of warships and support vessels. Alongside its
program supporting the PLA Navy, Bloomberg notes that CSSC ‘produces oil tankers, bulk carriers,
conditioner vessels, deepwater survey ships, and marine equipment’On 2 July 2019, it was
announced that the China Shipbuilding Industry Corporation and the CSSC would merge. According
to Jane’s Defence Weekly, ‘the two groups, which have combined assets of about USD120 billion
(AUD178 billion) and employ 240,000 people, dominate naval shipbuilding in China and between
them operate 160 subsidiaries.’
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China University of Geosciences (Wuhan) (000000)

CUG is subordinate to the Ministry of Education and also supervised by China’s Ministry of Land
and Resources. It is actively engaged in defence research and training on geology, hosting the
defence-focused Ministry of Education Key Laboratory on Geological Exploration and Evaluation.
The laboratory was established in 2018, has 56 staff, and trains students in ‘military geology’.CUG
gained secret-level security credentials in 2009, enabling it to participate in classified defence
projects.
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China University of Mining and Technology (D0000D)

CUMT is subordinate to the Ministry of Education and specialises in engineering and other mining
and industry-related disciplines. It engages in low levels of defence research.CUMT’s defence
research revolves around manufacturing and design, materials science, control science, electronic
components, power and energy, and bionics. It appears to be involved in the construction and
design of underground bunkers for the military. The academic committee of its State Key
Laboratory for Geomechanics and Deep Underground Engineering (00000000000000CCODO) is headed
by PLA underground engineering expert Qian Qihu (000).
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Chinese Academy of Engineering Physics (I00000000)

CAEP was founded in 1958 and now has over 24,000 employees. It is headquartered in Mianyang,
Sichuan Province, but also has facilities in Chengdu and Beijing. Notably, Mianyang is home to a
military-civil fusion (MCF) demonstration base—the Sichuan Mianyang High-Technology City.
Sichuan Military District Commander Jiang Yongshen (000) in 2016 stressed the important role that
Mianyang plays in China’s larger science and technology development and the significance of its
military-civil fusion (MCF) demonstration base.The academy is best known for nuclear weapons,
but also carries out research on directed-energy weapons. CAEP’s four main tasks are to develop
nuclear weapons, research microwaves and lasers for nuclear fusion ignition and directed-energy
weapons, study technologies related to conventional weapons, and deepen military-civil fusion. It
claims that its research covers 260 specialising, primarily in the broad areas of physics and
mathematics, mechanics and engineering, materials and chemistry, electronics and information,
and optics and electrical engineering.CAEP hosts part of the Tianhe-2 supercomputer, one of the
worlds fastest supercomputers.Despite the sensitivity of its work, CAEP has expanded its
international presence in recent years. It claims to send hundreds of scientists overseas to study or
work as visiting scholars. CAEP has also used Chinese government talent recruitment schemes such
as the Thousand Talents Plan to recruit dozens of scientists from abroad. By 2015, CAEP had
recruited 57 scholars through the Thousand Talents Plan, making it one of the largest recruiters of
Thousand Talents Plan scholars.CAEP maintains strong collaborative relationships with Chinese
civilian universities. It runs a joint laboratory with the University of Electronic Science and
Technology of China and collaborates with universities and research institutions including the
Chinese Academy of Sciences, the University of Science and Technology of China, Shandong
University, Southwest University of Science and Technology, Sichuan University, Jilin University,
Peking University and Tsinghua University. CAEP sponsors postgraduate students in many of these
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institutions who are required to work there for five years after graduating.
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Chongqing University (0000)

CQU is a leading Chinese research institution subordinate to the Ministry of Education. Chongqing
University is home to at least two laboratories devoted to defence research on nanotechnology and
control systems. An institution accredited to conduct classified research, Chongqging University is
active in improving its security culture with respect to the safeguarding of official secrets.In
December 2016, the Ministry of Education entered an agreement with defence industry agency
SASTIND to advance military-civil fusion at Chongqing University. Following this agreement,
Chongging University established the defence-focused Ministry of Education Key Laboratory for
Complex Systems Safety and Autonomous Control, which works on control systems engineering in
May 2018.
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Chongqing University of Posts and
Telecommunications (000000)

CQUPT is involved in research on wireless network engineering and testing, next-generation
wideband wireless communication, computer networking and information security, intelligent
information processing, advanced manufacturing, micro-electronics and specialized chip design. It
ranks among the top 100 universities in China for science and technology.The university is
supervised by the Ministry of Industry and Information Technology and the Chongqing Municipal
Government. It holds secret-level security credentials, allowing it to participate in classified defence
technology projects.
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Chongqing University of Technology (I00000)

CQUT is a member of the B8 Cooperation Innovation Alliance (B80OOOOO or OO00000000), a group of
eight Chinese research institutions that specialize in armament science—the ‘B’ in ‘B8’ stands for
the Chinese word for armaments, bingqi (O0). However its involvement in defence research does
not appear as expansive as the other B8 members and it is a relatively low-ranked university. In
2017, its president stated that ‘Chongqing is an important site for the weapons industry, but its
military-industrial research and development ability has not yet upgraded.’ Unlike the other
members of the B8, SASTIND does not appear to supervise the university.The university has links to
Norinco Group and China South Industries Group, China’s largest weapons manufacturers, and was
under the supervision of the conglomerates’ predecessor, China Ordnance Industry Corporation,
until 1999. In 2017 and 2018, it signed a partnerships with four local defence companies to
collaborate on research and training.In 2011, CQUT received secret-level security credentials,
enabling it to participate in classified defence projects.
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Commercial Aircraft Corporation of China
(00000O000OoD)

COMAC was established in 2008 as a state-owned manufacturer of large commercial aircraft. The
company oversees eleven subsidiaries that focus on various aspects of aircraft production. A list of
COMAC’s subordinate companies can be found in English on the company’s website.Despite its
focus on commercial aircraft, China’s Ministry of Industry and Information Technology has
referred to it as a defence industry conglomerate. The company maintains strong links to China’s
defence industry and some of its leadership is drawn from former executives at state-owned
military aircraft and missile manufacturers. China’s leading producer of military aircraft, the
Aviation Industry Corporation of China (AVIC), also holds a 10 per cent share in COMAC. COMAC
supports the continued development of China’s defence industry by awarding ‘national defence
technology scholarships’ to Chinese university students.COMAC’s signature passenger aircraft, the
C919, offers an example of how the company could use its civilian aircraft production for military
purposes. Numerous Chinese analysts have studied Boeing’s conversion of the 737 into the P-8
Poseidon and E-7A surveillance aircraft and argue that the C919 could also be retrofitted for early
warning as well as anti-surface and anti-submarine warfare missions. With a greater flight range
than China’s other military aircraft, a retrofitted C919 for maritime surveillance operations could
reduce China’s dependence on artificial air bases in the South China Sea which currently render
aircraft vulnerable to corrosion due to harsh weather conditions. Vice-Chairman of the Central
Military Commission, Zhang Youxia, reportedly expressed an interest in learning from American
companies in converting civilian aircraft into military aircraft while inspecting COMAC’s C919.
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Criminal Investigation Police University of China
(0000000OD)

CIPUS was founded in May 1948 and underwent several name changes, but was upgraded in 1981
to become the first police university offering a specialised undergraduate degree program. It runs a
national engineering laboratory, two MPS key laboratories, and provincial key laboratories. It is
focused on training in criminal investigation, criminology science and technology and criminal
law.The university also has relationships with companies that provide the technological tools that
contribute to the PRC’s public security apparatus. For instance, it has a relationship with the
company Haiyun Data on public security intelligence. Haiyun provides data visualization services
for MPS bureaus across China.

The tag is: misp-galaxy:china-defence-universities="Criminal Investigation Police University of China
(d0ooooon)”

Table 611. Table References
Links

https://unitracker.aspi.org.au/universities/criminal-investigation-police-university-of-china

Dalian Minzu University (000000)

DLMU was established in 1984 as an institution that researches China’s ethnic minorities. The
university is overseen by the State Ethnic Affairs Commission (SEAC), the Liaoning Provincial
Government and the Dalian Municipal Government.Scientific disciplines taught by DLMU include
communications and information engineering, machine engineering, civil engineering and
environmental science. DLMU also researches political thought and minority groups of northeast
China.DLMU currently hosts the Dalian Key Lab of Digital Technology for National Culture
(000000000000000D). Researchers at laboratory carry out research on facial recognition of ethnic
minorities. The laboratory has collaborated with an academic from Curtin University on research
related to the facial recognition of Tibetans, Koreans and Uyghurs—over one million of whom have
disappeared into re-education camps. DLMU researchers are working on a database of facial and
optical movements across different ethnic groups.DLMU also hosts the State Ethnic Affairs
Commission Key Laboratory of Intelligent Perception and Advanced Control (000000000000000000),
housed within the university’s College of Electromechanical Engineering (000000). The laboratory
has done work on convolutional neural networks for visual image recognition, which could have
applications for surveillance technology.DLMU’s party committee has an active United Front Work
Department. The department supervises non-CCP members and students returning from overseas
study. Management of religious and ethnic minorities are likely to be other priorities for the
department.
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Dalian Naval Academy (00000000000000O0)

The Dalian Naval Academy is one of the main training colleges for junior officers and cadets in the
PLA Navy. The academy focuses on maritime navigation technology, communications engineering,
electronic information engineering, weapons systems engineering, surveying and control
science.Scientists from the Dalian Naval Academy produce publications on a variety of defence
topics, including:
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Dalian University of Technology (000000)

DLUT is directly under the administration of the Ministry of Education. In 2018, it came under the
supervision of defence industry agency SASTIND as part of the government’s efforts to deepen
military-civil fusion in the university sector. In 2006, the university received secret-level security
credentials, allowing it to participate in classified defence technology projects. Since then, it has
expanded cooperation with the PLA Navy and joined several military-civil fusion innovation
alliances.In 2015, the university established a defence laboratory in the School of Mechanical
Engineering. The laboratory was proposed by a professor within the University’s Institute of
Science and Technology. The Institute of Science and Technology is primarily responsible for high-
tech project management, where they manage projects for the 973 Program, the National Natural
Science Foundation, and the Ministry of Education.
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Donghua University (0000)

DHU is subordinate to the Ministry of Education. It is actively involved in defence research on
materials. It hosts the Key Laboratory of High Performance Fibers & Products, a defence-focused
laboratory involved in materials science and textiles engineering research for China’s defence
industry and weapons systems. The laboratory is specifically involved in developing materials for
weapons casings, vehicular armour, aviation and cabling. The university holds secret-level security
credentials, allowing it to participate in classified defence research projects.DHU claims that much
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of its research has been applied to fields such as defence technology and aviation, and contributed
towards China’s space program and Beidou satellite navigation system. In 2018, the university
signed a strategic cooperation agreement with the state-owned Jihua Group (000D) for collaboration
on textiles to meet the military’s needs.
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East China University of Technology (J0000O)

ECUT was founded in 1956 as the first institution of higher education for China’s nuclear industry.
Since 2001, it has been subject to four 9oint construction’ agreements between the Jiangxi
Provincial Government and defence industry agency SASTIND or its predecessor COSTIND. These
agreements are designed to develop the university’s involvement in defense-related research and
training. The Ministry of Natural Resources and defence conglomerate China National Nuclear
Corporation are also involved in supervising and supporting ECUT.ECUT carries out defence
research related to nuclear science and hosts a defence laboratory on radioactive geology. It holds
secret-level security credentials, allowing it to participate in classified defence technology projects.
In 2006, the East China University of Technology National Defence Technology Institute
(0OCCCOOO0O000) was established.
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Engineering University of the CAPF (000000000000OOO)

The Engineering University of the CAPF is an institution devoted to training personnel in China’s
paramilitary service, the People’s Armed Police, in command and engineering disciplines. The
university focuses on paramilitary information engineering, paramilitary equipment technology,
non-lethal weapons, military communications and mathematical cryptography. Students of the
university can select majors from disciplines such as communications engineering, information
security, military big data engineering, management science and engineering, and mechanical
engineering.The Engineering University of the CAPF hosts the Key Military Laboratory for Non-
Lethal Weapons (OO000OOOOO000), the Big Data and Cloud Computing Laboratory (00000000CO), and
the Command Automation Training Centre (O000OOOCD), indicating expertise in these areas.The
Engineering University of the CAPF has collaborated significantly with a Beijing-based company
called SimpleEdu (0000000000000CCD), focusing primarily on social media and internet
research. Below is a list of initiatives with which the Engineering University of the CAPF has
collaborated:
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Fudan University (0000)

Fudan University is among China’s best universities. It was ranked 104th in the world by Times
Higher Education in 2019. The university appears to engage high levels of work for the military on
materials science, including stealth technology.All defence-related projects and matters in Fudan
are managed by the university’s Institute of Special Materials and Technology (000CCCOOOOOO) and
Defence Industry Secrets Committee (00000000000). The Institute of Special Materials and
Technology specialises in defence research and works on simulations, precision manufacturing,
and materials. Professor Ye Mingxin, the institute’s director, is also an advisor to the PLA and
defence companies on materials science. Fudan University’s Materials Science Department includes
one professor who is described as specifically being a ‘defence system professor’, which may refer
to Professor Ye. In 2011, Fudan established a State Secrets Academy (000000), in partnership with
China’s National Administration of State Secrets Protection (OO0O0). The institute carries out
research and training on the protection of state secrets.
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Fuzhou University (0000)

Fuzhou University is overseen by the Fujian Provincial Government and a focus on engineering
disciplines. It does not appear to engage in significant levels of defence research. However, the
Fuzhou University Military-Civil Fusion Innovation Research Institute (0000000CCCOO0) was jointly
established in 2016 by Fuzhou University along with a number defence companies and military
research institutions under the guidance of Fujian Provincial Government’s National Defence
Industry Office (000000). Furthermore, the Fujian Provincial People’s Government and SASTIND
entered an agreement to jointly develop the university as part of China’s military-civil fusion
initiative in 2018. This indicates that the university will expand its involvement in defence
research. The university has held second-class weapons R&D secrecy credentials since 2006.
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Guilin University of Electronic Science and Technology
(000Oooooo)

GUET specialises in electronics, communications and computer science. It engages in growing levels
of defence research, indicated by the decision to place it under the joint administration of the
defence industry agency SASTIND and the Guangxi Provincial Government in 2018.The PLA
describes GUET as ‘Guangxi Province’s only university to have long carried out defence research.’
Areas of defence research at the university include communications technology, materials science,
signals processing, microwaves, satellite navigation, and command and control. Since 2007, the
university has held secret-level security credentials, enabling it to participate in classified weapons
and defence technology projects.
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Hangzhou Dianzi University (00000000)

HDU specialises in information technology and has been jointly supervised by the Zhejiang
Provincial Government and defence industry agency SASTIND since 2007. The university is
Zhejiang Province’s only provincial-level higher education institution to have officially designated
national defence disciplines.HDU’s leadership is closely integrated with its defence research. Since
its creation in 2008, the university’s main defence laboratory has been run by Xue Anke, who was
the university’s president until 2017. While president, Xue served on an expert advisory committee
to the PLA on information technology. He is also a member of the Zhejiang Provincial Expert
Committee on Artificial Intelligence Development.Key areas of defence research at HDU include
electronics, artificial intelligence, military-use software, and communications and information
systems. HDU has been expanding its research on artificial intelligence, establishing a school of
artificial intelligence and an artificial intelligence research institute in 2018.HDU holds secret-level
security credentials, allowing it to undertake classified weapons and defence technology projects.
In 2011, the Zhejiang State Secrets Bureau established a State Secrets Academy in HDU. The
academy, one of twelve in the country, trains personnel in managing and protecting confidential
information.
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Hangzhou Normal University (000000)

Hangzhou Normal University is a Chinese university subordinate to the Zhejiang Provincial
Government. The university was initially established in 1978 as Hangzhou Normal College (00000O0)
to focus on teacher training, art education as well as research in the humanities and natural
sciences. Hangzhou Normal University retains this broad academic focus and oversees faculties
such as the Alibaba Business School (0000000).Hangzhou Normal University collaborates with
China’s MPS on the development of surveillance technology. In March 2019, the university entered
into an agreement with the Zhejiang Police College, the Zhejiang Public Security Office, and
Hikvision—China’s leading producer of video surveillance technology—to establish a joint
laboratory. The joint laboratory reportedly focuses on applying big data analysis, cloud computing
and internet of things technology to improve China’s policing capability.
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Harbin Engineering University (UO00000)

HEU is one of China’s top defence research universities. The university is a leading centre of
research and training on shipbuilding, naval armaments, maritime technology and nuclear power.
36.46% of the university’s 2017 graduates who found employment were working in the defence
sector.As one of the group of universities subordinate to the Ministry of Industry and Information
Technology (MIIT) known as the ‘Seven Sons of National Defence’ (0000), HEU is an integral part of
China’s defence industry. HEU’s achievements include producing China’s first experimental
submarine, ship-based computer, and hovercraft. The university claims to have participated in
most of the PLA Navy’s submarine, undersea weapon, and warship projects.HIT’s role in the
defence industry is highlighted by its formal affiliation with the PLA Navy, which became a
supervising agency of the university in 2007. Under the supervisory agreement, the PLA Navy
committed to developing HEU’s capacity as a platform for research and development in military
technology and for training defence personnel. The following year, HEU established a Defence
Education Institute to train reserve officers. Since then, the institute has trained at least 1,700
officers. HEU also maintains a joint laboratory with the PLA Navy Coatings Analysis and Detection
Center. HEU is an important hub research on nuclear engineering, including on nuclear
submarines. In 2018, it signed a co-construction agreement with defence conglomerate China
National Nuclear Corporation (CNNC). In 2019, HEU and CNNC established the China Nuclear
Industry Safety and Simulation Technology Research Institute. HEU also runs a joint laboratory on
energetic materials (such as explosives) with the Chinese Academy of Engineering Physics, China’s
nuclear warhead research organisation.
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Harbin Institute of Technology (I0C00O000)

HIT is one of China’s top defence research universities. As one of seven universities run by MIIT, it
is known as one of the ‘Seven Sons of National Defence’ (0000). The Seven Sons of National Defence
all have close relationships with the Chinese military and are core training and research facilities
for China’s defence industry. In 2018, HIT spent RMB1.97 billion (AUD400 million)—more than half
of its research budget—on defence research. 29.96% of the university’s graduates that year who
found employment were working in the defence sector.HIT has been described by Chinese state
media as having ‘defence technology innovation and weapons and armaments modernisation as its
core’. It excels in satellite technology, robotics, advanced materials and manufacturing technology,
and information technology. Other areas of defence research at HIT include nuclear technology,
nuclear combustion, nuclear power engineering and electronic propulsion and thruster technology,
many of which are officially designated as skill shortage areas for the Chinese defence industry.HIT
is best known for its aerospace research and has a close relationship with China Aerospace Science
and Technology Corporation (CASC), a state-owned defence company that specialises in long-range
ballistic missile and satellite technology. Since 2008, HIT and CASC have operated a joint research
centre. Defence conglomerates CASC, CASIC, AVIC and CETC rank among the top employers of HIT
graduates. The university is a major source of cyber talent and receives funding for information
security research from the MSS, China’s civilian intelligence agency. A report prepared for the
US—China Security and Economic Review Commission identified it as one of four universities
focused on research with applications in information warfare. In 2003, HIT founded its Information
Countermeasures Technology Research Institute (00000C000000CO00).
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Harbin University of Science and Technology
(ooooooo)

HRBUST focuses on engineering, science, economics, management, philosophy, literature, law and
education. In 2015, it was placed under the joint supervision of the Heilongjiang Provincial
Government and SASTIND, which is an arrangement designed to develop the university’s
involvement in defence-related research and training. HRBUST’s relationship with SASTIND
indicates that it will continue expanding its role in defence research. Currently, the university has
at least four designated national defense disciplines and plans to build a national defense key
laboratory. It holds secret-level security credentials.
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Hebei University (0000)

Hebei University is Hebei Province’s only comprehensive university. The university subordinate to
the Ministry of Education and also supervised by the Hebei Provincial Government and defence
industry agency SASTIND. Its supervision by SASTIND, which began in 2013, is designed to support
the university in ‘strengthening its national defence characteristics’. HBU appears to be relatively
secretive about its defence research. In 2017, SASTIND designated an area of research at the
university’s College of Physics Science and Technology as a ‘discipline with defence characteristics’.
An article about this on the university’s news site has been taken down and deliberately did not
specify the discipline. However, a speech given by the head of the college named military-use
power and energy as HBU’s only defence discipline. The university holds secret-level security
credentials, allowing it to participate in classified defence technology projects.In 2017, HBU held a
forum on military-civil fusion for technology and innovation to ‘uncover the university’s potential
for defence-industry technological research’ and encourage greater integration with defence
companies.
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Hebei University of Science and Technology (0I00000)

HEBUST engages in moderate but growing levels of defence research. It has been supervised by
defence industry agency SASTIND since 2013, when SASTIND and the Hebei Provincial Government
agreed to jointly develop the university’s involvement in defence research. By 2017, the university
claimed to have completed 300 defence projects. The university holds secret-level security
credentials, allowing it to participate in classified defence technology projects.While the university
does not appear to have any dedicated defence laboratories, it has described five of its laboratories
as platforms for defence research. Areas of materials science, mechanical engineering and control
science at HEBUST have been designated ‘disciplines with national defence charcteristics’ by
SASTIND. HEBUST may also be pursuing greater integration between China’s defence needs and the
university’s research on textiles engineering and biological fermentation. HEBUST states that is has
developed close cooperation with China Electronics Technology Group Corporation’s 54th Research
Institute, an organization blacklisted by the US Government Entity List. Defence industry
conglomerate Aviation Industry Corporation of China also funds research at the university.
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Hefei University of Technology (000000)

HFUT a leading Chinese university subordinate to the Ministry of Education. It specialises in
engineering and engages in growing levels of defence research, particularly in the fields of
advanced materials, smart manufacturing and electronic information. As of 2018, HFUT was the
only civilian university in Anhui Province fully certified to carry out military projects, holding
secret-level security credentials, and had undertaken over 200 such projects.In 2018, the university
came under a ‘oint-construction’ agreement between the Ministry of Education and defence
industry agency SASTIND. According to HFUT, this agreement ‘will powerfully advance the
university’s development of national defence disciplines, training of talent for defence industry,
and construction of defence industry and national defence research platforms.’Miao Wei, head of
the Ministry of Industry and Information Technology, which oversees China’s defence industry, is a
graduate of HFUT.
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Heilongjiang Institute of Technology (J00000O0)

HLJIT is an engineering-focused university that engages in growing levels of defence research. In
2015, the Heilongjiang Provincial Government partnered with defence industry agency SASTIND to
expand the university’s ability to ‘show its national defence characteristics and serve the national
defence science and technology industry’SASTIND has designated military-use power and energy,
optoelectronics and laser technology, and computing as three ‘disciplines with national defence
characteristics’ at HLJIT. In June 2016, HLJIT and ZTE jointly launched an MOE-ZTE ICT Product-
Teaching Integration Innovation Base (000-0000ICTOCOO0000) and established the Heilongjiang School
of Engineering-ZTE Information and Communications Technology College (000000C-00CC000000). ZTE
has been reportedly barred from US government contracts.As it increases its implementation of
military-civil fusion, HLJIT has developed relationships with defence conglomerates. The university
is particularly close to China Aerospace Science and Technology Corporation (CASC), a leading state-
owned manufacturer of long-range missiles and satellites. In 2017, HLJIT partnered with a
subsidiary of CASC to establish a joint research centre, the Aerospace Smart City Research Institute.
The subsidiary, Aerospace Shenzhou Smart System Technology Co., Ltd. (000CCOO0000000), specialises
in smart city and informatization technology.HLJIT holds confidential-level security credentials,
allowing it to participate in confidential defence technology projects.
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Heilongjiang University (00000)

HLJU is supervised by the Ministry of Education, the Heilongjiang Provincial Government and
SASTIND. SASTIND’s supervision of the university is designed to promote its integration with
China’s defence technology goals. In 2016, the year after HLJU came under SASTIND’s supervision,
the university received third-class security credentials and funding for a national defence
technology research project for the first time. Third-class security credentials allow the university
to participate in confidential defence research projects. By 2018, HLJU claimed to have received
RMB13 million (AUD2.7 million) in defence research funding.HLJU has close ties with Russian
universities and is best known for its work in the Chemistry, Chemical Engineering and Materials
Department, which entered the top 1 percent of ESI’s global rankings.
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Henan University of Science and Technology (000000)

HAUST is Henan province’s leading civilian university for defence research. In 2008, it became the
first university in the province to receive security credentials allowing it to participate in classified
weapons projects. In 2016, it became the province’s only university subject to a joint-construction’
agreement with defence industry agency SASTIND, an arrangement designed to increase HAUST’s
involvement in defence research. As early as 2009, the university stated that it had made great
contributions to the defence and aviation industries, undertaking large amounts of defence
research projects.HAUST describes itself as China’s primary university for research and training for
the mechanical bearings (such as ball bearings) industry. SASTIND has designated three areas of
research at the university as ‘disciplines with defence characteristics’, covering systems
engineering, materials science and mechanics. The university is actively involved in military-civil
fusion activities.The university claims to have made important contributions to the development of
bearings for aircraft engines, satellites, and spacecraft. It states that it has resolved critical
technological problems for specific weapons guidance systems, ballistic missile testing systems and
an infrared targeting and interference emulation system that are probably used to test guided
missiles.
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Huazhong University of Science and Technology
(00000o)

HUST is one of China’s leading research institutions. While the university is subordinate to the
Ministry of Education, it has also been supervised by the State Administration of Science,
Technology and Industry for National Defense since 2012.The university hosts at least six
laboratories dedicated to defence research. Its National Defence Research Institute reportedly
oversees defence research in seven other HUST research centres. Artificial intelligence,
shipbuilding, image processing, navigation technology, mechanical engineering, electronics,
materials science and laser physics are focuses of HUST’s defence research.HUST has worked
closely with the PLA and China’s defence industry. This collaboration includes the development
artificial intelligence and imaging technology for weapons. The university’s work on pulsed power
is linked to China’s nuclear and directed-energy weapons program. China’s state-owned defence
conglomerates and China’s nuclear warhead facility sponsor dozens of HUST postgraduate students
each year, who are required to work at their sponsoring organisation for at least five years after
graduating. HUST holds secret-level security credentials, allowing it participate in research and
production for classified weapons and defence projects.
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Hunan University (0000)

HNU is a leading Chinese university subordinate to the Ministry of Education. In recent years, its
participation in defence research appears to have grown substantially. In 2010, it established the
National Supercomputer Center in Changsha jointly with the PLA National University of Defense
Technology, which has since been placed on the US Government Entity List for its suspected role in
nuclear weapons research.In 2011, China’s defence industry agency, SASTIND, entered a
partnership with the MOE to expand the university’s participation in defence research and defence
industry ties. This arrangement was renewed in 2016. In 2013, SASTIND and the Hunan Provincial
Government also signed an agreement to jointly support the development of the university’s
National Supercomputer Center.HNU holds secret-level security credentials, enabling it to
participate in research and production for weapons and other defence projects.
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Hunan University of Science and Technology (I00000)

HNUST is an engineering-focused university founded in 2003. In 2016, it was subject to a ‘joint-
construction’ agreement between the Hunan Provincial Government and defence industry agency
SASTIND, an arrangement designed to develop the university’s involvement in defense-related
research and training. The university has three designated defence research areas, is involved in
weapons research, and has confidential-level security credentials. HNUST is home to two national
defence key laboratories, one of which is in the School of Materials Science and Engineering. The
university has also established its Intelligent Manufacturing Institute, which evolved from a
provincial key laboratory and has connections to the Made in China 2025 strategy. HNUST is also
linked to state-owned arms manufacturer Norinco Group. In 2018, it signed a strategic cooperation
agreement with arms manufacturer Norinco’s National Defence Key Laboratory on Light Weapons
Terminal Lethality Technology (00000000000000000 aka 0000000000CCOO00).
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Information Engineering University (U000000000000)

IEU was formed in June 2017, combining the old Information Engineering University with the PLA
Foreign Languages University. PLA experts have described IEU as ‘the sole military academy for the
cyber and electronic warfare arms of China’s network-electronic forces’.The IEU is currently
subordinate to the PLA Strategic Support Force’s Network Systems Department, which holds the
military’s signals intelligence capabilities. Previously, the university was run by the General Staff
Department Third Department (commonly known as 3PLA), the PLA’s signals intelligence service
that has been incorporated into the Strategic Support Force. IEU’s command tracks include Network
Engineering (0000), which is dedicated to the cultivation of cyber attack and defense technical cadre
(00000000). It is responsible for the construction of the Henan Provincial Laboratory of Visible Light
Communication (0000000000000).The university is primarily known for research and training on
hacking, cryptography, signals processing, surveying and mapping, and navigation technology.
However, since absorbing the PLA Foreign Languages University, it now serves as one of the most
important language schools for Chinese military intelligence officers, describing itself as a ‘whole-
military foreign languages training base for individuals going abroad’. While the PLA Foreign
Languages University is best known for training signals intelligence officers, it has also trained
many officers in the PLA’s political warfare wing, the Central Military Commission Political Work
Department Liaison Bureau.
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Institute of NBC Defense (J00000)

The Institute of NBC Defense is the PLA’s premier institution devoted to training junior, mid-career
and senior officers on technology related to defence against nuclear, biological and chemical
weapons. Most scientific research tends to focus on radiation protection and nuclear safety.
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Jiangnan Social University (000000)

JSU trains intelligence officers in tradecraft and carries out research on intelligence and security.
The university first opened in 1986 with over 600 students and staff. Since 1999, it has run the
Journal of Jiangnan Social University, which publishes research on international security, strategy
and politics. Satellite and streetview imagery from Google Maps and Baidu appears to show a
shooting range at the southern end of its campus.
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Jiangsu University of Science and Technology (0J000O0OO)

JUST engages in high levels of defence research. With a focus on research relevant to the PLA Navy,
JUST is supervised by the China State Shipbuilding Corporation and the China Shipbuilding
Industry Corporation, China’s leading defence shipbuilding conglomerates. In 2002, JUST was one of
eight universities jointly supervised by defence industry agency COSTIND and a provincial
government. In 2016, its was the subject of an agreement between the Jiangsu Provincial
Government and defence industry agency SASTIND to expand its role in defence research.JUST
scientists have been involved in nuclear submarine, unmanned submersible and aircraft carrier
projects. The university holds secret-level security credentials, allowing it to participate in classified
defence technology projects.Faculties at the university involved in defence research include the
School of Naval Architecture and Ocean Engineering and the School of Energy and Propulsion.
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Jilin University (0000)

JLU is directly under the administration of the Ministry of Education and came under the joint
supervision of the ministry and defence industry agency SASTIND in 2016. In 2017, SASTIND
designated eight fields of research at JLU as national defence disciplines, indicating the university
carries out high levels of defence research. In 2012, JLU spent roughly RMB60 million (AUD12.5
million) on defence research, a number that is likely to have grown substantially.JLU’s National
Defense Science and Technology Research Institute, also known as the Advanced Technology
Research Institute, was established in April 2006 and is responsible for the organization and
management of the university’s national defence science and technology projects. The research
institute has received several certifications to conduct research for military applications. It
conducts research in collaboration with the former PLA General Armaments Department, SASTIND,
and state-owned defence conglomerates in the fields of aviation, aerospace, electronics, nuclear
technology, and shipbuilding.JLU’s State Key Laboratory of Superhard Materials (00000000000)
works closely with China’s nuclear weapons complex, the Chinese Academy of Engineering Physics
(CAEP). Job advertisements for a CAEP subsidiary, the Center for High Pressure Science &
Technology Advanced Research (0000000000) state that it has a branch within Jilin University. This
suggests that CAEP may even be involved in managing the State Key Laboratory of Superhard
Materials.The university hosts at least two defence research labs, located in the university’s College
of Computer Science and Technology and in the College of Chemistry. Its Key Laboratory of Attack
and Defense Simulation Technology for Naval Warfare, Ministry of Education
(0O0CCCO0000000000000BOD) is involved in cybersecurity research for the Navy. The lab’s academic
committee is headed by a computer scientist from China Aerospace Science and Technology
Corporation, a leading state-owned missile manufacturer.JLU holds secret-level security
credentials, allowing it to participate in research and production for classified weapons and
defence technology projects.
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Kunming University of Science and Technology
(00000o)

Kunming University of Science and Technology appears to engage in low levels of defence research,
but its involvement in defence research is likely to grow. In 2017, Kunming University of Science
and Technology signed an agreement with Yunnan’s defence technology bureau to deepen military-
civil fusion. In 2018, the Yunnan Provincial Government and defence industry agency SASTIND
signed an agreement to jointly construct KMUST. The agreement is designed to increase the
university’s involvement in defence research.KMUST carries out high levels of research on
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metallurgy. It is involved in defence research related to China’s aviation industry, and collaborates
with defence shipbuilding conglomerate CSIC on vibration and noise research.
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Lanzhou University (0000)

LZU’s involvement in defence research has slowly grown over the past decade. In 2018, it spent
over RMB50 million (AUD10 million) on defence projects.LZU is subordinate to the Ministry of
Education. Since 2018, it has also been supervised by defence industry agency SASTIND in an
arrangement designed to further expand the university’s defence research and the defence
industry relationships.LZU carries out national defence-related research in areas such as nuclear
science, electromagnetism, probes, chemistry, mechanics, materials science, stealth technology and
information technology.In 2017 and 2018, LZU signed strategic agreements with state-owned
defence companies Norinco Group, China’s largest arms manufacturer, and China National Nuclear
Corporation. Several defence companies, as well as China’s nuclear weapons program, provide
scholarships for dozens of LZU postgraduate students each year. In return, these students must
work for their sponsoring organisation for five years after graduation.In 2005, LZU received secret-
level security credentials that allow it to participate in classified weapons projects.
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Lanzhou University of Technology (000000)
Lanzhou University of Technology (000000)
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Logistics University of the People’s Armed Police Force
(Dooooooooooooo)

The Logistics University of the People’s Armed Police Force is an institution devoted to training
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personnel in logistics for China’s paramilitary service, the People’s Armed Police. The university
teaches subjects in applied economics, military logistics studies, paramilitary logistics, applied
psychology, as well as communications and transportation engineering.The Logistics University of
the People’s Armed Police Force actively collaborates with private institutions and civilian
universities on scientific research. For example, the university collaborated with Nankai University
(0000) and the Tianjin Eminent Electric Cell Material Company (0000CCCOO0000) on high performance
lithium and sodium ion materials in 2018. The university also collaborated with the Tianjin
Polytechnic University (000000) on intelligence, wearable technology that monitors heart rates for
both military and civilian personnel.
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Nanchang Hangkong University (I00000)

NCHU engages in high levels of defence research relevant to the aviation industry. In 2017, the
Ministry of Education designated it a ‘school with national defence education characteristics’, and
30% of graduates go to work in the defence industry or civilian aviation companies. The university
has been supervised by defence industry agency SASTIND since 2010. It holds secret-level security
credentials.Five fields of research at NCHU are designated ‘national defence key disciplines’
precision forming and joining technology, component quality testing and control, testing and
measurement technology and instruments, optoelectric and laser technology, and military-use
critical materials. The wuniversity hosts at least three laboratories focused on defence
research.NCHU is particularly close to AVIC, the Chinese military’s aircraft manufacturing company.
In particular, AVIC subsidiary Hongdu Aviation Industry Group (0OO0COOD) is based in Nanchang and
has frequent exchanges with NCHU.
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Nanchang University (J000)

NCU engages in low levels of defence research. It holds secret-level security credentials, allowing it
to carry out classified defence research. In 2006, it established a defence research institute together
with five provincial defence industry companies. Based on affiliated staff members, the institute
may be focused on mechanical engineering.The university was added to the US Government
Unverified List in 2018. Entities are added the Unverified List if the US Government is unable to
satisfactorily carry out end-user checks on them to ensure compliance with export licenses.
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Nanjing Army Command College (I0000O0O)

The Nanjing Army Command College is an institute devoted to training mid-career staff officers in
preparation for command the PLA Ground Force. Disciplines of focus for the college include joint
campaign tactics, warfighting command, military training and combat simulations.
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Nanjing Institute of Information Technology
(00000Oooo)

Nanjing Institute of Information Technology (000CCOOO0)
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Nanjing Normal University (000000)

Nanjing Normal University is a leading Chinese university supervised by the Ministry of Education
and Jiangsu Provincial Government. The university has strengths in geospatial technology, big data
and artificial intelligence.Nanjing Normal University has close ties to the Ministry of Public
Security. In 2014, the university established the Ministry of Public Security Key Laboratory for
Police Geospatial Information Technology (0000000000000000), which researches applications of
geospatial information technology for policing purposes. Nanjing Normal University has also
entered into an agreement with the Nanjing Municipal Public Security Bureau, establishing the
‘Video GIS Technology Laboratory’ (00GISO0000) in April 2012.Nanjing Normal University has a close
relationship with the regional government in Xinjiang, where over 1 million Uyghurs and Kazakhs
are currently held in internment camps. In 2015, the university entered into an agreement with the
Xinjiang Uyghur Autonomous Government and the Jiangsu Municipal Government to support the
development of Yili Normal University.
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Nanjing Tech University (000000)

In 2016, NJTech came under the joint supervision of the Jiangsu Provincial Government and
defence industry agency SASTIND, which is an arrangement designed to develop the university’s
involvement in defense-related research and training. The university has four designated defence
research areas and secret-level security credentials, allowing it to undertake classified defence
technology projects.NJTech is expanding its defence research on materials science, chemistry,
optical engineering and systems engineering. In 2018, the university established a Military-Civil
Fusion Development Research Institute to deepen its implementation of military-civil fusion.
NJTech has a Defence Industry Science Office (0000000) within its Depart of Scientific of Research.
This office is responsible for the university’s defence-related research and coordination. NJTTech’s
School of Materials Science and Engineering (000000000) has previously worked on defence-related
projects.The university has international ties with universities in England that focus on electronics
and semiconductors. It has also established a joint research center with Russian universities for
advanced technology R&D.
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Nanjing University (0000)

NJU is subordinate to the MOE and has also been supervised by defence industry agency SASTIND
since 2012. In 2016, the university was selected as a participant in the first batch of national dual-
use demonstration bases, and a year later in 2017 was selected as a Class A world-class university.
NJU is home to at least two defence laboratories and has committed to deepening its involvement in
military-civilian fusion. As the first university in China to establish a State Secrecy Academy, in
2009, Nanjing University is involved in cyber security research.In 2018, NJU established an Institute
of Artificial Intelligence and reported its research progress to the Jiangsu Provincial Committee of
Military-Civilian Fusion when they visited the university. Following the visit, the provincial
committee expressed interest in deepening cooperation on MCF projects in order to promote
Jiangsu’s MCF work. The Institute of Al also co-built a research center with Intel, the Intel-Nanjing
University Artificial Intelligence Research Center, which is Intel’s first research center focusing on
Al in China. The university’s rapidly developing AI Institute provides an opportunity for deepening
its involvement in MCF R&D. In May 2018, NJU signed a strategic cooperation agreement with
Megvii 0000. Megvii has been blacklisted by the US government over human rights abuses.
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Nanjing University of Aeronautics and Astronautics
(000OOooo)

NUAA is one of the ‘Seven Sons of National Defence’ subordinate to the Ministry of Industry and
Information Technology. NUAA specialises in aerospace research and works closely with the
Chinese military as well as civilian and military aviation companies, including military aircraft
manufacturers AVIC and AECC. 21% of the university’s graduates in 2018 who found employment
were working in the defence sector.The university claims to have participated in nearly all major
national aviation projects, including the development of the Chang’e 3 unmanned lunar explorer.
NUAA hosts China’s only national defence laboratory for helicopter technology.NUAA has attracted
controversy for its alleged involvement in the Ministry of State Security’s efforts to steal US aviation
technology.
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Nanjing University of Posts and Telecommunications
(00OO0o)

NJUPT was initially ‘one of the earliest institutions devoted to training communications personnel
for the Chinese Communist Party and red army’. Since then, NJUPT has evolved from a training
college to a civilian university that offers undergraduate, post-graduate and doctoral degrees in
various communications and engineering disciplines.NJUPT holds secret-level security credentials,
allowing it to participate in classified defence research projects.Key areas of research include at the
university:
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Nanjing University of Science and Technology (000000)

NJUST is one of the ‘Seven Sons of National Defence’ administered by the Ministry of Industry and
Information Technology. Together with Beijing Institute of Technology, it was ranked as China’s top
university for armaments science in 2017. Roughly 16% of the university’s graduates in 2018 who
found employment were working in the defence sector.NJUST is a member of the B8 Cooperation
Innovation Alliance (B80000OOO or 0000000000), a group of eight Chinese research institutions
specialising in weapons science—the ‘B’ in ‘B8’ stands for Chinese word for armaments, bingqi (00).
Indicative of the university’s high level of involvement in defence research, in 2013 a disused
laboratory on its campus exploded, killing one, after workers disturbed a cache of explosives.NJUST
has a collaborative relationship with a PLA signals intelligence research institute, involving
cooperation on unmanned combat platforms and information security.
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National Defense University (00000000000)

NDU is the PLA’s ‘premier’ institution for training in military theory, strategy, operations and
political work, which can have its history traced back to the era of Mao Zedong’s peasant-led red
army in 1927.The university is devoted to training the PLA’s officer corps in preparation for senior
leadership positions. Given this focus on the softer skills of PLA administration, the National
Defense University does not have as strong a focus on hard science as its counterpart, the National
University of Defense Technology.
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National University of Defense Technology
(0000O0ODo0ooooo)

In 2017, NUDT was reformed and placed in charge of the Institute of International Relations in
Nanjing, the National Defense Information Institute in Wuhan, the Xi’an Communications College,
the Electrical Engineering Institute in Hefei, and the College of Meteorology and Oceanography in
Nanjing. The Institute of International Relations in Nanjing is a key training centre for intelligence
officers.NUDT is known for its research on supercomputers, autonomous vehicles, hypersonic
missiles and China’s Beidou Navigation Satellite System. The university developed the Tianhe-2A
supercomputer at the National Supercomputing Center in Guangzhou, the world’s fastest
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supercomputer from 2013 to 2016. NUDT’s Tianhe-1A supercomputer is based at Hunan
University’s National Supercomputing Center Changsha (000COOO00O0).For over a decade, NUDT has
aggressively leveraged overseas expertise and resources to build its capabilities. The Australian
Strategic Policy Institute’s International Cyber Policy Centre’s October 2018 report ‘Picking flowers,
making honey: The Chinese military’s collaboration with foreign universities’ documented and
analysed NUDT’s overseas presence. The report found that by 2013 the university had sent over
1,600 of its professors and students to study and work abroad. Universities in the United States, the
United Kingdom, Australia, Canada, Singapore, the Netherlands and Germany engage in some of the
highest levels of collaboration with NUDT. Some of NUDT’s leading experts on drone swarms,
hypersonic missiles, supercomputers, radars, navigation and quantum physics have been sent to
study or work abroad.Defected Chinese spy Wang Ligiang claimed in 2019 that NUDT’s ‘Intelligence
Center’ sent him fake passports for his mission to interfere in Taiwanese politics. This indicates that
the university plays an important role in supporting China’s overseas intelligence activity. NUDT
also works with foreign technology companies. Google and Microsoft have both worked with and
trained NUDT scientists.
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Naval Command College (0OO0000000000)

The Naval Command College is an institution that provides education and training for naval
officers in a variety of disciplines such as military thought, strategic studies, intelligence training
and political work along with military operations, tactics and campaigns. The college plays a crucial
role in improving the quality of PLA Navy personnel, as well as providing combined arms training
for mid-career political commissars, logistics officers and equipment officers. The college serves to
improve strategic and tactical thinking in the PLA Navy by hosting the Naval Campaigns and Tactics
Center Laboratory (00000000000) and producing research that looks at operationalising new training
and command systems. It is the PLA-N’s last remaining command academic institution.
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Naval Petty Officer Academy (0000000000000)

The academy has three main departments focused on training, campus affairs and political work. It
has published research on radar jamming.
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Naval Research Academy (000000000000)

The Naval Research Academy was established in July 2017 following Xi Jinping’s military
reforms. Main areas of study include military theory and technological research as well as the
maritime environment and national defence engineering.The Naval Research Academy actively
collaborates with civilian universities as part of China’s military-civil fusion program. In April 2019,
delegates from the Naval Research Academy attended a meeting with officials from Xi’an Jiaotong
University on co-operation directed at improving the quality assurance and technological reliability
of complex armaments currently in service in the PLA Navy. Major General Li Wei from the Naval
Research Academy stated that his colleagues were paying ‘very close attention to this co-operation
with Xi’an Jiaotong University’ in the development and sustainment of naval equipment.The Naval
Research Academy also collaborates with civilian research institutes. For example, the Institute for
Industrial Military-Civil Fusion at the Research Institute of Machinery Industry Economic and
Management claims to have worked with the Naval Research Academy and a number of state-
owned enterprises that focus on defence technology such as China Shipbuilding Industry
Corporation (CSIC) in order to develop strategies for military-civil fusion.The Naval Research
Academy’s involvement in military-civil fusion is particularly notable for work on maritime
information technology and equipment. In January 2019, delegates from the Naval Research
Academy attended a conference hosted by the National Key Laboratory of Underwater Acoustic
Science and Technology (O0OOOOOOOOO00) and the Key Laboratory of Marine Information Acquisition
and Security Industry and Information Technology (0000COOOOOOOO000000000) of Harbin Engineering
University (HEU). The Naval Research Academy’s Liu Qingyu (000) was reported to have made a
presentation on international and domestic developments in marine sonar technology at the
conference.Liu Qingyu from the Naval Research Academy has a particularly strong record of
engagement with civilian and military institutions for his research into marine sonar technology. In
2018, Liu delivered a presentation to the Northwestern Polytechnical University (NPU) which
‘elaborated on some of the problems facing the national costal defence industry’ and ‘suggested
areas for future research into marine acoustics.” Both students and academics from NPU attended
Liu’s presentation. Liu has also published papers on acoustic science with scholars from the
Chinese Academy of Sciences, the Naval University of Engineering, and Northwestern Polytechnical
University.
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Naval University of Engineering (0000000000000)

NUE is one of the PLA’s five comprehensive universities, which trains students in a variety of
engineering and core military disciplines related to naval warfare.The university is home two
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national laboratories. The National Key Laboratory for Vessel Integrated Power System Technology
(00CCCOO0000000000), which was established in 2010 to carry out ‘indigenous research and
development’ into integrated electric propulsion (IEP) systems that power naval vessels at sea. IEP
generally uses diesel generators and/or gas turbines to generate the electricity needed in order to
turn propellers on large surface vessels such as guided missile destroyers or amphibious assault
ships. The lab is jointly run by NUE and China Shipbuilding Industry Corporation’s (CSIC) 712th
Research Institute.Rear Admiral Ma Weiming has led the National Key Laboratory for Vessel
Integrated Power System Technology to develop propulsion systems for aircraft catapults,
electromagnetic weapons and satellite launches. Admiral Ma has been referred to as ‘the father of
China’s electromagnetic catapult system’ (O0OCOOO0) by official Chinese media sources.NUE’s
National Defense Technology Key Laboratory of Marine Vibration and Noise (0000DO0OOOO00000)
works on acoustic quieting technology for submarines. The lab is probably jointly run with CSIC’s
701st Research Institute, also known as China Ship Development and Design Center
(00O0CCODDO0).Another laboratory that conducts defence research at NUE is the Nuclear Marine
Propulsion Engineering Military Key Laboratory (000000000000O0). The lab focuses on researching
and training engineers in nuclear engineering for warships and submarines.Academic departments
at the Naval University of Engineering include:

The tag is:  misp-galaxy:china-defence-universities="Naval  University = of Engineering
(000D00Oooooom”

Table 659. Table References

Links

https://unitracker.aspi.org.au/universities/naval-university-of-engineering

Navy Aviation University (0000000000000)

The Navy Aviation University was established upon the merger of the Naval Aviation Pilot Academy
and the Naval Aviation Engineering University during Xi Jinping’s military reforms in 2017. The
university conducts research into missile engineering, electrical engineering and automation,
navigation engineering as well as air station management engineering and flight vehicle design
engineering. Academic articles published by the university have looked at topics such as the PLA-
N’s combat system capability and naval aviation management systems.
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Navy Logistics Academy (I000000000000)

The Navy Logistics Academy is an institution devoted to training naval cadets and officers
specialising in logistics. The academy’s core training and research focuses on military studies,
management science and economics, while specialist lines of research include logistics command
management and military financial auditing. The Center for Naval Analyses (CNA) in Arlington,
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Virginia have noted that entry into the academy tends to occur at the mid-career level for officers
in the PLA-N.
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Navy Medical University (0000000000000)

The PLA Navy Medical University, formerly known as the Second Military Medical University, was
established in 1951 as a university focussed on medical research for the Chinese military.
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Navy Submarine Academy (0000000000000)

The Navy Submarine Academy is responsible for the training of submariners to crew its
conventionally and nuclear-powered submarines. The academy focuses its research on subjects
such as electrical and information engineering, combat simulation, underwater acoustic
engineering and navigation technology along with weapons systems and launch engineering and
underwater ordnance technology. The academy also offers programs in combat tactics and the
underwater combat environment.The Navy Submarine Academy pursues research that may
contribute to Chinese anti-submarine warfare capabilities through the Underwater Operational
Environment Military Key Laboratory (0000000000CCD). The academy also oversees part of the The
publication record of researchers from the Navy Submarine Academy also suggests a strong
interest in foreign developments in undersea warfare systems. In 2018, the Navy Submarine
Academy signed a cooperative agreement with Harbin Engineering University (HEU). The
agreement is directed at promoting research collaboration in subjects such as big data fusion,
intelligent navigation, underwater acoustic target recognition, and underwater unmanned
intelligent control system:s.
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North China Institute of Aerospace Engineering
(000Oooooo)

NCIAE specialises aerospace technology and engineering. The university is primarily run by the
Hebei Provincial Government, together with the State Administration of Science, Technology and
Industry for National Defense, China Aerospace Science and Technology Corporation (CASC), and
China Aerospace Science and Industry Corporation (CASIC).NCIAE appears to be a major training
center for CASC and CASIC, state-owned defence conglomerates that dominate China’s missile and
satellite sector. NCIAE runs at least two research and development centres with CASC and was
involved in the development of the Shenzhou spacecraft, Long March rockets and the DFH-5
satellite platform.In 2003, the Hebei Provincial Government, CASC and CASIC signed an agreement
to jointly support NCIAE (pictured below, courtesy of NCIAE).
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North China University of Science and Technology
(00000o)

NCST was founded in 2010 and focuses on metallurgy and materials science. The university engages
in growing levels of defence research since coming under the supervision of defence industry
agency SASTIND in 2013.‘Military-use critical materials’ has been designated as a key defence
research area at NCST.
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North University of China (0000)

NUC is a civilian university that specailises in defence research. It is jointly administered by the
Shanxi Provincial Government and defence industry agency SASTIND. The university traces its
roots back to an ordnance school established by the Eighth Route Army in 1941, and defence
research is central to its identity. According to NUC’s website, ‘Our university has long established
excellent and cooperative relationships with Central Military Commission departments, SASTIND,
Norinco Group, China South Industries Group, China Aerospace Science and Technology Group,
China Aerospace Science and Industry Group, and our graduates are spread across different areas
in defence industry.’” Approximately 2000 of its graduates enter the defence industry each year.NUC
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specialises in testing and developing weapons, including tanks, missiles and explosives. Its
Underground Target Damage Technology National Defense Key Subject Laboratory reportedly runs
the only underground shooting range in a Chinese university. The university is a member of the B8
Cooperation Innovation Alliance (B80OOOOOD or O000000CCCO), a group of eight Chinese research
institutions that specialize in armament science—the ‘B’ in ‘B8 stands for Chinese work for
armaments, bingqi (00).
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Northeastern University (0000)

NEU is a major civilian university subordinate to the Ministry of Education. The university hosts
three national laboratories, all of which are related to industrial manufacturing technology.NEU
engages in growing levels of defence research. It holds secret-level security credentials allowing it
to participate in classified weapons projects and hosts the defence-focused Key Laboratory of
Aerodynamic Equipment Vibration and Control. In 2018, NEU was approved to build a further five
laboratories that could be involved in future defence or security-related research.In 2019, NEU
joined the Shenyang Aircraft Design Institute Collaborative Innovation Alliance (0000000000000CD), a
group of universities and institutes, led by defence conglomerate AVIC, that are involved in the
development of military aircraft. NEU also runs a National Defense Science and Technology
Development Research Institute (OOOOCCCCD). In 2019, the institute’s senior deputy director was
awarded a China Industry-University-Research Cooperation Military-Civil Fusion Prize.
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Northwest Institute of Nuclear Technology (I0000000)

NINT is one of China’s main sites of nuclear technology research. While the Chinese Academy of
Engineering Physics is believed to be China’s only manufacturer of nuclear warheads, NINT likely
plays a supporting role in research for nuclear weapons. It is especially active in research on lasers,
which can be used in nuclear fusion reactors or weapons. Aside from nuclear technology, NINT
carries out research on topics including electronics, information science, materials science, control
science and chemistry.NINT has partnerships with several institutes in the Chinese Academy of
Sciences, Xiangtan University, Northwestern Polytechnical University, and Xi’an Jiaotong University.
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Northwestern Polytechnical University (000000)

The university is one of the ‘Seven Sons of National Defence’ subordinate to MIIT. It is heavily
engaged in military research, describing itself as ‘devoted to improving and serving the national
defence science and technology industry” NWPU’s research focuses on aviation, space and naval
technology. Between 2014 and 2018, the university’s School of Mechanics, Civil Engineering and
Architecture alone spent nearly RMB200 million (AUD40 million) on defence research projects.
41.25% of 2017 NWPU graduates who gained employment were working in the defence
sector.NWPU is known for its development of unmanned aerial vehicles (UAVs). The only Chinese
university hosting a UAV defence laboratory, NWPU produces the ASN series of UAVs though its
subsidiary company, Aisheng Technology Group Co., Ltd. The Chinese military is the company’s
largest customer and the company once claimed to produce 90% of China’s drones.The university
has close ties to state-owned shipbuilding and aerospace conglomerates.
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Officers College of the PAP (0000000CO0COOO)

The Officers College of the PAP was established as an institution devoted to training officers of
China’s paramilitary service in command and engineering disciplines. The college’s research
focusses on combat command, command information systems engineering, philosophy, law,
political education, Chinese language and literature, history, mathematics, physics, applied
psychology, electrical science and technology, computer science and technology, and management
science and engineering.The Officers College of the PAP is especially active in developing drone
technology. On 26 June 2019, the college tested its X-Swift unmanned aerial vehicles (UAV) for a test
surveillance and reconnaissance flight with special operations personnel in Sichuan.The college is
also active in developing applications for drone technology. Researchers from the college have
collaborated with personnel from the PLA Logistics Engineering University to publish an article in
favour of deploying UAVs to southern Xinjiang for counter-terrorism missions. The researchers
argue for UAVs to be deployed for regional surveillance and strike as well as search and seizure
missions in Xinjiang, drawing off lessons from the US coalition against ISIS.
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PAP NCO College (I00ODODODODOODO)

The PAP NCO College was established in 2017 following Xi Jinping’s reforms to China’s military
education system. The college does not appear to engage in significant levels of defence research
and focuses its attention on training enlisted personnel in China’s paramilitary service, the People’s
Armed Police.
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Peking University (0000)

PKU is considered among China’s most prestigious universities with a storied history. It is ranked as
one of China’s top two academic institutions, along with Tsinghua University. Unsurprisingly, the
university has been included in a number of the PRC’s educational initiatives, including as a Class A
institution under the Double First-Class University program.PKU has been subject to at least two
joint-supervision agreements between the Ministry of Education and defence industry agency
SASTIND. These agreements, signed in 2012 and 2016, are designed to deepen the university’s
involvement in defence research.PKU’s Advanced Technology Institute was founded in 2006 to
oversee and develop the university’s defence research. Includes several research centres and
supervises the university’s four major defence laboratories. The institute’s research covers
semiconductors, nuclear technology, quantum physics, advanced materials, underwater acoustics,
satellite navigation and communications, flight propulsion, aerospace engineering and
microprocessors.In 2017, PKU and the Chinese Academy of Engineering Physics (CAEP)—China’s
nuclear weapons program—established the PKU-CAEP New Structure Center for Applied Physics
and Technology (0000-0000000000000CCCOOOO0O0O0).. The institution was founded on the basis of the
PKU Center for Applied Physics and Technology (000000000000000) established with CAEP in 2007.
The joint centre carries out research on materials, lasers for atomic physics applications, laser
plasma physics, computer science and fluid dynamics. PKU’s report on the centre notes that it will
serve China’s national defence needs and that CAEP’s deputy director emphasised it should ‘take
the path of military-civil fusion’. The joint centre’s honorary director and founding director, He
Xiantu, is credited as the developer of China’s first neutron bomb.PKU takes precautions for the
protection of classified information. The university has an office devoted to the secure handling of
classified information, hosting regular meetings and training sessions to strengthen the university’s
security culture. In 2006, the university received security credentials for participation in classified
defence research.
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People’s Armed Police Command College
(000000O00COoon)

The PAP Command College is an institution devoted to training officers in China’s paramilitary
service, the People’s Armed Police, that was established in 1984. The college’s key subjects focus on
law, engineering, military studies and management studies, but most attention is devoted to
paramilitary training and political work. The PAP Command College maintains a focus on
paramilitary training, but it does retain a scientific research program.Drone technology is another
area of interest for the PAP Command College. The college was involved in testing the X-Swift
unmanned aerial vehicle (UAV) in June 2019. Kang Jian from the college’s Scientific Research
Department also attended the 2017 Drone World Congress hosted in Shenzhen.
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People’s Public Security University of China
(0ooooooo)

PPSUC was founded in July 1948. In 1984, it was developed into a full-time higher education
institution with master’s and bachelor’s degree programs. In 1998, it was merged with the Chinese
People’s Police University (000000CD). Its schools include a Marxism School, Law School, Law and
Order School, Investigation and Anti-Terrorism School, Criminology School, Pubic Security
Management School, International Policing and Law Enforcement School, Police Training College
(which covers combat training and command and tactical training), Criminal Science and
Technology School, Information Technology and Network Security School, and a Traffic
Management School.PPSUC is involved in the development of technological tools for public security
applications, including image recognition. For instance, the university signed an agreement with
Chinese video surveillance equipment manufacturer Hikvision in 2016 to set up a joint laboratory
on video image recognition technology. In 2018, it signed a strategic cooperation agreement with
Xiamen Meiya Pico Information Co., a Chinese company that provides digital forensics and
information security products, which included upgrading a forensics laboratory and establishing a
cyber security attack and defence laboratory.The university also has cooperation agreements with
numerous local government-level public security bureaus across the PRC. These include
agreements on image recognition technology for local public security bureaus and joint
laboratories. For instance, in 2018 alongside the Nanshan sub-bureau of Shenzhen Public Security
Bureau and the artificial intelligence companies SenseTime and Shenzhen Yuantian Lifei, it signed
a strategic cooperation agreement on applying video recognition and the establishment of a joint
laboratory.
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Railway Police College (00OOOO)

The Railway Police College is China’s only institution of higher learning devoted to training
specialists responsible for securing the Chinese railway network. In 2017, the college graduated
over 1,000 personnel trained in disciplines such as surveillance studies, political security studies
and safety management studies.
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Renmin University (0000)

Renmin University is subordinate to the Ministry of Education and also supported by the Beijing
Municipal Government. Its focus is in the humanities and social sciences. Although the university
does not appear to have ties with the national defense industry, it was placed on the US
Government’s Unverified List in April 2019, which places restrictions on US exports to the
university. Entities are added the Unverified List if the US Government is unable to satisfactorily
carry out end-user checks on them to ensure compliance with export licenses.
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Rocket Force Command College (000000000000O0)

The Rocket Force Command College is the PLA’s premier institute devoted to training cadets and
early-to-mid career officers in conventional and nuclear missile campaigns. Candidates require
understanding of battlefield command, management and campaign tactics prior to entry into the
college. The college then builds on this knowledge by providing specialist training for missile
campaigns.
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Rocket Force Research Institute (J0000000COO0O0)

The Rocket Force Research Institute develops nuclear and conventional ballistic missiles, carrying
out research on warhead, guidance and control technology. It appears to be the successor to the
PLA Second Artillery Equipment Academy (00000000) and the Rocket Force Equipment Academy
(00000D0D). The institute reportedly hosts two national-level defence laboratories. It also has a
strategic cooperation agreement with Beijing Institute of Technology, which hosts two state key
laboratories that study impacts and explosions.
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Rocket Force Sergeant School (I0000000000000)

The Rocket Force Officer College is an institution devoted to training military personnel for China’s
tactical and strategic missile forces that was established after Xi Jinping’s military reforms in 2017.
The college’s focus is on providing technical training to personnel in the PLARF’s missile systems.
However, the college has also produced research on underground engineering which would be
useful to hardening bases for missile strikes.
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Rocket Force University of Engineering
(0000O0OO0bOooooo)

RFUE is the PLA strategic missile force’s leading institution for training technical and scientific
talent. Students entering the university tend to be university graduates and career members of the
PLA Rocket Force.Defence research conducted by the RFUE focuses on building resilience and
capabilities for conventional and nuclear missile strikes. RFUE hosts the Missile Testing and Control
Virtual Simulation Experimental Teaching Center (J0000000000COOO00).The university’s key areas of
research include:
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Shandong University (0000)

SDU is subordinate to the Ministry of Education. Since 2016, it has also been supervised by defence
industry agency SASTIND as part of a program to expand universities’ involvement in defence
research and training.SDU has pursued greater involvement in defence research since at least 2006,
when it established a national defence research institute to coordinate relevant work across the
university. Shortly afterwards, it received secret-level security credentials allowing it to participate
and research and production for classified weapons and defence technology projects. In 2008, it
was recognised as one of Shandong Province’s 10 outstanding defence industry units.SDU
collaborates with the Chinese Academy of Engineering Physics, China’s nuclear warheads
development facility, on topics including the development of crystals that are used in the study of
nuclear explosions and research on fusion ignition.
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Shandong University of Technology (I00000)

SDUT specialises in engineering and carries out growing levels of defence research. In 2018, SDUT
became the only university in Shandong Province jointly supervised by defence industry agency
SASTIND besides Shandong University. This indicates that SDUT’s involvement in defence research
and links to the defence industry will grow in coming years.SASTIND has specifically indicated its
intention to build up advanced materials and advanced manufacturing technology as areas of
defence research at SDUT. SDUT has carried out research on mechatronic engineering for the
defence industry, and developed a non-destructive testing system for ceramic antenna covers on
missiles.
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Shanghai Jiao Tong University (000000)

SJTU is directly under the administration of the MOE. In 2016 it also came under the supervision of
defence industry agency SASTIND as part of a joint construction’ agreement between the MOE and
SASTIND.The university has at least three laboratories focused on defense research relating to
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materials science, ships and hydrodynamics. The defence labs have established substantial
collaborative research and talent development relationships with hydrodynamics research groups
at universities including MIT, Cornell, and the Danish Technical University.One of the university’s
strongest departments is computer science. Its computer science program has garnered support
from American tech companies such as Cisco Systems and Microsoft, which collaborated on
establishing a laboratory for intelligent computing and intelligent systems at the university. In
particular, the School of Information Security Engineering, has ties to the PLA through its dean and
chief professor who both previously worked for the PLA. SJTU also has ties to the PLA Unit 61398, a
cyber espionage unit that has been implicated in cyber attacks on the United States.SJTU is also
known for its involvement in maritime research. The School of Naval Architecture, Ocean & Civil
Engineering cooperates extensively with other universities from around the world as well as with
many domestic industrial enterprises, such as defence conglomerate CSIC and CASC. The school is
the lead unit of the High-tech Ship and Deep-Sea Development Equipment Collaborative Innovation
Center (0000000000DOOOCOD), where it has contributed to assisting the PLA Navy’s transition to
offshore defense operations.
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Shanghai University (0000)

SHU is engaged in growing levels of defence research. In 2016, the Shanghai Municipal Government
and defence industry agency SASTIND agreed to jointly supervise and support its participation in
defence research.Shanghai University has begun building up its capability in defence research in
areas such as unmanned surface vehicles, materials for missiles, and microwave technology. It
holds secret-level security credentials, allowing it to participate in classified defence technology
projects.Shanghai University’s Research Institute of Unmanned Surface Vehicle Engineering
researches and produces unmanned surface vessels, some of which are for the China Maritime
Safety Administration.
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Shenyang Aerospace University (J0000000)

SAU is the only university formally under the supervision of China’s military aircraft manufacturer,
AVIC. SAU engages in high levels of defence research and describes itself as a base for training
talent in national defence science and technology. Serving China’s military aviation industry is
what SAU refers to as its ‘glorious tradition’.Many of China’s military aircraft are designed and built
in Shenyang, which is home to AVIC subsidiaries Shenyang Aircraft Design Institute and Shenyang
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Aircraft Corporation. SAU and AVIC work closely together, including through a joint research
institute.
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Shenyang Ligong University (000000)

SYLU is a civilian university that specialises in defence research. The university’s primary areas of
defence research are armament science, information and communications engineering, control
science, materials science and mechanical engineering. Apart from Xi’an Technological University,
SYLU is the only Chinese civilian university supervised by state-owned arms manufacturers
Norinco Group and China South Industries Group. In 2016, it also came under the supervision of
defence industry agency SASTIND.SYLU is a member of the B8 Cooperation Innovation Alliance
(B8OODOOO or 0ODOOOOOOD), a group of eight Chinese research institutions that specialize in armament
science—the ‘B’ in ‘B8’ stands for the Chinese word for armaments, bingqi (00). The university runs
a weapons museum on its campus. Furthermore, SYLU is a member of the Liaoning Military-Civil
Fusion Arms Industry-College Alliance (0000000000000000) and SYLU’s president doubles as
chairman of the alliance. This indicates close ties between SYLU and China’s arms industry.
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Shenzhen University (0000)

SZU is the primary university in China’s rapidly growing technology hub, Shenzhen. The university
does not appear to engage in high levels of defence research outside of its national defence
laboratory on automatic target recognition. The laboratory was founded in 2001, is overseen by the
PLA and SASTIND, and is headed by the university’s former president.
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Shijiazhuang Tiedao University (0000000)

STDU specializes in transportation science, engineering and information technology. Its predecessor
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was the PLA Railway Engineering College.Since 2013, STDU has also been supervised by defence
industry agency SASTIND through an arrangement designed to expand the wuniversity’s
involvement in defense-related research and training. STDU has secret-level security credentials,
allowing it to participate in classified defense technology research.STDU is home to the National
Defense Transportation Research Institute (0000000), which is the only civilian university research
institute that specializes in national defense transportation research. STDU is also home to the
Institute of Complex Networks and Visualisations (00000000000), which develops military-use
information processing software including remote-control systems for aerospace applications.
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Sichuan University (0000)

Sichuan University (SCU) is a leading Chinese university subordinate to the Ministry of Education.
In 2011 and again in 2016 SCU was the subject of joint construction agreements between the MOE
and defence industry agency SASTIND designed to increase its involvement in defence research.The
university hosts at least three laboratories that focus on defence research and has a close
relationship with the Chinese Academy of Engineering Physics (CAEP), the PRC’s primary nuclear
warheads research facility. SCU’s Institute of Atomic and Molecular Physics and CAEP jointly
established the Institute of Atomic and Molecular Engineering and the Institute of High
Temperature and High Pressure Physics. In 2012, SCU was added to the US BIS Entity List as an alias
of CAEP, implying that it acts as a proxy for the facility.A 2011 study by American think tank Project
2049 concluded that a PLA signals intelligence unit ‘likely maintain a close, mutually supportive
relationship with related organizations in Chengdu, such as Sichuan University’s Information
Security and Network Attack and Defense Laboratory (0000000000000000).
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Soochow University (0000)

Soochow University has been jointly supervised by the Jiangsu Provincial Government and defence
industry agency SASTIND since 2016. This arrangement is designed to expand the university’s
involvement in defense-related research and training.The university has five designated defence
disciplines, centred around research on radiation. In particular, its School of Radiation Medicine
and Protection has strong defence links, as it has become a major teaching and research base for
the nuclear industry.Suzhou University is also involved in promoting military-civil fusion. The
university cooperated with Changfeng Science Technology Industry Group (a subsidiary of missile
manufacturer CASC) and Suzhou Xinkuan Electronic Technology Co., Ltd. to jointly establish the
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‘Suzhou University Military-Civil Fusion Internet of Things Collaborative Innovation Center.’
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South China University of Technology (I0000D)

SCUT is subordinate to the Ministry of Education and in 2018 was placed under a joint-construction
agreement between the MOE and SASTIND. This arrangement is designed to develop the
university’s involvement in defence-related research and training. SCUT also holds secret-level
security credentials, allowing it to participate in research and production for classified weapons
and defence technology projects. As a result of the university’s placement under joint construction
and its secret-level security credentials, SCUT’s involvement in defence research is likely to grow in
coming years.Since 2008, the university has hosted a defence research laboratory on materials
science. The lab was initially run by the university’s president. In 2017, the university joined the
Guangzhou Civil-Military Integration Industry Coalition. More recently in 2019, SCUT and iFlytek
established an artificial intelligence company, Guangzhou Huanan Naokong Zhineng Keji Gongsi
(000000000000).
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Southeast University (0000)

SEU is a leading Chinese university that engages in high levels of defence research. In 2015, the
university undertook RMB180m (AUD37m) of defence research projects, placing it among the
Ministry of Education universities most involved in defence research. That figure has almost
certainly grown since 2016, when SEU came under a ‘joint construction’ agreement between the
Ministry of Education and defence industry agency SASTIND. The university has secret security
credentials, enabling it to participate in secret defence projects.The university has also been linked
to cyberespionage. Researchers at its School of Cyber Science and Engineering (00000000) have been
funded by the MSS, China’s civilian intelligence agency. The School of Cyber Science and
Engineering has close ties to TopSec, a Chinese information security company that trains, recruits
and works with PLA cyber security officers.SEU states that its defence research relies on its
excellence in electronics. It has at least two laboratories that specialise in defence research on
navigation technology and underwater acoustics. Both laboratories may be involved in developing
technology for underwater warfare. Representatives from the PLA Navy’s Submarine Academy
visited SEU in 2017.SEU has also built relationships with state-owned defence conglomerates. In
2017, the university signed a strategic cooperation agreement with missile-manufacturer China
Aerospace Science and Industry Corporation. In 2018 and 2019, it signed similar agreements with
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subsidiaries of China Electronics Technology Group Corporation, China’s leading manufacturer of
military electronics.
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Southwest University of Science and Technology
(00000D)

SWUST is deeply engaged in defence research and is based in Mianyang, a city also home to China’s
nuclear weapons program and many other parts of the defence industry. Since 2006, the university
has been subject to several joint construction agreements between the Sichuan Provincial
Government and SASTIND that are designed to increase its involvement in defence research.SWUST
carries out defence-related research on nuclear waste, radiation protection and electronic
information engineering. It holds secret-level security credentials, allowing it to undertake
classified defence technology and weapons projects. The university’s main defence laboratory
carries out research on topics such as the use of microorganisms to clean nuclear waste.SWUST has
worked closely with the Chinese Academy of Engineering Physics (China’s nuclear warheads
program), China Aerodynamics Research and Development Center (a PLA base specialising in
aircraft design), and defence conglomerates since its establishment. The fact that the university
hosts the province’s ‘Civil-military Integration Institute’ is a testament to its integration with the
military and defence industry.
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Space Engineering University (0000000000000000000)

SEU was established in June 2017 as an expansion of the former PLA Equipment Academy (000D).
SEU describes itself as a ‘comprehensive university that trains talents for space command
management and engineering.’ It is intended to serve as the ‘cradle of the new PLA’s space talent
training.” The SEU is subordinate to and supports the PLA Strategic Support Force’s Space Systems
Department (00000), which has taken over the space and potentially counterspace capabilities that
were previously the purview of the former General Armaments Department and, to a lesser degree,
the former General Staff Department.The SEU offers degree programs at the undergraduate,
master’s, and doctoral levels, as well as programs for non-commissioned officers, across disciplines
including space target surveillance, remote sensing science and technology, and aerospace
information security. Its faculty include nine CMC Science and Technology Commission experts and
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twenty professors who are designated as expert defence science and technology advisors.Beyond its
mission of talent cultivation, the SEU also engages in extensive research. In particular, the SEU has
a total of eighteen laboratories, which include two national-level key laboratories and one military-
level key laboratory.
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Special Police Academy (00000000000000)

SPA is made up of departments for training, political work and logistics. As such, SPA engages in
little defence research and focusses its activities on training special operations paramilitary troops
in command processes.
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Sun Yat-sen University (0000)

SYSU is a leading Chinese university subordinate to the Ministry of Education. In 2018, it come
under the joint supervision of MOE and defence industry agency SASTIND. This development
indicates that SYSU’s involvement in the defence industry and defence research is growing.The
university has a large defence research budget. In 2018, it spent nearly RMB200 million (AUD41
million) on defence research out of its total research budget of RMB3.1 billion (AUD640
million).SYSU is linked to the Chinese military through its National Supercomputer Center in
Guangzhou (0000000000), which was placed on the US Government Entity List in 2015 for its role in
nuclear weapons development. The centre was jointly established with the PLA National University
of Defense Technology in 2011 to host the Tianhe-2 supercomputer. The supercomputer is operated
by the National University of Defense Technology and was the world’s fastest from 2013 to
2015.Aside from the supercomputer center, SYSU’s Key Laboratory of Information Science is the
only known lab focused on defence research and is located within the School of Electronics and
Information Technology.In 2010, the university established a State Secrets Academy (00000D),
serving as the third university in China to establish such an institute in partnership with China’s
National Administration of State Secrets Protection (00000). The Institute carries out research and
training on the protection of state secrets.

The tag is: misp-galaxy:china-defence-universities="Sun Yat-sen University (0000)"

Table 696. Table References

245


https://unitracker.aspi.org.au/universities/space-engineering-university
https://unitracker.aspi.org.au/universities/special-police-academy

Links

https://unitracker.aspi.org.au/universities/sun-yat-sen-university

Tianjin Polytechnic University (I00000)

TJPU is known for its research in the field of textile science and engineering. It is jointly supervised
by the Ministry of Education and the city of Tianjin. In 2018, defence industry agency SASTIND and
the Tianjin Municipal Government signed an agreement to jointly support TJPU. The purpose of the
agreement is to support the university’s development of defence disciplines, construction of
defence laboratories, and training of defence scientists. Through this arrangement, SASTIND
involves universities in military research projects and supports collaboration between universities
and the defence industry. The university also holds secret-level security credentials that allow it to
participate in classified defence technology projects.Tianjin Polytechnic University hosts one state
key lab and two MOE key labs. One of the MOE key labs and the state key lab are located within the
School of Material Science and Engineering. Additionally, TJPU’s School of Textile Science and
Engineering has conducted R&D that has been applied to industries in aerospace, defense,
transportation, civil engineering, among others. The School of Textile Science and Engineering has
reportedly become a backbone of research and innovation for China’s textile industry.
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Tianjin University (0000)

TJU is under the administration of the Ministry of Education and has also been supervised by
defence industry agency SASTIND since 2012. The university has second-class security credentials,
allowing it to participate in classified research projects at the level of ‘secret’. It hosts two defence
laboratories, working on optoelectronics and propellants.In 2015, A professor at Tianjin University
was arrested by U.S. federal agents and accused of economic espionage and technology theft. He
had been a professor in the School of Precision Instrument and Opto-electronics Engineering,
which is home to one of the MOE labs involved in defense research. TJU is also a member of several
international engineering alliances and has one National Defense Technology Innovation Team.TJU
carries out research for the Ministry of State Security (MSS), China’s civilian intelligence agency. It
has hosted at least one MSS researcher and its scientists have been awarded for their work for the
MSS on communication and information engineering.
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Tongji University (J000)

Tongji University recognized for its work in architecture, civil engineering, marine geology, and
transportation engineering. The university established the only state key laboratory of deep-sea
geology, which plays an important role in China’s deep-sea observation and serves as a significant
platform for the country’s marine strategy.The university’s involvement in marine research likely
stems from its joint construction with the State Oceanic Administration (SOA). In 2010, the Ministry
of Education and the State Oceanic Administration signed to jointly establish 17 universities, a
collaboration aimed at enhancing the ability to cultivate marine talents in universities, develop
marine science and technology, and make contributions to the development of China’s marine
industry.Tongji University has secret-level security credentials and is home to one Ministry of
Education laboratory dedicated to defense research. In April 2019, the university was placed on the
U.S. Unverified List, which places restrictions on US exports to the university. Entities are added the
Unverified List if the US Government is unable to satisfactorily carry out end-user checks on them
to ensure compliance with export licenses.
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Tsinghua University (0000)

Tsinghua University is considered China’s leading university in science and technology. Often
characterized as ‘China’s MIT,” Tsinghua is highly ranked globally, while also being the alma mater
of numerous Chinese leaders, including Xi Jinping. Tsinghua has been included in numerous
Chinese educational initiatives, including acting as a Class A institution in the Double First-Class
University Plan and with membership in China’s C9 League. As of spring 2018, Tsinghua University
had 390 research institutions operating across a range of fields.Tsinghua engages in a range of
military research and was awarded secret-level security credentials for classified research in 2007.
In advancing military-civil fusion, Tsinghua also continues its ‘fine tradition’ of serving China’s
national security and defense, actively creating new platforms and initiatives to support this
strategy. Not only its dedicated defence laboratories but also a range of key laboratories and
research institutions at the university have received funding from the military. Since at least 2012,
Tsinghua has also been jointly supervised by defence industry agency SASTIND as part of a
program to deepen its defence research and links to the defence sector.Tsinghua’s defence research
covers areas such as artificial intelligence, air-to-air missiles, navigation technology, instrument
science and materials science.The university trains students for China’s nuclear weapons program,
military and defence industry. In 2014 it signed a strategic cooperation agreement with the Chinese
Academy of Engineering Physics (CAEP)—China’s nuclear weapons program. In 2016, CAEP’s
Materials Institute and Tsinghua established a joint postgraduate training base for teaching,
research collaboration and equipment sharing.Approximately 200 postgraduate students at
Tsinghua are sponsored by CAEP or defence industry conglomerates each year through the Chinese
government’s National Defence Science and Technology Scholarship program. Scholarship
recipients are required to work for their sponsoring organisation for five years after graduating.
Roughly 2000 of the scholarships are awarded each year, indicating that Tsinghua students are
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among the primary recipients of them. Documents published by Tsinghua indicate that CAEP
planned to sponsor 40 PhD students to study nuclear technology in 2013. CAEP continues to sponsor
Tsinghua postgraduates. In 2004, Tsinghua agreed to supervise doctoral students from the PLA’s
Second Artillery Engineering University, now known as the Rocket Force University of Engineering.
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University of Electronic Science and Technology of
China (IOOO0O0O)

UESTC was established in 1961 as one of China’s first defence industry universities. It is now
subordinate to the Ministry of Education (MOE) and is also jointly supervised by defence industry
agencies MIIT and SASTIND, as well as the Chinese military’s leading electronics manufacturer,
China Electronics Technology Group Corporation (CETC).The university is one of China’s leading
universities for defence electronics research. It claims to rank among the top MOE universities in
terms of the scale of its defence research. Between 2011 and 2015, its annual spending on defence
research grew by 210% to RMB400 million (AUD80 million) and may account for as much as 32% of
its overall research spending. 16.43% of UESTC graduates in 2017 who found employment were
working in the defence sector. UESTC gained secret-level security credentials about a decade ago,
probably in 2006, making it one of the first MOE universities to hold them.UESTC research has been
used by state-owned manufacturers of military aircraft, missiles, and military electronics and the
PLA Navy on projects such as the JF-17 fighter and the Navy’s aircraft carrier program.UESTC’s
defence research covers areas including electronics, microwaves, terahertz technology, anti-
jamming technology and signal processing, communication systems, military-use critical materials,
optoelectric imaging. Between 2001 and 2005, UESTC undertook over 900 military electronics
projects worth in excess of RMB500 million (AUD104 million).UESTC’s research on artificial
intelligence has attracted scrutiny for its human rights implications. In 2015, a professor recruited
by UESTC through the Thousand Talents Plan established a company called Koala Al. The company
produces artificial intelligence surveillance systems that are used in Xinjiang, where an estimated
1.5 million Uyghurs and other ethnic minorities have disappeared into concentration camps.UESTC
has close relationships with the Chinese defence industry. The university operates a national
laboratory on high-power radiation with the Chinese Academy of Engineering Physics, the PRC’s
primary nuclear warhead research complex. CETC, a state-owned defence conglomerate, partnered
jointly with the MOE to developUESTC’s capabilities. Under the arrangement, UESTC agreed to
expand its collaboration with CETC, help train CETC personnel and send its best students to work at
CETC. Defence industry agency SASTIND also signed agreements to supervise UESTC in 2008 and
2016.
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University of International Relations (J00000)

UIR claims was established in 1949 under the direction of then Premier Zhou Enlai. In 1964 it was
designated as a ‘national key university’, and this appears to be the evidence it uses to claim it is a
Ministry of Education university. However, the university does not appear on the Ministry of
Education’s list of subordinate universities.Individuals formerly and presently affiliated with the
university have also held affiliations with the MSS or the MSS-linked think tank the China Institutes
of Contemporary International Relations (00000000000). They include Geng Huichang (000), a former
Minister of State Security (2007-2016) and vice minister of State Security (1998-2007). Prior to this
he was the head of China Institutes of Contemporary International Relations from 1992 to 1998.
From 1990 to 1992, he was the director of UIR’S American Research Department and from 1985-
1990 he was deputy director of the American Research department. Notably, current UIR President
Tao Jian is also a former CICIR vice-president and a UIR graduate.UIR gives the MSS a way to work
with foreign universities and academics to shape and learn about perceptions of the PRC’s views on
security. It also provides a platform for the MSS to identify talent, recruit officers and collect
intelligence.The university’s Hangzhou campus, also known as the Zhejiang Second People’s Police
School, may carry out more practical training of MSS officers and has been described on a local
government website as ‘specialising in training special talent’. Some graduates of the Hangzhou
campus have moved straight into MSS positions. The Hangzhou campus works closely with
Zhejiang University on teaching and research.
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University of Science and Technology Beijing (I00000)

USTC is a leading university subordinate to the MOE. The university engages in high levels of
defence research and claims be among the top MOE universities for defence spending. Since 2018, it
has been under a joint-construction agreement between the MOE and defence industry agency
SASTIND that is designed to expand its involvement in defence research.USTB is known as the
‘cradle of steel’ for its training and research on metallurgy. The university’s defence research
appears to focus on metallurgy and materials science. It hosts at least three laboratories dedicated
to defence research, including two that are jointly run with state-owned defence conglomerates.
The head of USTB’s Institute of Advanced Materials and Technology also heads a SASTIND-
supported defence science and technology innovation team.The university holds secret-level
security credentials, allowing it participate in research and production for classified weapons and
defence technology projects.
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University of Science and Technology of China
(000OOooo)

The University of Science and Technology of China is among China’s most prestigious universities
in science and technology. Uniquely, it was established and is supervised by the Chinese Academy of
Sciences, intended to serve national objectives in science and technology. Xi Jinping personally
inspected USTC in 2016, urging it to pursue “even more outstanding achievements in teaching and
innovation.” It is a member of the C9 League and in the “211 Project” and “985 Project.” While
providing undergraduate and graduate-level education, USTC is also highly active in research
across a number of major laboratories, including several that support research that is related to
national defense and the development of dual-use technologies, such as brain-inspired approaches
to artificial intelligence and quantum information science. USTC has a long history of contributions
to science in the service of the state, and it has recently sought to deepen its contributions to
military research, including through establishing a new center for military-civil fusion. Several
USTC professors, including prominently Pan Jianwei, have partnered with the defense industry to
pursue military applications of their technologies.
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University of Shanghai for Science and Technology
(00OO0o)

USST describes itself as a ‘university with defence characteristics’. It has been under the joint
supervision of Shanghai and defence industry agency SASTIND since 2016.1t is engaged in growing
levels of defence research and holds second-class weapons research and development secrecy
credentials, allowing it to undertake classified projects. In 2017, its spending on defence research
reached RMB13 million (AUD2.6 million).SASTIND has designated areas with the fields of optics,
energy and control science as defence disciplines at USST, indicating that the university’s defence
research focuses on these areas.In 2017, The university established a joint venture on terahertz
radiation technology with subsidiaries of defence conglomerate Norinco Group.
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University of South China (0000)

USC specialises in nuclear engineering. It has a well-developed defence research program and has
been the subject of several joint-construction agreements between the Hunan Provincial
Government and defence industry agency SASTIND since 2002. These agreements are designed to
‘support USC in going a step further to display its defence characteristics based on the development
needs of the defence technology industry.” USC is also supervised by China National Nuclear
Corporation, a state-owned defence nuclear engineering conglomerate.USC carries out large
amounts of defence research related to nuclear engineering, as well as work on information
technology, communications engineering, control engineering and electrical engineering. The
university received secret level security credentials in 2008, allowing it to work on classified
defence projects.
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Wuhan University (0000)

WHU is a leading Chinese university subordinate to the Ministry of Education. The university has
close ties to the military and has been subject to a joint-supervision agreement between the
Ministry of Education and defence industry agency SASTIND since 2016, an arrangement designed
to increase its involvement in defence research. In 2015, WHU planned to spend RMB200 million
(AUD42 million) on defence research for the year and described itself as ‘a university with a strong
reputation in the defence science and technology field’. WHU carries out defence research in a wide
range of fields, including navigation, computer simulation, electronic information,
electromagnetics, aerospace remote sensing, materials science, cyber security and explosions. The
university is an important site of research for China’s Beidou satellite navigation system.Aside from
being involved in defence research, there are strong indications that WHU has carried out cyber
attacks for the People’s Liberation Army. One of the university’s two defence laboratories
purportedly established by the Ministry of Education, the Key Laboratory of Aerospace Information
Security and Trusted Computing, has been accused by unnamed US and Taiwanese officials of
carrying out cyberattacks.
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Wuhan University of Technology (000000)

WHUT is subordinate to the Ministry of Education. The university originally specialised in research
relating to construction, transport and automobiles. It engages in high levels of defence research
and has been under a ‘oint-construction’ agreement between the Ministry of Education and
defence industry agency SASTIND since 2016. It holds secret-level security credentials.The
university hosts two Ministry of Education laboratories dedicated to defence research on materials
science and ship technology. WHUT also works closely with the PLA Air Force on defensive
engineering such as the construction of aircraft bunkers and underground shelters. Since 2001,
WHUT and the Guangdong Military Region Air Force Engineering and Construction Bureau have
run a joint research institute, which ‘takes advantage of [WHUT’s] State Key Laboratory of
Advanced Technology for Materials Synthesis and Processing’. ‘In 2012, the PLA Air Force Logistics
Department and WHUT held a signing ceremony inaugurating the “Air Force-level Military-Civil
Fusion Air Defence Engineering Construction Technology Innovation Platform Cooperation
Agreement” (0000O000DODO0O000ODO0O00OO)Y. The same department in cooperation with WHUT also
jointly established the Air Force Air Defence Engineering Construction Technology Innovation
Platform (000000000000000), with ‘the goal of innovating mutually beneficial technologies.’
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Xi’an Jiaotong University (000000)

XJTU is subordinate to the Ministry of Education. It is also supervised by SASTIND as part of a
program to develop defense research capabilities within Chinese universities. The university
describes its strategy as being ‘based in Shaanxi, geared toward the needs of the nation, and serving
the national defense industry’The university is advanced in its implementation of military-civil
fusion and has established strategic partnerships with China Aerospace Science and Technology
Corporation, China Aerospace Science and Industry Corporation, and the Aero Engine Corporation
of China. It holds secret-level security credentials, allowing it to participate in classified defence
technology projects.

The tag is: misp-galaxy:china-defence-universities="Xi’an Jiaotong University (000000)"

Table 709. Table References
Links

https://unitracker.aspi.org.au/universities/xian-jiaotong-university

Xi’an Technological University (000000)

XATU is a civilian university that primarily engages in defence research. XATU describes itself as
‘having distinct defence-industrial characteristics’ and is heavily involved in weapons development.
Since 2016, it has been subject to a ‘joint construction’ agreement between the Shaanxi Provincial
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Government and defence industry agency SASTIND designed to deepen its defence links.The
university’s main areas of defence research include photoelectric imaging technology,
manufacturing technology, materials science, detection and measurement technology and weapons
systems. It holds secret-level security credentials.XATU is a member of the B8 Cooperation
Innovation Alliance (B80OOOOO or O00COOOOO0), a group of eight Chinese research institutions that
specialize in weapons science—the ‘B’ in ‘B8’ stands for Chinese work for armaments, bingqi (0D).
Apart from Shenyang Ligong University, XATU is the only Chinese civilian university known to be
supervised by state-owned arms manufacturers China North Industries Group (Norinco Group) and
China South Industries Group.

The tag is: misp-galaxy:china-defence-universities="Xi’an Technological University (000000)"

Table 710. Table References
Links

https://unitracker.aspi.org.au/universities/xian-technological-university

Xi’an University of Posts and Telecommunications
(oooooo)

XUPT is a leading Chinese university supervised by the Shaanxi Provincial Government and the
Department of Information Technology. The university was established in 1959 as an institution
focused on communications and information technology. XUPT retains a focus on these discipline to
this day. XUPT’s faculties include college focusing on artificial intelligence, automation, cyber
security and electrical engineering. XUPT maintains close links to China’s Ministry of Public Security
(MPS). The university has signed agreements and established joint laboratories with the MPS’s local
counterparts.In November 2013, XUPT partnered with the Shaanxi Municipal Government’s public
security ministry to establish the MPS Key Laboratory of Electronic Information Application
Technology for Scene Investigation (0000CCCOOO0000000000). This was the first such joint laboratory
that the MPS established with a university in any of China’s five north-western provinces.XUPT
partnered with Xi’an’s Yanta District Public Security Bureau branch in November 2018, establishing
the ‘Joint Laboratory for Smart Public Security Information Analysis and Applications’
(000CCOO000000000). The joint laboratory develops applications of artificial intelligence for analysing
criminal information.

The tag is: misp-galaxy:china-defence-universities="Xi’an University of Posts and Telecommunications
(aoooooy”

Table 711. Table References
Links

https://unitracker.aspi.org.au/universities/xian-university-of-posts-and-telecommunications

Xiamen University (0000)

XMU is one of China’s leading universities, but it does not appear to engage in high levels of defence
research. However, in 2018 it came under a joint supevision agreement between the Ministry of
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Education, the Fujian Provincial Government and defence industry agency SASTIND that indicates
XMU will expand its involvement in defence research. The arrangement is designed to ‘upgrade the
university’s ability to innovate defence science and technology and actively integrate itself with the
development of military-civil fusion.’In 2017, XMU allegedly conspired with Huawei to steal trade
secrets from CNEX Labs Inc., an American semiconductor startup. CNEX claims that Huawei and
XMU engaged in a multiyear conspiracy to steal the company’s solid-state drive computer storage
technology.The university appears to be involved in the development of military-use heavy-duty
coatings. In 2017, XMU, Fujian Normal University, Fujian Liheng Paint Co. Ltd. (OO00O000000) and
People’s Liberation Army Unit 63983 jointly established the Haixi Liheng New Materials Research
Institute (CO0OO00000). Fujian Liheng Paint specialises in heavy-duty coatings for warships and holds
confidential-level security credentials, allowing it to participate in classified defence projects.

The tag is: misp-galaxy:china-defence-universities="Xiamen University (01000)"

Table 712. Table References
Links

https://unitracker.aspi.org.au/universities/xiamen-university

Xiangtan University (0000)

XTU is a university in Chairman Mao Zedong’s hometown that has substantially expanded its
participation in defence research in recent years. It has been subject to two ‘joint construction’
agreements between the Hunan Provincial Government and defence industry agency SASTIND that
are designed to help the university ‘draw out its national defence characteristics’. In the
university’s own words, its ‘military-civil fusion characteristics are becoming clearer with each
day’, and it increased its spending on military-related projects by 60% from 2017 to 2018, spending
over RMB31 million (AUD6 million) in 2018.XTU’s defence research covers areas including
materials science, energy, measurement technology and electromagnetic waves. The university has
developed partnerships with a major PLA nuclear technology research institution, Northwest
Institute of Nuclear Technology, and several defence companies, including subsidiaries of arms
manufacturer Norinco Group and defence aviation conglomerate Aero Engine Corporation of
China.XTU holds secret-level security credentials, allowing it to participate in classified defence
technology projects.

The tag is: misp-galaxy:china-defence-universities="Xiangtan University (0000)"

Table 713. Table References
Links

https://unitracker.aspi.org.au/universities/xiangtan-university

Xidian University (00000000)

Xidian Univeristy is among China’s top universities for research on antennas, radar, electronic
countermeasures and computer science. The university is subordinate to the Ministry of Education
and is also jointly supervised by defence industry agency SASTIND and defence electronics
conglomerate CETC. It claims it has ‘made important contributions to military modernisation’.The
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university is closely tied to China’s defense industry and the PLA. It runs at least five defence
laboratories and partners with the PLA’s signals intelligence organization. Xidian appears to be an
important training ground for Chinese military hackers. According to Xidian’s party secretary, the
university has had an ‘unbreakable bond with secret intelligence work since its beginning’. It also
holds secret-level security credentials that allow it to work on classified weapons projects.

The tag is: misp-galaxy:china-defence-universities="Xidian University (00000000)"

Table 714. Table References
Links

https://unitracker.aspi.org.au/universities/xidian-university

Yanshan University (0000)

The university was formed as an offshoot of Harbin Institute of Technology, one of China’s top
defence universities, in 1960. The university continues to prioritise defence research and is jointly
supervised by the Hebei Provincial Government together with the Ministry of Education, Ministry
of Industry and Information Technology and defence industry agency SASTIND.YSU’s Defense
Science and Technology Institute was established in 2006 under the support of COSTIND (a defence
industry agency that has been replaced by SASTIND) to expand and oversee defence research at the
university. The institute has driven the university’s involvement in space-related defence research
through the establishment of laboratories such as the Key Laboratory of Fundamental Science of
Mechanical Structure and Materials Science Under Extreme Conditions. Four fields of research at
YSU are officially designated as defence disciplines: control theory and control science, electrical
circuits and systems, mechanical design and theory, and materials science and engineering.The
university holds secret-level security credentials.

The tag is: misp-galaxy:china-defence-universities="Yanshan University (0000)"

Table 715. Table References
Links

https://unitracker.aspi.org.au/universities/yanshan-university

Yunnan Normal University (000000)

YNNU is a Chinese university subordinate to the Yunnan Provincial Government. Since 2013 it has
also been supervised by the Ministry of Education. The university has been focused on training
teacher since its inception as the Kunming Teachers College (000000) in 1950. YNNU now has a
broader focus on a variety of humanities, social and natural science disciplines.YNNU is organised
into numerous faculties, some of which are relevant for communist party cadre training:

The tag is: misp-galaxy:china-defence-universities="Yunnan Normal University (000000)"

Table 716. Table References
Links

https://unitracker.aspi.org.au/universities/yunnan-normal-university
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Zhejiang University (0000)

ZJU is subordinate to the Ministry of Education and jointly constructed with defence industry
agency SASTIND. This arrangement with SASTIND began in 2016 and is designed to deepend the
university’s involvement in defence research. The university holds secret-level security credentials,
allowing it to work on classified military projects.The university’s total research funding amounts
to RMB4.56 billion (AUD940 million) in 2018. It has at least three defence laboratories, with one
source claiming that the university had ten key national laboratories (0000000) as of 2015. These
laboratories are involved in research on computer simulations, high-performance computing and
control science. The university also carries out cyber security research and receives funding for this
work from the MSS, China’s civilian intelligence agency.Z]JU cooperates extensively with
international universities and companies, with upwards of 40 international joint S&T research labs.
The College of Electrical Engineering has joint labs with U.S. companies in key industries, such as
Rockwell Automation in the field of information technology, and the National Semiconductor
Corporation. Additionally, the university has a joint research lab with U.S company Microsoft.

The tag is: misp-galaxy:china-defence-universities="Zhejiang University (0000)"

Table 717. Table References
Links

https://unitracker.aspi.org.au/universities/zhejiang-university

Country

Country meta information based on the database provided by geonames.org..

o Country is a cluster galaxy available in JSON format at this location The JSON
format can be freely reused in your application or automatically enabled in MISP.

authors

geonames.org

andorra

Andorra

The tag is: misp-galaxy:country="andorra"

united arab emirates

United Arab Emirates

The tag is: misp-galaxy:country="united arab emirates"
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afghanistan

Afghanistan

The tag is: misp-galaxy:country="afghanistan”

antigua and barbuda

Antigua and Barbuda

The tag is: misp-galaxy:country="antigua and barbuda”

anguilla

Anguilla

The tag is: misp-galaxy:country=

albania

Albania

The tag is: misp-galaxy:country=

armenia

Armenia

The tag is: misp-galaxy:country=

angola

Angola

The tag is: misp-galaxy:country=

antarctica

Antarctica

The tag is: misp-galaxy:country=

argentina

Argentina

The tag is: misp-galaxy:country=

"antarctica

"anguilla”

"albania"

"armenia"

"angola”

"

"argentina”
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american samoa

American Samoa

The tag is: misp-galaxy:country="american samoa"

austria

Austria

The tag is: misp-galaxy:country="austria"

australia

Australia

The tag is: misp-galaxy:country="australia"

aruba
Aruba

The tag is: misp-galaxy:country="aruba"

aland islands
Aland Islands

The tag is: misp-galaxy:country="aland islands"

azerbaijan

Azerbaijan

The tag is: misp-galaxy:country="azerbaijan"

bosnia and herzegovina

Bosnia and Herzegovina

"

The tag is: misp-galaxy:country="bosnia and herzegovina

barbados

Barbados

The tag is: misp-galaxy:country="barbados"
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bangladesh

Bangladesh

The tag is: misp-galaxy:country="bangladesh"
belgium

Belgium

The tag is: misp-galaxy:country="belgium"

burkina faso

Burkina Faso

The tag is: misp-galaxy:country="burkina faso"

bulgaria
Bulgaria

The tag is: misp-galaxy:country="bulgaria”

bahrain

Bahrain

The tag is: misp-galaxy:country="bahrain"

burundi

Burundi

The tag is: misp-galaxy:country="burundi”

benin

Benin

The tag is: misp-galaxy:country="benin"

saint barthelemy

Saint Barthelemy

The tag is: misp-galaxy:country="saint barthelemy"
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bermuda

Bermuda

The tag is: misp-galaxy:country="bermuda"

brunei

Brunei

The tag is: misp-galaxy:country="brunei"”

bolivia

Bolivia

The tag is: misp-galaxy:country="bolivia"

bonaire, saint eustatius and saba

Bonaire, Saint Eustatius and Saba

The tag is: misp-galaxy:country="bonaire, saint eustatius and saba "

brazil

Brazil

The tag is: misp-galaxy:country="brazil"

bahamas

Bahamas

The tag is: misp-galaxy:country="bahamas”

bhutan
Bhutan

The tag is: misp-galaxy:country="bhutan"

bouvet island

Bouvet Island

The tag is: misp-galaxy:country="bouvet island”
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botswana

Botswana

The tag is: misp-galaxy:country="botswana"

belarus

Belarus

The tag is: misp-galaxy:country="belarus"

belize

Belize

The tag is: misp-galaxy:country="belize"

canada

Canada

The tag is: misp-galaxy:country="canada"

cocos islands

Cocos Islands

The tag is: misp-galaxy:country="cocos islands"

democratic republic of the congo

Democratic Republic of the Congo

The tag is: misp-galaxy:country="democratic republic of the congo"

central african republic
Central African Republic

The tag is: misp-galaxy:country="central african republic"”

republic of the congo
Republic of the Congo

The tag is: misp-galaxy:country="republic of the congo"
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switzerland

Switzerland

The tag is: misp-galaxy:country="switzerland"

ivory coast

Ivory Coast

The tag is: misp-galaxy:country="ivory coast”

cook islands

Cook Islands

"

The tag is: misp-galaxy:country="cook islands

chile

Chile

The tag is: misp-galaxy:country="chile"

cameroon

Cameroon

The tag is: misp-galaxy:country="cameroon"

china
China

The tag is: misp-galaxy:country="china”

colombia

Colombia

"

The tag is: misp-galaxy:country="colombia

costa rica

Costa Rica

The tag is: misp-galaxy:country="costa rica”
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cuba

Cuba

The tag is: misp-galaxy:country="cuba"

cabo verde

Cabo Verde

The tag is: misp-galaxy:country="cabo verde"

curacao

Curacao

The tag is: misp-galaxy:country="curacao"

christmas island

Christmas Island

The tag is: misp-galaxy:country="christmas island"

cyprus

Cyprus

The tag is: misp-galaxy:country="cyprus"

czechia

Czechia

The tag is: misp-galaxy:country="czechia"

germany

Germany

The tag is: misp-galaxy:country="germany"

djibouti

Djibouti

The tag is: misp-galaxy:country="djibouti"
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denmark

Denmark

The tag is: misp-galaxy:country="denmark"

dominica

Dominica

The tag is: misp-galaxy:country="dominica”

dominican republic

Dominican Republic

"

The tag is: misp-galaxy:country="dominican republic

algeria
Algeria

The tag is: misp-galaxy:country="algeria”

ecuador

Ecuador

The tag is: misp-galaxy:country="ecuador”

estonia

Estonia

The tag is: misp-galaxy:country="estonia"

egypt
Egypt

The tag is: misp-galaxy:country="egypt"

western sahara

Western Sahara

The tag is: misp-galaxy:country="western sahara”
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eritrea

Eritrea

The tag is: misp-galaxy:country=

spain

Spain

The tag is: misp-galaxy:country=

ethiopia

Ethiopia

The tag is: misp-galaxy:country=

finland

Finland

The tag is: misp-galaxy:country=

fiji

Fiji

The tag is: misp-galaxy:country=

falkland islands

Falkland Islands

The tag is: misp-galaxy:country="falkland islands"

micronesia

Micronesia

The tag is: misp-galaxy:country="micronesia”

faroe islands

Faroe Islands

The tag is: misp-galaxy:country="faroe islands"

"ethiopia

"eritrea”

"Spdin"

"

"finland"

Iﬁji "
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france

France

The tag is: misp-galaxy:country="france"

gabon
Gabon

The tag is: misp-galaxy:country="gabon"

united kingdom
United Kingdom

The tag is: misp-galaxy:country="united kingdom"

grenada

Grenada

The tag is: misp-galaxy:country="grenada”

georgia
Georgia

The tag is: misp-galaxy:country="georgia"

french guiana

French Guiana

The tag is: misp-galaxy:country="french guiana”

guernsey

Guernsey

The tag is: misp-galaxy:country="guernsey"

ghana
Ghana

The tag is: misp-galaxy:country="ghana"
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gibraltar
Gibraltar

The tag is: misp-galaxy:country="gibraltar"

greenland

Greenland

The tag is: misp-galaxy:country="greenland"

gambia
Gambia

The tag is: misp-galaxy:country="gambia"

guinea
Guinea

The tag is: misp-galaxy:country="guinea"

guadeloupe

Guadeloupe

The tag is: misp-galaxy:country="guadeloupe"

equatorial guinea
Equatorial Guinea

The tag is: misp-galaxy:country="equatorial guinea”

greece

Greece

The tag is: misp-galaxy:country="greece"

south georgia and the south sandwich islands
South Georgia and the South Sandwich Islands

The tag is: misp-galaxy:country="south georgia and the south sandwich islands"

267



guatemala

Guatemala

The tag is: misp-galaxy:country="guatemala”

guam

Guam

The tag is: misp-galaxy:country="guam”

guinea-bissau
Guinea-Bissau

The tag is: misp-galaxy:country="guinea-bissau"

guyana
Guyana

The tag is: misp-galaxy:country="guyana"

hong kong
Hong Kong

The tag is: misp-galaxy:country="hong kong"

heard island and mcdonald islands
Heard Island and McDonald Islands

The tag is: misp-galaxy:country="heard island and mcdonald islands"

honduras

Honduras

The tag is: misp-galaxy:country="honduras"

croatia

Croatia

The tag is: misp-galaxy:country="croatia”
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haiti
Haiti

The tag is: misp-galaxy:country="haiti"

hungary
Hungary

The tag is: misp-galaxy:country="hungary"”

indonesia
Indonesia

The tag is: misp-galaxy:country="indonesia"

ireland

Ireland

The tag is: misp-galaxy:country="ireland"

israel
Israel

The tag is: misp-galaxy:country="israel"

isle of man

Isle of Man

The tag is: misp-galaxy:country="isle of man"
india

India

The tag is: misp-galaxy:country="india"

british indian ocean territory
British Indian Ocean Territory

The tag is: misp-galaxy:country="british indian ocean territory"
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iraq

Iraq

The tag is: misp-galaxy:country="iraq"
iran

Iran

The tag is: misp-galaxy:country="iran"

iceland

Iceland

The tag is: misp-galaxy:country="iceland"

italy
Italy

The tag is: misp-galaxy:country="italy"

jersey

Jersey

The tag is: misp-galaxy:country="jersey"
jamaica

Jamaica

The tag is: misp-galaxy:country="jamaica”

jordan

Jordan

The tag is: misp-galaxy:country="jordan"

japan
Japan

The tag is: misp-galaxy:country="japan”
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kenya
Kenya

The tag is: misp-galaxy:country="kenya"

kyrgyzstan
Kyrgyzstan

The tag is: misp-galaxy:country="kyrgyzstan"

cambodia

Cambodia

The tag is: misp-galaxy:country="cambodia"
kiribati

Kiribati

The tag is: misp-galaxy:country="Kiribati"

comoraos

Comoros

The tag is: misp-galaxy:country="comoros"

saint kitts and nevis

Saint Kitts and Nevis

The tag is: misp-galaxy:country="saint kitts and nevis"

north korea
North Korea

The tag is: misp-galaxy:country="north korea"

south korea

South Korea

The tag is: misp-galaxy:country="south korea"
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kosovo

Kosovo

The tag is: misp-galaxy:country="kosovo"

kuwait

Kuwait

The tag is: misp-galaxy:country="kuwait"

cayman islands

Cayman Islands

The tag is: misp-galaxy:country="cayman islands"

kazakhstan
Kazakhstan

The tag is: misp-galaxy:country="kazakhstan"

laos

Laos

The tag is: misp-galaxy:country="laos"

lebanon

Lebanon

The tag is: misp-galaxy:country="lebanon"

saint lucia
Saint Lucia

The tag is: misp-galaxy:country="saint lucia”

liechtenstein

Liechtenstein

The tag is: misp-galaxy:country="liechtenstein”
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sri lanka

Sri Lanka

The tag is: misp-galaxy:country="sri lanka"

liberia
Liberia

The tag is: misp-galaxy:country="liberia"

lesotho
Lesotho

The tag is: misp-galaxy:country="lesotho"

lithuania

Lithuania

The tag is: misp-galaxy:country="lithuania”

luxembourg
Luxembourg

"

The tag is: misp-galaxy:country="luxembourg

latvia

Latvia

The tag is: misp-galaxy:country="latvia"
libya
Libya

The tag is: misp-galaxy:country="libya"

morocco

Morocco

The tag is: misp-galaxy:country="morocco"
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monaco

Monaco

The tag is: misp-galaxy:country="monaco"

moldova
Moldova

The tag is: misp-galaxy:country="moldova”

montenegro

Montenegro

The tag is: misp-galaxy:country="montenegro"

saint martin

Saint Martin

The tag is: misp-galaxy:country="saint martin"

madagascar

Madagascar

The tag is: misp-galaxy:country="madagascar"

marshall islands
Marshall Islands

The tag is: misp-galaxy:country="marshall islands"

north macedonia

North Macedonia

The tag is: misp-galaxy:country="north macedonia"

mali
Mali

The tag is: misp-galaxy:country="mali"
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myanmar
Myanmar

The tag is: misp-galaxy:country="myanmar"

mongolia
Mongolia

The tag is: misp-galaxy:country="mongolia”

macao

Macao

The tag is: misp-galaxy:country="macao"

northern mariana islands
Northern Mariana Islands

The tag is: misp-galaxy:country="northern mariana islands"

martinique
Martinique

The tag is: misp-galaxy:country="martinique"

mauritania
Mauritania

The tag is: misp-galaxy:country="mauritania”

montserrat

Montserrat

The tag is: misp-galaxy:country="montserrat"

malta
Malta

The tag is: misp-galaxy:country="malta"
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mauritius
Mauritius

The tag is: misp-galaxy:country="mauritius"

maldives
Maldives

The tag is: misp-galaxy:country="maldives"

malawi
Malawi

The tag is: misp-galaxy:country="malawi"

mexico

Mexico

The tag is: misp-galaxy:country="mexico"

malaysia
Malaysia

The tag is: misp-galaxy:country="malaysia"

mozambique

Mozambique

The tag is: misp-galaxy:country="mozambique"
namibia

Namibia

The tag is: misp-galaxy:country="namibia"

new caledonia

New Caledonia

The tag is: misp-galaxy:country="new caledonia”
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niger
Niger

The tag is: misp-galaxy:country="niger"

norfolk island
Norfolk Island

The tag is: misp-galaxy:country="norfolk island"
nigeria

Nigeria

The tag is: misp-galaxy:country="nigeria"

nicaragua

Nicaragua

The tag is: misp-galaxy:country="nicaragua”

netherlands
Netherlands

The tag is: misp-galaxy:country="netherlands"

norway

Norway

The tag is: misp-galaxy:country="norway"

nepal
Nepal

The tag is: misp-galaxy:country="nepal"

nauru

Nauru

The tag is: misp-galaxy:country="nauru"
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niue
Niue

The tag is: misp-galaxy:country="niue"

new zealand

New Zealand

The tag is: misp-galaxy:country="new zealand"

oman

Oman

The tag is: misp-galaxy:country="oman"

panama

Panama

The tag is: misp-galaxy:country="panama"

peru
Peru

The tag is: misp-galaxy:country="peru"

french polynesia

French Polynesia

The tag is: misp-galaxy:country="french polynesia"

papua new guinea

Papua New Guinea

The tag is: misp-galaxy:country="papua new guinea"
philippines

Philippines

The tag is: misp-galaxy:country="philippines”
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pakistan

Pakistan

The tag is: misp-galaxy:country="pakistan"

poland
Poland

The tag is: misp-galaxy:country="poland"

saint pierre and miquelon

Saint Pierre and Miquelon

The tag is: misp-galaxy:country="saint pierre and miquelon”

pitcairn
Pitcairn

The tag is: misp-galaxy:country="pitcairn”

puerto rico
Puerto Rico

The tag is: misp-galaxy:country="puerto rico"

palestinian territory
Palestinian Territory

The tag is: misp-galaxy:country="palestinian territory”

portugal
Portugal

The tag is: misp-galaxy:country="portugal”

palau
Palau

The tag is: misp-galaxy:country="palau”
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paraguay
Paraguay

The tag is: misp-galaxy:country="paraguay"

gatar
Qatar

The tag is: misp-galaxy:country="qatar"

reunion
Reunion

The tag is: misp-galaxy:country="reunion”

romania

Romania

The tag is: misp-galaxy:country="romania”

serbia

Serbia

The tag is: misp-galaxy:country="serbia"

russia

Russia

The tag is: misp-galaxy:country="russia"

rwanda

Rwanda

The tag is: misp-galaxy:country="rwanda"

saudi arabia
Saudi Arabia

The tag is: misp-galaxy:country="saudi arabia”
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solomon islands

Solomon Islands

The tag is: misp-galaxy:country="solomon islands"

seychelles

Seychelles

The tag is: misp-galaxy:country="seychelles"

sudan

Sudan

The tag is: misp-galaxy:country="sudan"

south sudan
South Sudan

The tag is: misp-galaxy:country="south sudan"

sweden

Sweden

The tag is: misp-galaxy:country="sweden"

singapore
Singapore

The tag is: misp-galaxy:country="singapore"”

saint helena

Saint Helena

"

The tag is: misp-galaxy:country="saint helena

slovenia

Slovenia

The tag is: misp-galaxy:country="slovenia”
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svalbard and jan mayen

Svalbard and Jan Mayen

The tag is: misp-galaxy:country="svalbard and jan mayen"

slovakia

Slovakia

The tag is: misp-galaxy:country="slovakia"

sierra leone

Sierra Leone

"

The tag is: misp-galaxy:country="sierra leone

san marino

San Marino

The tag is: misp-galaxy:country="san marino"

senegal

Senegal

The tag is: misp-galaxy:country="senegal"

somalia

Somalia

The tag is: misp-galaxy:country="somalia"

suriname
Suriname

The tag is: misp-galaxy:country="suriname"

sao tome and principe

Sao Tome and Principe

The tag is: misp-galaxy:country="sao tome and principe”
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el salvador
El Salvador

The tag is: misp-galaxy:country="el salvador"

sint maarten

Sint Maarten

The tag is: misp-galaxy:country="sint maarten”

syria
Syria

The tag is: misp-galaxy:country="syria"

eswatini

Eswatini

The tag is: misp-galaxy:country="eswatini”

turks and caicos islands

Turks and Caicos Islands

The tag is: misp-galaxy:country="turks and caicos islands"

chad
Chad

The tag is: misp-galaxy:country="chad"

french southern territories

French Southern Territories

"

The tag is: misp-galaxy:country="french southern territories

tOgO
Togo

The tag is: misp-galaxy:country="togo"
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thailand
Thailand

The tag is: misp-galaxy:country="thailand"
tajikistan

Tajikistan

The tag is: misp-galaxy:country="tajikistan"

tokelau

Tokelau

The tag is: misp-galaxy:country="tokelau"

timor leste

Timor Leste

The tag is: misp-galaxy:country="timor leste"

turkmenistan

Turkmenistan

"

The tag is: misp-galaxy:country="turkmenistan
tunisia

Tunisia

The tag is: misp-galaxy:country="tunisia"
tonga

Tonga

The tag is: misp-galaxy:country="tonga"

turkey
Turkey

The tag is: misp-galaxy:country="turkey"

284



trinidad and tobago

Trinidad and Tobago

The tag is: misp-galaxy:country="trinidad and tobago"

tuvalu

Tuvalu

The tag is: misp-galaxy:country="tuvalu"

taiwan
Taiwan

The tag is: misp-galaxy:country="taiwan"

tanzania

Tanzania

The tag is: misp-galaxy:country="tanzania"

ukraine
Ukraine

The tag is: misp-galaxy:country="ukraine"

uganda

Uganda

The tag is: misp-galaxy:country="uganda"

united states minor outlying islands

United States Minor Outlying Islands

"

The tag is: misp-galaxy:country="united states minor outlying islands

united states
United States

The tag is: misp-galaxy:country="united states"
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uruguay
Uruguay

The tag is: misp-galaxy:country="uruguay"

uzbekistan
Uzbekistan

The tag is: misp-galaxy:country="uzbekistan”

vatican
Vatican

The tag is: misp-galaxy:country="vatican”

saint vincent and the grenadines

Saint Vincent and the Grenadines

The tag is: misp-galaxy:country="saint vincent and the grenadines”

venezuela

Venezuela

The tag is: misp-galaxy:country="venezuela"

british virgin islands
British Virgin Islands

The tag is: misp-galaxy:country="british virgin islands”

u.s. virgin islands
U.S. Virgin Islands

The tag is: misp-galaxy:country="u.s. virgin islands"

vietnam

Vietnam

The tag is: misp-galaxy:country="vietnam"
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vanuatu
Vanuatu

The tag is: misp-galaxy:country="vanuatu"

wallis and futuna

Wallis and Futuna

The tag is: misp-galaxy:country="wallis and futuna"

samoa

Samoa

The tag is: misp-galaxy:country="samoa"

yemen
Yemen

The tag is: misp-galaxy:country="yemen"

mayotte

Mayotte

The tag is: misp-galaxy:country="mayotte"

south africa
South Africa

The tag is: misp-galaxy:country="south africa”

zambia
Zambia

The tag is: misp-galaxy:country="zambia"

zimbabwe

Zimbabwe

The tag is: misp-galaxy:country="zimbabwe"
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serbia and montenegro
Serbia and Montenegro

"

The tag is: misp-galaxy:country="serbia and montenegro

netherlands antilles
Netherlands Antilles

The tag is: misp-galaxy:country="netherlands antilles"

Cryptominers

A list of cryptominer and cryptojacker malware..

Cryptominers is a cluster galaxy available in JSON format at this location The
JSON format can be freely reused in your application or automatically enabled in
MISP.

authors

Cisco Talos - raw-data

Lemon Duck

The infection starts with a PowerShell loading script, which is copied from other infected systems
via SMB, email or external USB drives. The actor also employs several exploits for vulnerabilities
such as SMBGhost and Eternal Blue.

The tag is: misp-galaxy:cryptominers="Lemon Duck"
Lemon Duck is also known as:

Table 718. Table References

Links
https://blog.talosintelligence.com/2020/10/lemon-duck-brings-cryptocurrency-miners.html
https://success.trendmicro.com/solution/000261916

https://www.trendmicro.com/vinfo/us/threat-encyclopedia/spam/3697/spammers-use-covid19-to-
spread-lemon-duck-cryptominer

https://cyberflorida.org/threat-advisory/lemon-duck-cryptominer/

WannaMine

WannaMine is a cryptojacker that takes advantage of EternalBlue.
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https://github.com/MISP/misp-galaxy/blob/master/clusters/cryptominers.json
https://www.github.com/MISP/MISP
https://blog.talosintelligence.com/2020/10/lemon-duck-brings-cryptocurrency-miners.html
https://success.trendmicro.com/solution/000261916
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/spam/3697/spammers-use-covid19-to-spread-lemon-duck-cryptominer
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/spam/3697/spammers-use-covid19-to-spread-lemon-duck-cryptominer
https://cyberflorida.org/threat-advisory/lemon-duck-cryptominer/

The tag is: misp-galaxy:cryptominers="WannaMine"
WannaMine is also known as:

Table 719. Table References
Links

https://www.crowdstrike.com/blog/weeding-out-wannamine-v4-0-analyzing-and-remediating-this-
mineware-
nightmare/?utm_campaign=dsa&utm_content=us&utm_medium=sem&utm_source=goog&utm_ter
m=&gclid=EAlalQobChMIjrayysrX7AIVFUWGCh3sQApKEAAYASAAEGIE6_D_BwE

https://nakedsecurity.sophos.com/2018/01/31/what-are-wannamine-attacks-and-how-do-i-avoid-
them/

https://www.cybereason.com/blog/wannamine-cryptominer-eternalblue-wannacry

Election guidelines

Universal Development and Security Guidelines as Applicable to Election Technology..

Election guidelines is a cluster galaxy available in JSON format at this location
The JSON format can be freely reused in your application or automatically enabled
in MISP.

authors

NIS Cooperation Group

Tampering with registrations

Tampering with registrations

"

The tag is: misp-galaxy:guidelines="Tampering with registrations

Table 720. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

DoS or overload of party/campaign registration,
causing them to miss the deadline

DoS or overload of party/campaign registration, causing them to miss the deadline

The tag is: misp-galaxy:guidelines="DoS or overload of party/campaign registration, causing them to
miss the deadline”
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https://www.crowdstrike.com/blog/weeding-out-wannamine-v4-0-analyzing-and-remediating-this-mineware-nightmare/?utm_campaign=dsa&utm_content=us&utm_medium=sem&utm_source=goog&utm_term=&gclid=EAIaIQobChMIjrayysrX7AIVFUWGCh3sQApKEAAYASAAEgIE6_D_BwE
https://www.crowdstrike.com/blog/weeding-out-wannamine-v4-0-analyzing-and-remediating-this-mineware-nightmare/?utm_campaign=dsa&utm_content=us&utm_medium=sem&utm_source=goog&utm_term=&gclid=EAIaIQobChMIjrayysrX7AIVFUWGCh3sQApKEAAYASAAEgIE6_D_BwE
https://www.crowdstrike.com/blog/weeding-out-wannamine-v4-0-analyzing-and-remediating-this-mineware-nightmare/?utm_campaign=dsa&utm_content=us&utm_medium=sem&utm_source=goog&utm_term=&gclid=EAIaIQobChMIjrayysrX7AIVFUWGCh3sQApKEAAYASAAEgIE6_D_BwE
https://www.crowdstrike.com/blog/weeding-out-wannamine-v4-0-analyzing-and-remediating-this-mineware-nightmare/?utm_campaign=dsa&utm_content=us&utm_medium=sem&utm_source=goog&utm_term=&gclid=EAIaIQobChMIjrayysrX7AIVFUWGCh3sQApKEAAYASAAEgIE6_D_BwE
https://nakedsecurity.sophos.com/2018/01/31/what-are-wannamine-attacks-and-how-do-i-avoid-them/
https://nakedsecurity.sophos.com/2018/01/31/what-are-wannamine-attacks-and-how-do-i-avoid-them/
https://www.cybereason.com/blog/wannamine-cryptominer-eternalblue-wannacry
https://github.com/MISP/misp-galaxy/blob/master/clusters/guidelines.json
https://www.github.com/MISP/MISP
https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf
https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf

Table 721. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Fabricated signatures from sponsor

Fabricated signatures from sponsor
The tag is: misp-galaxy:guidelines="Fabricated signatures from sponsor"

Table 722. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Identity fraud during voter registration

Identity fraud during voter registration
The tag is: misp-galaxy:guidelines="Identity fraud during voter registration”

Table 723. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Deleting or tampering with voter data
Deleting or tampering with voter data
The tag is: misp-galaxy:guidelines="Deleting or tampering with voter data"

Table 724. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

DoS or overload of voter registration system,
suppressing voters

DoS or overload of voter registration system, suppressing voters

The tag is: misp-galaxy:guidelines="DoS or overload of voter registration system, suppressing voters"

290


https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf
https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf
https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf
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https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf
https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf
https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf

Table 725. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Hacking candidate laptops or email accounts

Hacking candidate laptops or email accounts
The tag is: misp-galaxy:guidelines="Hacking candidate laptops or email accounts”

Table 726. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Hacking campaign websites (defacement, DoS)

Hacking campaign websites (defacement, DoS)
The tag is: misp-galaxy:guidelines="Hacking campaign websites (defacement, DoS)"

Table 727. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Misconfiguration of a website

Misconfiguration of a website

The tag is: misp-galaxy:guidelines="Misconfiguration of a website

Table 728. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Leak of confidential information

Leak of confidential information

The tag is: misp-galaxy:guidelines="Leak of confidential information"
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https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf

Table 729. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Hacking/misconfiguration of government servers,
communication networks, or endpoints

Hacking/misconfiguration of government servers, communication networks, or endpoints

The tag is: misp-galaxy:guidelines="Hacking/misconfiguration of government servers, communication
networks, or endpoints"

Table 730. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Hacking campaign websites, spreading
misinformation on the election process, registered
parties/candidates, or results

Hacking government websites, spreading misinformation on the election process, registered
parties/candidates, or results

The tag is: misp-galaxy:guidelines="Hacking campaign websites, spreading misinformation on the
election process, registered parties/candidates, or results”

Table 731. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

DoS or overload of government websites

DoS or overload of government websites
The tag is: misp-galaxy:guidelines="DoS or overload of government websites"

Table 732. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf
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Tampering or DoS of voting and/or vote confidentiality
during or after the elections

Tampering or DoS of voting and/or vote confidentiality during or after the elections

The tag is: misp-galaxy:guidelines="Tampering or DoS of voting and/or vote confidentiality during or
after the elections”

Table 733. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Software bug altering results

Software bug altering results
The tag is: misp-galaxy:guidelines="Software bug altering results"

Table 734. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Tampering with logs/journals
Tampering with logs/journals
The tag is: misp-galaxy:guidelines="Tampering with logs/journals”

Table 735. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Breach of voters privacy during the casting of votes
Breach of voters privacy during the casting of votes
The tag is: misp-galaxy:guidelines="Breach of voters privacy during the casting of votes"

Table 736. Table References

Links
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https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Tampering, DoS or overload of the systems used for
counting or aggregating results

Tampering, DoS or overload of the systems used for counting or aggregating results

The tag is: misp-galaxy:guidelines="Tampering, DoS or overload of the systems used for counting or
aggregating results”

Table 737. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Tampering or DoS of communication links uesd to
transfer (interim) results

Tampering or DoS of communication links uesd to transfer (interim) results

The tag is: misp-galaxy:guidelines="Tampering or DoS of communication links uesd to transfer
(interim) results”

Table 738. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Tampering with supply chain involved in the
movement or transfer data

Tampering with supply chain involved in the movement or transfer data

The tag is: misp-galaxy:guidelines="Tampering with supply chain involved in the movement or
transfer data"

Table 739. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

294


https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf
https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf
https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf
https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf
https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf
https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf
https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf
https://www.ria.ee/sites/default/files/content-editors/kuberturve/cyber_security_of_election_technology.pdf

Hacking of internal systems used by media or press

Hacking of internal systems used by media or press
The tag is: misp-galaxy:guidelines="Hacking of internal systems used by media or press"

Table 740. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Tampering, DoS, or overload of media communication
links

Tampering, DoS, or overload of media communication links
The tag is: misp-galaxy:guidelines="Tampering, DoS, or overload of media communication links"

Table 741. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Defacement, DoS or overload of websites or other
systems used for publication of the results

Defacement, DoS or overload of websites or other systems used for publication of the results

The tag is: misp-galaxy:guidelines="Defacement, DoS or overload of websites or other systems used for
publication of the results"

Table 742. Table References
Links

https://www.ria.ee/sites/default/files/content-
editors/kuberturve/cyber_security_of_election_technology.pdf

Exploit-Kit

Exploit-Kit is an enumeration of some exploitation kits used by adversaries. The list includes
document, browser and router exploit kits.It’s not meant to be totally exhaustive but aim at
covering the most seen in the past 5 years.
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o Exploit-Kit is a cluster galaxy available in JSON format at this location The JSON
format can be freely reused in your application or automatically enabled in MISP.

authors
Kafeine - Will Metcalf - KahuSecurity

Astrum

Astrum Exploit Kit is a private Exploit Kit used in massive scale malvertising campaigns. It’s notable
by its use of Steganography

The tag is: misp-galaxy:exploit-kit="Astrum"
Astrum is also known as:
* Stegano EK

Table 743. Table References
Links
http://malware.dontneedcoffee.com/2014/09/astrum-ek.html

http://www.welivesecurity.com/2016/12/06/readers-popular-websites-targeted-stealthy-stegano-
exploit-kit-hiding-pixels-malicious-ads/

Underminer

Underminer EK is an exploit kit that seems to be used privately against users in Asia.
Functionalities: browser profiling and filtering, preventing of client revisits, URL randomization,
and asymmetric encryption of payloads.

The tag is: misp-galaxy:exploit-kit="Underminer"
Underminer is also known as:
e Underminer EK

Table 744. Table References
Links

https://blog.trendmicro.com/trendlabs-security-intelligence/new-underminer-exploit-kit-delivers-
bootkit-and-cryptocurrency-mining-malware-with-encrypted-tcp-tunnel/

http://bobao.360.cn/interref/detail/248.html

Fallout

Fallout Exploit Kit appeared at the end of August 2018 as an updated Nuclear Pack featuring
current exploits seen in competiting Exploit Kit.
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https://github.com/MISP/misp-galaxy/blob/master/clusters/exploit-kit.json
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http://malware.dontneedcoffee.com/2014/09/astrum-ek.html
http://www.welivesecurity.com/2016/12/06/readers-popular-websites-targeted-stealthy-stegano-exploit-kit-hiding-pixels-malicious-ads/
http://www.welivesecurity.com/2016/12/06/readers-popular-websites-targeted-stealthy-stegano-exploit-kit-hiding-pixels-malicious-ads/
https://blog.trendmicro.com/trendlabs-security-intelligence/new-underminer-exploit-kit-delivers-bootkit-and-cryptocurrency-mining-malware-with-encrypted-tcp-tunnel/
https://blog.trendmicro.com/trendlabs-security-intelligence/new-underminer-exploit-kit-delivers-bootkit-and-cryptocurrency-mining-malware-with-encrypted-tcp-tunnel/
http://bobao.360.cn/interref/detail/248.html

The tag is: misp-galaxy:exploit-kit="Fallout"
Fallout is also known as:

* Fallout
Fallout has relationships with:

* dropped: misp-galaxy:ransomware="GandCrab" with estimative-language:likelihood-
probability="almost-certain"

Table 745. Table References
Links
https://www.nao-sec.org/2018/09/hello-fallout-exploit-kit.html

https://www.bleepingcomputer.com/news/security/new-fallout-exploit-kit-drops-gandcrab-
ransomware-or-redirects-to-pups/

https://www.bleepingcomputer.com/news/security/fallout-exploit-kit-now-installing-the-kraken-
cryptor-ransomware/

Bingo

Bingo EK is the name chosen by the defense for a Fiesta-ish EK first spotted in March 2017 and
targetting at that times mostly Russia

The tag is: misp-galaxy:exploit-kit="Bingo"

Terror EK

Terror EK is built on Hunter, Sundown and RIG EK code
The tag is: misp-galaxy:exploit-kit="Terror EK"

Terror EK is also known as:

e Blaze EK

* Neptune EK

Table 746. Table References
Links

https://www.trustwave.com/Resources/SpiderLabs-Blog/Terror-Exploit-Kit—More-like-Error-
Exploit-Kit/

DealersChoice

DealersChoice is a Flash Player Exploit platform triggered by RTF.
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DealersChoice is a platform that generates malicious documents containing embedded Adobe Flash
files. Palo Alto Network researchers analyzed two variants —variant A, which is a standalone
variant including Flash exploit code packaged with a payload, and variant B, which is a modular
variant that loads exploit code on demand. This new component appeared in 2016 and is still in use.

The tag is: misp-galaxy:exploit-kit="DealersChoice"
DealersChoice is also known as:
* Sednit RTF EK

Table 747. Table References
Links

http://researchcenter.paloaltonetworks.com/2016/10/unit42-dealerschoice-sofacys-flash-player-
exploit-platform/

http://blog.trendmicro.com/trendlabs-security-intelligence/pawn-storm-ramps-up-spear-phishing-
before-zero-days-get-patched/

https://www.welivesecurity.com/2017/12/21/sednit-update-fancy-bear-spent-year/

DNSChanger

DNSChanger Exploit Kit is an exploit kit targeting Routers via the browser
The tag is: misp-galaxy:exploit-kit="DNSChanger"
DNSChanger is also known as:

* RouterEK

Table 748. Table References
Links
http://malware.dontneedcoffee.com/2015/05/an-exploit-kit-dedicated-to-csrf.html

https://www.proofpoint.com/us/threat-insight/post/home-routers-under-attack-malvertising-
windows-android-devices

Novidade

Novidade Exploit Kit is an exploit kit targeting Routers via the browser
The tag is: misp-galaxy:exploit-kit="Novidade"
Novidade is also known as:

* DNSGhost

Table 749. Table References
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Links

https://blog.trendmicro.com/trendlabs-security-intelligence/new-exploit-kit-novidade-found-
targeting-home-and-soho-routers/

Disdain

Disdain EK has been introduced on underground forum on 2017-08-07. The panel is stolen from
Sundown, the pattern are Terror alike and the obfuscation reminds Nebula

The tag is: misp-galaxy:exploit-kit="Disdain"

Table 750. Table References
Links

http://blog.trendmicro.com/trendlabs-security-intelligence/new-disdain-exploit-kit-detected-wild/

Kaixin
Kaixin is an exploit kit mainly seen behind compromised website in Asia
The tag is: misp-galaxy:exploit-kit="Kaixin"
Kaixin is also known as:
* CKvip

Table 751. Table References
Links
http://www.kahusecurity.com/2013/deobfuscating-the-ck-exploit-kit/

http://www.kahusecurity.com/2012/new-chinese-exploit-pack/

Magnitude

Magnitude EK

The tag is: misp-galaxy:exploit-kit="Magnitude"
Magnitude is also known as:

* Popads EK

* TopExp

* Magniber

* Magnitude EK

Table 752. Table References
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Links
http://malware.dontneedcoffee.com/2013/10/Magnitude.html

https://www.trustwave.com/Resources/SpiderLabs-Blog/A-Peek-Into-the-Lion-s-Den-%E2%80%93-
The-Magnitude—aka-PopAds—Exploit-Kit/

http://malware.dontneedcoffee.com/2014/02/and-real-name-of-magnitude-is.html

https://community.rsa.com/community/products/netwitness/blog/2017/02/09/magnitude-exploit-kit-
under-the-hood

MWI

Microsoft Word Intruder is an exploit kit focused on Word and embedded flash exploits. The author
wants to avoid their customer to use it in mass spam campaign, so it’s most often connected to
semi-targeted attacks

The tag is: misp-galaxy:exploit-kit="MWTI"

Table 753. Table References
Links
https://www.fireeye.com/blog/threat-research/2015/04/a_new_word_document.html

https://www.sophos.com/en-us/medialibrary/PDFs/technical%20papers/sophos-microsoft-word-
intruder-revealed.pdf

ThreadKit

ThreadKit is the name given to a widely used Microsoft Office document exploit builder kit that
appeared in June 2017

The tag is: misp-galaxy:exploit-kit="ThreadKit"

Table 754. Table References
Links

https://www.proofpoint.com/us/threat-insight/post/unraveling-ThreadKit-new-document-exploit-
builder-distribute-The-Trick-Formbook-Loki-Bot-malware

VenomKit

VenomKit is the name given to a kit sold since april 2017 as "Word 1day exploit builder" by user
badbullzvenom. Author allows only use in targeted campaign. Is used for instance by the "Cobalt
Gang"

The tag is: misp-galaxy:exploit-kit="VenomKit"

VenomKit is also known as:
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e Venom

Table 755. Table References
Links

https://medium.com/@quoscient/golden-chickens-uncovering-a-malware-as-a-service-maas-
provider-and-two-new-threat-actors-using-61cfOch87648

Taurus Builder

Taurus Builder is a tool used to generate malicious MS Word documents that contain macros. The
kit is advertised on forums by the user "badbullzvenom".

The tag is: misp-galaxy:exploit-kit="Taurus Builder"

RIG

RIG is an exploit kit that takes its source in Infinity EK itself an evolution of Redkit. It became
dominant after the fall of Angler, Nuclear Pack and the end of public access to Neutrino. RIG-v is
the name given to RIG 4 when it was only accessible by "vip" customers and when RIG 3 was still in
use.

The tag is: misp-galaxy:exploit-kit="RIG"
RIG is also known as:

* RIG3
* RIG-v
* RIG4

* Meadgive

Table 756. Table References
Links
http://www.kahusecurity.com/2014/rig-exploit-pack/

https://www.trustwave.com/Resources/SpiderLabs-Blog/RIG-Reloaded---Examining-the-
Architecture-of-RIG-Exploit-Kit-3-0/

https://www.trustwave.com/Resources/SpiderLabs-Blog/RIG-Exploit-Kit-%E2%80%93-Diving-
Deeper-into-the-Infrastructure/

http://malware.dontneedcoffee.com/2016/10/rig-evolves-neutrino-waves-goodbye.html

Spelevo

Spelevo is an exploit kit that appeared at the end of February 2019 and could be an evolution of SPL
EK
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The tag is: misp-galaxy:exploit-kit="Spelevo"

Table 757. Table References
Links
https://twitter.com/kafeine/status/1103649040800145409

Sednit EK
Sednit EK is the exploit kit used by APT28
The tag is: misp-galaxy:exploit-kit="Sednit EK"
Sednit EK is also known as:

 SedKit

Table 758. Table References
Links
http://www.welivesecurity.com/2014/10/08/sednit-espionage-group-now-using-custom-exploit-Kkit/

http://blog.trendmicro.com/trendlabs-security-intelligence/new-adobe-flash-zero-day-used-in-
pawn-storm-campaign/

Sundown-P

Sundown-P/Sundown-Pirate is a rip of Sundown seen used in a private way (One group using it
only) - First spotted at the end of June 2017, branded as CaptainBlack in August 2017

The tag is: misp-galaxy:exploit-kit="Sundown-P"
Sundown-P is also known as:

¢ Sundown-Pirate

* CaptainBlack

Table 759. Table References
Links

http://blog.trendmicro.com/trendlabs-security-intelligence/promediads-malvertising-sundown-
pirate-exploit-kit/

Bizarro Sundown

Bizarro Sundown appears to be a fork of Sundown with added anti-analysis features
The tag is: misp-galaxy:exploit-kit="Bizarro Sundown"

Bizarro Sundown is also known as:
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¢ Sundown-b

Table 760. Table References

Links

http://blog.trendmicro.com/trendlabs-security-intelligence/new-bizarro-sundown-exploit-Kkit-
spreads-locky/

https://blog.malwarebytes.com/cybercrime/exploits/2016/10/yet-another-sundown-ek-variant/

Hunter
Hunter EK is an evolution of 3Ros EK
The tag is: misp-galaxy:exploit-kit="Hunter"
Hunter is also known as:
* 3ROS Exploit Kit
Hunter has relationships with:
* similar: misp-galaxy:tool="Tinba" with estimative-language:likelihood-probability="likely"

Table 761. Table References

Links

https://www.proofpoint.com/us/threat-insight/post/Hunter-Exploit-Kit-Targets-Brazilian-Banking-
Customers

GreenFlash Sundown
GreenFlash Sundown is a variation of Bizarro Sundown without landing
The tag is: misp-galaxy:exploit-kit="GreenFlash Sundown"
GreenFlash Sundown is also known as:
* Sundown-GF

Table 762. Table References

Links

http://blog.trendmicro.com/trendlabs-security-intelligence/new-bizarro-sundown-exploit-Kkit-
spreads-locky/

Angler

The Angler Exploit Kit has been the most popular and evolved exploit kit from 2014 to middle of
2016. There was several variation. The historical "indexm" variant was used to spread Lurk. A vip
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version used notabily to spread Poweliks, the "standard" commercial version, and a declinaison
tied to load selling (mostly bankers) that can be associated to EmpirePPC

The tag is: misp-galaxy:exploit-kit="Angler"
Angler is also known as:

o« XXX
* AEK

* Axpergle

Table 763. Table References

Links
https://blogs.sophos.com/2015/07/21/a-closer-look-at-the-angler-exploit-kit/
http://malware.dontneedcoffee.com/2015/12/xxx-is-angler-ek.html

http://malware.dontneedcoffee.com/2016/06/is-it-end-of-angler.html

Archie
Archie EK
The tag is: misp-galaxy:exploit-kit="Archie"

Table 764. Table References
Links

https://www.alienvault.com/blogs/labs-research/archie-just-another-exploit-kit

BlackHole

The BlackHole Exploit Kit has been the most popular exploit kit from 2011 to 2013. Its activity
stopped with Paunch’s arrest (all activity since then is anecdotal and based on an old leak)

The tag is: misp-galaxy:exploit-kit="BlackHole"
BlackHole is also known as:
* BHEK
BlackHole has relationships with:
* similar: misp-galaxy:rat="BlackHole" with estimative-language:likelihood-probability="likely"

Table 765. Table References
Links

https://www.trustwave.com/Resources/SpiderLabs-Blog/Blackhole-Exploit-Kit-v2/
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https://nakedsecurity.sophos.com/exploring-the-blackhole-exploit-Kkit/

Bleeding Life

Bleeding Life is an exploit kit that became open source with its version 2
The tag is: misp-galaxy:exploit-kit="Bleeding Life"
Bleeding Life is also known as:

* BL
* BL2

Table 766. Table References

Links
http://www.kahusecurity.com/2011/flash-used-in-idol-malvertisement/

http://thehackernews.com/2011/10/bleeding-life-2-exploit-pack-released.html

Cool

The Cool Exploit Kit was a kind of BlackHole VIP in 2012/2013
The tag is: misp-galaxy:exploit-kit="Cool"

Cool is also known as:

* CEK

» Styxy Cool

Table 767. Table References
Links
http://malware.dontneedcoffee.com/2012/10/newcoolek.html

http://malware.dontneedcoffee.com/2013/07/a-styxy-cool-ek.html

http://blog.trendmicro.com/trendlabs-security-intelligence/styx-exploit-pack-how-it-works/

Fiesta

Fiesta Exploit Kit

The tag is: misp-galaxy:exploit-kit="Fiesta"
Fiesta is also known as:

* NeoSploit
» Fiexp

305


https://nakedsecurity.sophos.com/exploring-the-blackhole-exploit-kit/
http://www.kahusecurity.com/2011/flash-used-in-idol-malvertisement/
http://thehackernews.com/2011/10/bleeding-life-2-exploit-pack-released.html
http://malware.dontneedcoffee.com/2012/10/newcoolek.html
http://malware.dontneedcoffee.com/2013/07/a-styxy-cool-ek.html
http://blog.trendmicro.com/trendlabs-security-intelligence/styx-exploit-pack-how-it-works/

Table 768. Table References

Links
http://blog.0x3a.com/post/110052845124/an-in-depth-analysis-of-the-fiesta-exploit-Kkit-an

http://www.kahusecurity.com/2011/neosploit-is-back/

Empire
The Empire Pack is a variation of RIG operated by a load seller. It’s being fed by many traffic actors
The tag is: misp-galaxy:exploit-kit="Empire"
Empire is also known as:
* RIG-E
Empire has relationships with:
* similar: misp-galaxy:tool="Empire" with estimative-language:likelihood-probability="likely"

Table 769. Table References
Links

http://malware.dontneedcoffee.com/2016/10/rig-evolves-neutrino-waves-goodbye.html

FlashPack

FlashPack EK got multiple fork. The most common variant seen was the standalone Flash version
The tag is: misp-galaxy:exploit-kit="FlashPack"
FlashPack is also known as:

e FlashEK
o SafePack
e CritXPack

» Vintage Pack

Table 770. Table References
Links
http://malware.dontneedcoffee.com/2012/11/meet-critxpack-previously-vintage-pack.html

http://malware.dontneedcoffee.com/2013/04/meet-safe-pack-v20-again.html

Glazunov

Glazunov is an exploit kit mainly seen behind compromised website in 2012 and 2013. Glazunov
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compromission is likely the ancestor activity of what became ElTest in July 2014. Sibhost and
Flimkit later shown similarities with this Exploit Kit

The tag is: misp-galaxy:exploit-kit="Glazunov"

Table 771. Table References

Links
https://nakedsecurity.sophos.com/2013/06/24/taking-a-closer-look-at-the-glazunov-exploit-kit/

GrandSoft

GrandSoft Exploit Kit was a quite common exploit kit used in 2012/2013. Disappeared between
march 2014 and September 2017

The tag is: misp-galaxy:exploit-kit="GrandSoft"
GrandSoft is also known as:

* StampEK
e SofosFO

Table 772. Table References

Links

http://malware.dontneedcoffee.com/2013/09/FinallyGrandSoft.html
http://malware.dontneedcoffee.com/2012/10/neosploit-now-showing-bh-ek-20-like.html

https://nakedsecurity.sophos.com/2012/08/24/sophos-sucks-malware/

HanJuan

Hanjuan EK was a one actor fed variation of Angler EK used in evolved malvertising chain
targeting USA. It has been using a 0Oday (CVE-2015-0313) from beginning of December 2014 till
beginning of February 2015

The tag is: misp-galaxy:exploit-kit="HanJuan"

Table 773. Table References
Links
http://www.malwaresigs.com/2013/10/14/unknown-ek/

https://blog.malwarebytes.com/threat-analysis/2014/08/shining-some-light-on-the-unknown-
exploit-kit/

http://blog.trendmicro.com/trendlabs-security-intelligence/a-closer-look-at-the-exploit-kit-in-cve-
2015-0313-attack

https://twitter.com/kafeine/status/562575744501428226
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Himan

Himan Exploit Kit
The tag is: misp-galaxy:exploit-kit="Himan"
Himan is also known as:

» High Load

Table 774. Table References
Links
http://malware.dontneedcoffee.com/2013/10/HiMan.html

Impact

Impact EK
The tag is: misp-galaxy:exploit-kit="Impact”

Table 775. Table References
Links

http://malware.dontneedcoffee.com/2012/12/inside-impact-exploit-Kkit-back-on-track.html

Infinity

Infinity is an evolution of Redkit

The tag is: misp-galaxy:exploit-kit="Infinity"
Infinity is also known as:

¢ Redkit v2.0

¢ Goon

Table 776. Table References
Links
http://blog.talosintel.com/2013/11/im-calling-this-goon-exploit-kit-for-now.html

http://www.kahusecurity.com/2014/the-resurrection-of-redkit/

Lightsout
Lightsout Exploit Kit has been used in Watering Hole attack performed by the APT Group havex

The tag is: misp-galaxy:exploit-kit="Lightsout"
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http://malware.dontneedcoffee.com/2012/12/inside-impact-exploit-kit-back-on-track.html
http://blog.talosintel.com/2013/11/im-calling-this-goon-exploit-kit-for-now.html
http://www.kahusecurity.com/2014/the-resurrection-of-redkit/

Table 777. Table References

Links

http://blog.talosintel.com/2014/03/hello-new-exploit-kit.html
http://blog.talosintel.com/2014/05/continued-analysis-of-lightsout-exploit.html

http://malwageddon.blogspot.fr/2013/09/unknown-ek-by-way-how-much-is-fish.html

Nebula

Nebula Exploit Kit has been built on Sundown source and features an internal TDS
The tag is: misp-galaxy:exploit-kit="Nebula"

Table 778. Table References
Links

http://malware.dontneedcoffee.com/2017/03/nebula-exploit-kit.html

Neutrino

Neutrino Exploit Kit has been one of the major exploit kit from its launch in 2013 till september
2016 when it become private (defense name for this variation is Neutrino-v). This EK vanished from
march 2014 till november 2014.

The tag is: misp-galaxy:exploit-kit="Neutrino"
Neutrino is also known as:

* Job314
e Neutrino Rebooted

* Neutrino-v
Neutrino has relationships with:

* similar: misp-galaxy:malpedia="Neutrino" with estimative-language:likelihood-
probability="likely"

Table 779. Table References
Links
http://malware.dontneedcoffee.com/2013/03/hello-neutrino-just-one-more-exploit-kit.html

http://malware.dontneedcoffee.com/2014/11/neutrino-come-back.html

Niteris

Niteris was used mainly to target Russian.
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"

The tag is: misp-galaxy:exploit-kit="Niteris
Niteris is also known as:
* CottonCastle

Table 780. Table References
Links
http://malware.dontneedcoffee.com/2014/06/cottoncastle.html

http://malware.dontneedcoffee.com/2015/05/another-look-at-niteris-post.html

Nuclear

The Nuclear Pack appeared in 2009 and has been one of the longer living one. Spartan EK was a
landing less variation of Nuclear Pack

The tag is: misp-galaxy:exploit-kit="Nuclear"
Nuclear is also known as:

* NEK
e Nuclear Pack
* Spartan

e Neclu

Table 781. Table References
Links

http://blog.checkpoint.com/2016/05/17/inside-nuclears-core-unraveling-a-ransomware-as-a-service-
infrastructure/

Phoenix
Phoenix Exploit Kit
The tag is: misp-galaxy:exploit-kit="Phoenix"
Phoenix is also known as:
* PEK

Table 782. Table References
Links
http://malwareint.blogspot.fr/2010/09/phoenix-exploits-Kit-v21-inside.html

http://blog.trendmicro.com/trendlabs-security-intelligence/now-exploiting-phoenix-exploit-kit-
version-2-5/
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Private Exploit Pack
Private Exploit Pack
The tag is: misp-galaxy:exploit-kit="Private Exploit Pack"
Private Exploit Pack is also known as:
* PEP

Table 783. Table References

Links

http://malware.dontneedcoffee.com/2013/07/pep-new-bep.html
http://malwageddon.blogspot.fr/2013/07/unknown-ek-well-hey-hey-i-wanna-be.html

Redkit

Redkit has been a major exploit kit in 2012. One of its specific features was to allow its access
against a share of a percentage of the customer’s traffic

The tag is: misp-galaxy:exploit-kit="Redkit"

Table 784. Table References

Links
https://www.trustwave.com/Resources/SpiderLabs-Blog/A-Wild-Exploit-Kit-Appears----Meet-RedKit/
http://malware.dontneedcoffee.com/2012/05/inside-redkit.html

https://nakedsecurity.sophos.com/2013/05/09/redkit-exploit-kit-part-2/

Sakura
Sakura Exploit Kit appeared in 2012 and was adopted by several big actor
The tag is: misp-galaxy:exploit-kit="Sakura"

Table 785. Table References
Links

http://www.xylibox.com/2012/01/sakura-exploit-pack-10.html

SPL

SPL exploit kit was mainly seen in 2012/2013 most often associated with ZeroAccess and
Scareware/FakeAV

The tag is: misp-galaxy:exploit-kit="SPL"
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SPL is also known as:

¢ SPI, Data
¢ SPLNet
e SPL.2

Table 786. Table References
Links

http://www.malwaresigs.com/2012/12/05/spl-exploit-kit/

Sundown

Sundown Exploit Kit is mainly built out of stolen code from other exploit kits
The tag is: misp-galaxy:exploit-kit="Sundown"
Sundown is also known as:

* Beps
* Xer

* Beta

Table 787. Table References
Links
http://malware.dontneedcoffee.com/2015/06/fast-look-at-sundown-ek.html

https://www.virusbulletin.com/virusbulletin/2015/06/beta-exploit-pack-one-more-piece-crimeware-
infection-road

Sweet-Orange

Sweet Orange
The tag is: misp-galaxy:exploit-kit="Sweet-Orange"
Sweet-Orange is also known as:

« SWO

* Anogre

Table 788. Table References
Links

http://malware.dontneedcoffee.com/2012/12/juice-sweet-orange-2012-12.html
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Styx
Styx Exploit Kit
The tag is: misp-galaxy:exploit-kit="Styx"

Table 789. Table References

Links
http://malware.dontneedcoffee.com/2012/12/crossing-styx-styx-sploit-pack-20-cve.html
https://krebsonsecurity.com/2013/07/styx-exploit-pack-domo-arigato-pc-roboto/
http://malware.dontneedcoffee.com/2013/05/inside-styx-2013-05.html

WhiteHole
WhiteHole Exploit Kit appeared in January 2013 in the tail of the CVE-2013-0422
The tag is: misp-galaxy:exploit-kit="WhiteHole"

Table 790. Table References
Links

http://malware.dontneedcoffee.com/2013/02/briefly-wave-whitehole-exploit-kit-hello.html

Unknown

Unknown Exploit Kit. This is a place holder for any undocumented Exploit Kit. If you use this tag,
we will be more than happy to give the associated EK a deep look.

The tag is: misp-galaxy:exploit-kit="Unknown"

Table 791. Table References
Links
https://twitter.com/kafeine
https://twitter.com/node5

https://twitter.com/kahusecurity

SpelevoEK
The Spelevo exploit kit seems to have similarities to SPL EK, which is a different exploit kit.
The tag is: misp-galaxy:exploit-kit="SpelevoEK"

Table 792. Table References

Links
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https://cyberwarzone.com/what-is-the-spelevo-exploit-kit/

Malpedia
Malware galaxy cluster based on Malpedia..

6 Malpedia is a cluster galaxy available in JSON format at this location The JSON
format can be freely reused in your application or automatically enabled in MISP.

authors

Davide Arcuri - Alexandre Dulaunoy - Steffen Enders - Andrea Garavaglia - Andras Iklody -
Daniel Plohmann - Christophe Vandeplas

FastCash

The tag is: misp-galaxy:malpedia="FastCash"
FastCash is also known as:

Table 793. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/aix.fastcash
https://threatrecon.nshc.net/2019/01/23/sectora01-custom-proxy-utility-tool-analysis/
https://github.com/fboldewin/FastCashMalwareDissected/

https://i.blackhat.com/eu-20/Wednesday/eu-20-Rivera-From-Zero-To-Sixty-The-Story-Of-North-
Koreas-Rapid-Ascent-To-Becoming-A-Global-Cyber-Superpower.pdf

https://i.blackhat.com/USA-20/Wednesday/us-20-Perlow-FASTCash-And-INJX_Pure-How-Threat-
Actors-Use-Public-Standards-For-Financial-Fraud.pdf

https://symantec-blogs.broadcom.com/blogs/threat-intelligence/fastcash-lazarus-atm-malware
https://www.us-cert.gov/ncas/alerts/TA18-275A
https://blog.talosintelligence.com/2019/05/10-years-of-virtual-dynamite.html
https://www.youtube.com/watch?v=LUxOcpIRXmg

https://i.blackhat.com/USA-20/Wednesday/us-20-Perlow-FASTCash-And-INJX_Pure-How-Threat-
Actors-Use-Public-Standards-For-Financial-Fraud-wp.pdf

https://blog.lexfo.fr/ressources/Lexfo-WhitePaper-The_Lazarus_Constellation.pdf

https://www.youtube.com/watch?v=zGvQPtejX9w

ActionSpy

The tag is: misp-galaxy:malpedia="ActionSpy"
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https://www.youtube.com/watch?v=zGvQPtejX9w

ActionSpy is also known as:
* AxeSpy

Table 794. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.actionspy

https://blog.trendmicro.com/trendlabs-security-intelligence/new-android-spyware-actionspy-
revealed-via-phishing-attacks-from-earth-empusa/

AdoBot

The tag is: misp-galaxy:malpedia="AdoBot"
AdoBot is also known as:

Table 795. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.adobot
https://twitter.com/LukasStefanko/status/1243198756981559296

AdultSwine

The tag is: misp-galaxy:malpedia="AdultSwine"
AdultSwine is also known as:

Table 796. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.adultswine

https://research.checkpoint.com/malware-displaying-porn-ads-discovered-in-game-apps-on-google-
play/

AhMyth

The tag is: misp-galaxy:malpedia="AhMyth"
AhMyth is also known as:

Table 797. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.ahmyth
https://www.welivesecurity.com/2019/08/22/first-spyware-android-ahmyth-google-play/
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https://www.stratosphereips.org/blog/2020/11/10/android-mischief-rats-dataset
https://www.secrss.com/articles/24995

https://securelist.com/transparent-tribe-part-2/98233/

Alien

According to ThreatFabric, this is a fork of Cerberus v1 (active January 2020+). Alien is a rented
banking trojan that can remotely control a phone and achieves RAT functionality by abusing
TeamViewer.

The tag is: misp-galaxy:malpedia="Alien"
Alien is also known as:

Table 798. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.alien
https://www.threatfabric.com/blogs/alien_the_story_of cerberus_demise.html

https://research.checkpoint.com/2021/clast82-a-new-dropper-on-google-play-dropping-the-alienbot-
banker-and-mrat/

AndroRAT

Androrat is a remote administration tool developed in Java Android for the client side and in
Java/Swing for the Server. The name Androrat is a mix of Android and RAT (Remote Access Tool). It
has been developed in a team of 4 for a university project. The goal of the application is to give the
control of the android system remotely and retrieve informations from it.

The tag is: misp-galaxy:malpedia="AndroRAT"
AndroRAT is also known as:

Table 799. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.androrat

https://hotforsecurity.bitdefender.com/blog/possibly-italy-born-android-rat-reported-in-china-find-
bitdefender-researchers-16264.html

https://www.kaspersky.com/blog/mobile-malware-part-4/24290/
https://www.stratosphereips.org/blog/2020/11/10/android-mischief-rats-dataset
https://github.com/DesignativeDave/androrat

https://www.bitdefender.com/files/News/CaseStudies/study/352/Bitdefender-PR-Whitepaper-
BitterAPT-creat4571-en-EN-GenericUse.pdf
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https://blog.trendmicro.com/trendlabs-security-intelligence/the-urpage-connection-to-bahamut-
confucius-and-patchwork/

Anubis (Android)

The tag is: misp-galaxy:malpedia="Anubis (Android)"
Anubis (Android) is also known as:

e BankBot
e android.bankbot

* android.bankspy

Table 800. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.anubis
https://intel-honey.medium.com/reversing-anubis-malware-93f28d154bbb
http://bOnl.blogspot.de/2017/05/tracking-android-bankbot.html
https://labs.bitdefender.com/2020/03/android-apps-and-malware-capitalize-on-coronavirus
https://www.welivesecurity.com/2017/11/21/new-campaigns-spread-banking-malware-google-play/
https://info.phishlabs.com/blog/new-variant-bankbot-banking-trojan-aubis
https://intel471.com/blog/china-cybercrime-undergrond-deepmix-tea-horse-road-great-firewall/

https://blog.trendmicro.com/trendlabs-security-intelligence/google-play-apps-drop-anubis-banking-
malware-use-motion-based-evasion-tactics/

https://www.youtube.com/watch?v=U0UsfO-0uJM
http://blog.koodous.com/2017/05/bankbot-on-google-play.html
https://securelist.com/mobile-malware-evolution-2019/96280/
https://eybisi.run/Mobile-Malware-Analysis-Tricks-used-in-Anubis/
https://bushidotoken.blogspot.com/2020/05/turkey-targeted-by-cerberus-and-anubis.html
https://sysopfb.github.io/malware,/reverse-engineering/2018/08/30/Unpacking-Anubis-APK.html
http://blog.koodous.com/2017/04/decrypting-bankbot-communications.html
https://www.fortinet.com/blog/threat-research/bankbot-the-prequel.html

https://securityboulevard.com/2018/09/android-malware-intercepts-sms-2fa-we-have-the-logs/
[https://securityboulevard.com/2018/09/android-malware-intercepts-sms-2fa-we-have-the-logs/ ]

https://community.riskiqg.com/article/85b3db8c
https://n1ght-wOlf.github.io/malware%20analysis/anubis-banking-malware/

https://www.threatfabric.com/blogs/2020_year_of_the_rat.html
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https://community.riskiq.com/article/85b3db8c
https://n1ght-w0lf.github.io/malware%20analysis/anubis-banking-malware/
https://www.threatfabric.com/blogs/2020_year_of_the_rat.html

https://securityintelligence.com/after-big-takedown-efforts-20-more-bankbot-mobile-malware-
apps-make-it-into-google-play/

https://pentest.blog/n-ways-to-unpack-mobile-malware/

https://www.fortinet.com/blog/threat-research/a-look-into-the-new-strain-of-bankbot.html

AnubisSpy

The tag is: misp-galaxy:malpedia="AnubisSpy"
AnubisSpy is also known as:

Table 801. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.anubisspy

https://documents.trendmicro.com/assets/tech-brief-cyberespionage-campaign-sphinx-goes-
mobile-with-anubisspy.pdf

http://blog.trendmicro.com/trendlabs-security-intelligence/cyberespionage-campaign-sphinx-goes-
mobile-anubisspy/

Asacub
The tag is: misp-galaxy:malpedia="Asacub”
Asacub is also known as:

Table 802. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.asacub
https://securelist.com/the-rise-of-mobile-banker-asacub/87591/

https://securelist.com/mobile-malware-evolution-2019/96280/

Ashas

The tag is: misp-galaxy:malpedia="Ashas"
Ashas is also known as:

Table 803. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.ashas

https://www.welivesecurity.com/2019/10/24/tracking-down-developer-android-adware/
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https://securityintelligence.com/after-big-takedown-efforts-20-more-bankbot-mobile-malware-apps-make-it-into-google-play/
https://pentest.blog/n-ways-to-unpack-mobile-malware/
https://www.fortinet.com/blog/threat-research/a-look-into-the-new-strain-of-bankbot.html
https://malpedia.caad.fkie.fraunhofer.de/details/apk.anubisspy
https://documents.trendmicro.com/assets/tech-brief-cyberespionage-campaign-sphinx-goes-mobile-with-anubisspy.pdf
https://documents.trendmicro.com/assets/tech-brief-cyberespionage-campaign-sphinx-goes-mobile-with-anubisspy.pdf
http://blog.trendmicro.com/trendlabs-security-intelligence/cyberespionage-campaign-sphinx-goes-mobile-anubisspy/
http://blog.trendmicro.com/trendlabs-security-intelligence/cyberespionage-campaign-sphinx-goes-mobile-anubisspy/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.asacub
https://securelist.com/the-rise-of-mobile-banker-asacub/87591/
https://securelist.com/mobile-malware-evolution-2019/96280/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.ashas
https://www.welivesecurity.com/2019/10/24/tracking-down-developer-android-adware/

ATANK

According to Lukas Stefanko, this is an open-source crypto-ransomware found on Github in 2018. IT
can en/decrypt files (AES, key: 32 random chars, sent to C&C), uses email as contact point but will
remove all files after 24 hours or after a reboot.

The tag is: misp-galaxy:malpedia="ATANK"
ATANK is also known as:

Table 804. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.atank
https://twitter.com/LukasStefanko/status/1268070798293708800

BADCALL (Android)

The tag is: misp-galaxy:malpedia="BADCALL (Android)"
BADCALL (Android) is also known as:

Table 805. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.badcall

https://www.us-cert.gov/ncas/analysis-reports/ar19-252a

BadPatch

The tag is: misp-galaxy:malpedia="BadPatch"
BadPatch is also known as:
e WelcomeChat

Table 806. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.badpatch

https://www.welivesecurity.com/2020/07/14/welcome-chat-secure-messaging-app-nothing-further-
truth/

Bahamut (Android)

The tag is: misp-galaxy:malpedia="Bahamut (Android)"

Bahamut (Android) is also known as:
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.atank
https://twitter.com/LukasStefanko/status/1268070798293708800
https://malpedia.caad.fkie.fraunhofer.de/details/apk.badcall
https://www.us-cert.gov/ncas/analysis-reports/ar19-252a
https://malpedia.caad.fkie.fraunhofer.de/details/apk.badpatch
https://www.welivesecurity.com/2020/07/14/welcome-chat-secure-messaging-app-nothing-further-truth/
https://www.welivesecurity.com/2020/07/14/welcome-chat-secure-messaging-app-nothing-further-truth/

Table 807. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.bahamut

https://www.bellingcat.com/news/mena/2017/06/12/bahamut-pursuing-cyber-espionage-actor-
middle-east/

https://www.blackberry.com/us/en/pdfviewer?file=/content/dam/blackberry-
com/asset/enterprise/pdf/direct/report-spark-bahamut.pdf

https://www.bellingcat.com/resources/case-studies/2017/10/27/bahamut-revisited-cyber-espionage-
middle-east-south-asia/

https://blog.trendmicro.com/trendlabs-security-intelligence/the-urpage-connection-to-bahamut-
confucius-and-patchwork/

Basbanke
The tag is: misp-galaxy:malpedia="Basbanke"
Basbanke is also known as:

Table 808. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.basbanke
https://twitter.com/LukasStefanko/status/1280243673100402690

BianLian
The tag is: misp-galaxy:malpedia="BianLian"
BianLian is also known as:

Table 809. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.bianlian
https://www.fortinet.com/blog/threat-research/new-wave-bianlian-malware.html

https://www.threatfabric.com/blogs/bianlian_from_rags_to_riches_the_malware_dropper_that_had
_a_dream.html

BlackRock

The tag is: misp-galaxy:malpedia="BlackRock"
BlackRock is also known as:

Table 810. Table References
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.bahamut
https://www.bellingcat.com/news/mena/2017/06/12/bahamut-pursuing-cyber-espionage-actor-middle-east/
https://www.bellingcat.com/news/mena/2017/06/12/bahamut-pursuing-cyber-espionage-actor-middle-east/
https://www.blackberry.com/us/en/pdfviewer?file=/content/dam/blackberry-com/asset/enterprise/pdf/direct/report-spark-bahamut.pdf
https://www.blackberry.com/us/en/pdfviewer?file=/content/dam/blackberry-com/asset/enterprise/pdf/direct/report-spark-bahamut.pdf
https://www.bellingcat.com/resources/case-studies/2017/10/27/bahamut-revisited-cyber-espionage-middle-east-south-asia/
https://www.bellingcat.com/resources/case-studies/2017/10/27/bahamut-revisited-cyber-espionage-middle-east-south-asia/
https://blog.trendmicro.com/trendlabs-security-intelligence/the-urpage-connection-to-bahamut-confucius-and-patchwork/
https://blog.trendmicro.com/trendlabs-security-intelligence/the-urpage-connection-to-bahamut-confucius-and-patchwork/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.basbanke
https://twitter.com/LukasStefanko/status/1280243673100402690
https://malpedia.caad.fkie.fraunhofer.de/details/apk.bianlian
https://www.fortinet.com/blog/threat-research/new-wave-bianlian-malware.html
https://www.threatfabric.com/blogs/bianlian_from_rags_to_riches_the_malware_dropper_that_had_a_dream.html
https://www.threatfabric.com/blogs/bianlian_from_rags_to_riches_the_malware_dropper_that_had_a_dream.html

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.blackrock
https://www.threatfabric.com/blogs/blackrock_the_trojan_that_wanted_to_get_them_all.html

https://www.threatfabric.com/blogs/alien_the_story_of cerberus_demise.html

BRATA

The tag is: misp-galaxy:malpedia="BRATA"
BRATA is also known as:

Table 811. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.brata

https://securelist.com/spying-android-rat-from-brazil-brata/92775/

BusyGasper
The tag is: misp-galaxy:malpedia="BusyGasper"
BusyGasper is also known as:

Table 812. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.busygasper
https://securelist.com/busygasper-the-unfriendly-spy/87627/

CarbonSteal
The tag is: misp-galaxy:malpedia="CarbonSteal"
CarbonSteal is also known as:

Table 813. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.carbonsteal

https://www.lookout.com/documents/threat-reports/us/lookout-uyghur-malware-tr-us.pdf

Catelites

Catelites Bot (identified by Avast and SfyLabs in December 2017) is an Android trojan, with ties to
CronBot. Once the malicious app is installed, attackers use social engineering tricks and window
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.blackrock
https://www.threatfabric.com/blogs/blackrock_the_trojan_that_wanted_to_get_them_all.html
https://www.threatfabric.com/blogs/alien_the_story_of_cerberus_demise.html
https://malpedia.caad.fkie.fraunhofer.de/details/apk.brata
https://securelist.com/spying-android-rat-from-brazil-brata/92775/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.busygasper
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https://www.lookout.com/documents/threat-reports/us/lookout-uyghur-malware-tr-us.pdf

overlays to get credit card details from the victim. The distribution vector seems to be fake apps
from third-party app stores (not Google Play) or via malvertisement. After installation and
activation, the app creates fake Gmail, Google Play and Chrome icons. Furthermore, the malware
sends a fake system notification, telling the victim that they need to re-authenticate with Google
Services and ask for their credit card details to be entered. Currently the malware has overlays for
over 2,200 apps of banks and financial institutions.

The tag is: misp-galaxy:malpedia="Catelites"
Catelites is also known as:

Table 814. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.catelites
https://blog.avast.com/new-version-of-mobile-malware-catelites-possibly-linked-to-cron-cyber-gang

https://www.youtube.com/watch?v=1LOy0ZyjEOk

Cerberus
The tag is: misp-galaxy:malpedia="Cerberus"
Cerberus is also known as:

Table 815. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.cerberus
https://bushidotoken.blogspot.com/2020/05/turkey-targeted-by-cerberus-and-anubis.html
https://www.threatfabric.com/blogs/cerberus-a-new-banking-trojan-from-the-underworld.html
https://labs.bitdefender.com/2020/09/apps-on-google-play-tainted-with-cerberus-banker-malware/
https://insights.oem.avira.com/in-depth-analysis-of-a-cerberus-trojan-variant/
https://community.riskiqg.com/article/85b3db8c

https://www.forbes.com/sites/zakdoffman/2019/08/16/dangerous-new-android-trojan-hides-from-
malware-researchers-and-taunts-them-on-twitter/

https://blog.cyberint.com/cerberus-is-dead-long-live-cerberus
https://go.recordedfuture.com/hubfs/reports/cta-2020-1016.pdf
https://github.com/ics-iot-bootcamp/cerberus_research
https://www.threatfabric.com/blogs/alien_the_story_of cerberus_demise.html

https://www.slideshare.net/codeblue_jp/cb19-cyber-threat-landscape-in-japan-revealing-threat-in-
the-shadow-by-chi-en-shen-ashley-oleg-bondarenko

https://www.biznet.com.tr/wp-content/uploads/2020/08/Cerberus.pdf

https://www.threatfabric.com/blogs/2020_year_of_the_rat.html
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https://blog.avast.com/new-version-of-mobile-malware-catelites-possibly-linked-to-cron-cyber-gang
https://www.youtube.com/watch?v=1LOy0ZyjEOk
https://malpedia.caad.fkie.fraunhofer.de/details/apk.cerberus
https://bushidotoken.blogspot.com/2020/05/turkey-targeted-by-cerberus-and-anubis.html
https://www.threatfabric.com/blogs/cerberus-a-new-banking-trojan-from-the-underworld.html
https://labs.bitdefender.com/2020/09/apps-on-google-play-tainted-with-cerberus-banker-malware/
https://insights.oem.avira.com/in-depth-analysis-of-a-cerberus-trojan-variant/
https://community.riskiq.com/article/85b3db8c
https://www.forbes.com/sites/zakdoffman/2019/08/16/dangerous-new-android-trojan-hides-from-malware-researchers-and-taunts-them-on-twitter/
https://www.forbes.com/sites/zakdoffman/2019/08/16/dangerous-new-android-trojan-hides-from-malware-researchers-and-taunts-them-on-twitter/
https://blog.cyberint.com/cerberus-is-dead-long-live-cerberus
https://go.recordedfuture.com/hubfs/reports/cta-2020-1016.pdf
https://github.com/ics-iot-bootcamp/cerberus_research
https://www.threatfabric.com/blogs/alien_the_story_of_cerberus_demise.html
https://www.slideshare.net/codeblue_jp/cb19-cyber-threat-landscape-in-japan-revealing-threat-in-the-shadow-by-chi-en-shen-ashley-oleg-bondarenko
https://www.slideshare.net/codeblue_jp/cb19-cyber-threat-landscape-in-japan-revealing-threat-in-the-shadow-by-chi-en-shen-ashley-oleg-bondarenko
https://www.biznet.com.tr/wp-content/uploads/2020/08/Cerberus.pdf
https://www.threatfabric.com/blogs/2020_year_of_the_rat.html

https://twitter.com/AndroidCerberus

Chamois
The tag is: misp-galaxy:malpedia="Chamois"
Chamois is also known as:

Table 816. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.chamois
https://github.com/maddiestone/ConPresentations/blob/master/KasperskySAS2019.Chamois.pdf
https://android-developers.googleblog.com/2017/03/detecting-and-eliminating-chamois-fraud.html

https://www.virusbulletin.com/virusbulletin/2019/01/vb2018-paper-unpacking-packed-unpacker-
reversing-android-anti-analysis-native-library/

Charger
The tag is: misp-galaxy:malpedia="Charger"
Charger is also known as:

Table 817. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.charger
http://blog.checkpoint.com/2017/01/24/charger-malware/
http://blog.joesecurity.org/2017/01/deep-analysis-of-android-ransom-charger.html
https://www.welivesecurity.com/wp-content/uploads/2019/02/ESET_Android_Banking Malware.pdf

Chrysaor
The tag is: misp-galaxy:malpedia="Chrysaor"
Chrysaor is also known as:

* JigglyPuff
* Pegasus
Table 818. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.chrysaor
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https://twitter.com/AndroidCerberus
https://malpedia.caad.fkie.fraunhofer.de/details/apk.chamois
https://github.com/maddiestone/ConPresentations/blob/master/KasperskySAS2019.Chamois.pdf
https://android-developers.googleblog.com/2017/03/detecting-and-eliminating-chamois-fraud.html
https://www.virusbulletin.com/virusbulletin/2019/01/vb2018-paper-unpacking-packed-unpacker-reversing-android-anti-analysis-native-library/
https://www.virusbulletin.com/virusbulletin/2019/01/vb2018-paper-unpacking-packed-unpacker-reversing-android-anti-analysis-native-library/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.charger
http://blog.checkpoint.com/2017/01/24/charger-malware/
http://blog.joesecurity.org/2017/01/deep-analysis-of-android-ransom-charger.html
https://www.welivesecurity.com/wp-content/uploads/2019/02/ESET_Android_Banking_Malware.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/apk.chrysaor

https://citizenlab.ca/2018/09/hide-and-seek-tracking-nso-groups-pegasus-spyware-to-operations-in-
45-countries/

https://android-developers.googleblog.com/2017/04/an-investigation-of-chrysaor-malware-on.html

https://media.ccc.de/v/33c3-7901-pegasus_internals
https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf
https://security.googleblog.com/2017/04/an-investigation-of-chrysaor-malware-on.html

https://citizenlab.ca/2020/01/stopping-the-press-new-york-times-journalist-targeted-by-saudi-
linked-pegasus-spyware-operator/

https://info.lookout.com/rs/051-ESQ-475/images/lookout-pegasus-android-technical-analysis.pdf

Clientor
The tag is: misp-galaxy:malpedia="Clientor"
Clientor is also known as:

Table 819. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.clientor

https://twitter.com/LukasStefanko/status/1042297855602503681

Clipper
The tag is: misp-galaxy:malpedia="Clipper"
Clipper is also known as:

Table 820. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.clipper
https://lukasstefanko.com/2019/02/android-clipper-found-on-google-play.html
https://www.welivesecurity.com/2019/02/08/first-clipper-malware-google-play/

https://news.drweb.com/show?Ing=en&i=12739

CloudAtlas

The tag is: misp-galaxy:malpedia="CloudAtlas"
CloudAtlas is also known as:

Table 821. Table References

324


https://citizenlab.ca/2018/09/hide-and-seek-tracking-nso-groups-pegasus-spyware-to-operations-in-45-countries/
https://citizenlab.ca/2018/09/hide-and-seek-tracking-nso-groups-pegasus-spyware-to-operations-in-45-countries/
https://android-developers.googleblog.com/2017/04/an-investigation-of-chrysaor-malware-on.html
https://media.ccc.de/v/33c3-7901-pegasus_internals
https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf
https://security.googleblog.com/2017/04/an-investigation-of-chrysaor-malware-on.html
https://citizenlab.ca/2020/01/stopping-the-press-new-york-times-journalist-targeted-by-saudi-linked-pegasus-spyware-operator/
https://citizenlab.ca/2020/01/stopping-the-press-new-york-times-journalist-targeted-by-saudi-linked-pegasus-spyware-operator/
https://info.lookout.com/rs/051-ESQ-475/images/lookout-pegasus-android-technical-analysis.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/apk.clientor
https://twitter.com/LukasStefanko/status/1042297855602503681
https://malpedia.caad.fkie.fraunhofer.de/details/apk.clipper
https://lukasstefanko.com/2019/02/android-clipper-found-on-google-play.html
https://www.welivesecurity.com/2019/02/08/first-clipper-malware-google-play/
https://news.drweb.com/show?lng=en&i=12739

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.cloudatlas

https://web.archive.org/web/20160710180729/https://www.bluecoat.com/security-blog/2014-12-
09/blue-coat-exposes-%E2%80%9C-inception-framework%E2%80%9D-very-sophisticated-layered-

malware

CometBot
The tag is: misp-galaxy:malpedia="CometBot"
CometBot is also known as:

Table 822. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.comet_bot

https://twitter.com/LukasStefanko/status/1102937833071935491

Connic
The tag is: misp-galaxy:malpedia="Connic"
Connic is also known as:

* SpyBanker

Table 823. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.connic

https://www.welivesecurity.com/2017/12/11/banking-malware-targets-polish-banks/

Coronavirus Android Worm

Poses as an app that can offer a "corona safety mask" but phone’s address book and sends sms to
contacts, spreading its own download link.

The tag is: misp-galaxy:malpedia="Coronavirus Android Worm"
Coronavirus Android Worm is also known as:

Table 824. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.corona_worm
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.corona_worm

https://dissectingmalwa.re/jamba-superdeal-helo-sir-you-want-to-buy-mask-corona-safety-mask-
sms-scam.html
https://www.zscaler.com/blogs/research/new-android-app-offers-coronavirus-safety-mask-delivers-

sms-trojan

Cpuminer (Android)
The tag is: misp-galaxy:malpedia="Cpuminer (Android)"
Cpuminer (Android) is also known as:

Table 825. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.cpuminer
https://blog.trendmicro.com/trendlabs-security-intelligence/coin-miner-mobile-malware-returns-

hits-google-play/

CryCryptor
The tag is: misp-galaxy:malpedia="CryCryptor"
CryCryptor is also known as:

* CryCrypter
* CryDroid

Table 826. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.crycryptor

https://www.welivesecurity.com/2020/06/24/new-ransomware-uses-covid19-tracing-guise-target-

canada-eset-decryptor/

Dark Shades

The tag is: misp-galaxy:malpedia="Dark Shades"
Dark Shades is also known as:
* Rogue

Table 827. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.darkshades
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https://dissectingmalwa.re/jamba-superdeal-helo-sir-you-want-to-buy-mask-corona-safety-mask-sms-scam.html
https://dissectingmalwa.re/jamba-superdeal-helo-sir-you-want-to-buy-mask-corona-safety-mask-sms-scam.html
https://www.zscaler.com/blogs/research/new-android-app-offers-coronavirus-safety-mask-delivers-sms-trojan
https://www.zscaler.com/blogs/research/new-android-app-offers-coronavirus-safety-mask-delivers-sms-trojan
https://malpedia.caad.fkie.fraunhofer.de/details/apk.cpuminer
https://blog.trendmicro.com/trendlabs-security-intelligence/coin-miner-mobile-malware-returns-hits-google-play/
https://blog.trendmicro.com/trendlabs-security-intelligence/coin-miner-mobile-malware-returns-hits-google-play/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.crycryptor
https://www.welivesecurity.com/2020/06/24/new-ransomware-uses-covid19-tracing-guise-target-canada-eset-decryptor/
https://www.welivesecurity.com/2020/06/24/new-ransomware-uses-covid19-tracing-guise-target-canada-eset-decryptor/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.darkshades

https://twitter.com/LukasStefanko/status/1252163657036976129

DEFENSOR ID

The tag is: misp-galaxy:malpedia="DEFENSOR ID"
DEFENSOR ID is also known as:
» Defensor Digital

Table 828. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.defensor_id
https://www.welivesecurity.com/wp-content/uploads/2020/07/ESET_Threat_Report_Q22020.pdf

https://www.welivesecurity.com/2020/05/22/insidious-android-malware-gives-up-all-malicious-
features-but-one-gain-stealth/

Dendroid

The tag is: misp-galaxy:malpedia="Dendroid"
Dendroid is also known as:

Table 829. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.dendroid

https://community.broadcom.com/symantecenterprise/communities/community-
home/librarydocuments/viewdocument?DocumentKey=a29d7d7a-f150-46cf-9bb9-
a1f9f4d32a80&CommunityKey=1ecf5f55-9545-44d6-b0f4-4e4a7f5f5e68&tab=librarydocuments

dmsSpy
The tag is: misp-galaxy:malpedia="dmsSpy"
dmsSpy is also known as:

Table 830. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.dmsspy
https://securelist.com/ios-exploit-chain-deploys-lightspy-malware/96407/

https://blog.trendmicro.com/trendlabs-security-intelligence/operation-poisoned-news-hong-kong-
users-targeted-with-mobile-malware-via-local-news-links/
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https://twitter.com/LukasStefanko/status/1252163657036976129
https://malpedia.caad.fkie.fraunhofer.de/details/apk.defensor_id
https://www.welivesecurity.com/wp-content/uploads/2020/07/ESET_Threat_Report_Q22020.pdf
https://www.welivesecurity.com/2020/05/22/insidious-android-malware-gives-up-all-malicious-features-but-one-gain-stealth/
https://www.welivesecurity.com/2020/05/22/insidious-android-malware-gives-up-all-malicious-features-but-one-gain-stealth/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.dendroid
https://community.broadcom.com/symantecenterprise/communities/community-home/librarydocuments/viewdocument?DocumentKey=a29d7d7a-f150-46cf-9bb9-a1f9f4d32a80&CommunityKey=1ecf5f55-9545-44d6-b0f4-4e4a7f5f5e68&tab=librarydocuments
https://community.broadcom.com/symantecenterprise/communities/community-home/librarydocuments/viewdocument?DocumentKey=a29d7d7a-f150-46cf-9bb9-a1f9f4d32a80&CommunityKey=1ecf5f55-9545-44d6-b0f4-4e4a7f5f5e68&tab=librarydocuments
https://community.broadcom.com/symantecenterprise/communities/community-home/librarydocuments/viewdocument?DocumentKey=a29d7d7a-f150-46cf-9bb9-a1f9f4d32a80&CommunityKey=1ecf5f55-9545-44d6-b0f4-4e4a7f5f5e68&tab=librarydocuments
https://malpedia.caad.fkie.fraunhofer.de/details/apk.dmsspy
https://securelist.com/ios-exploit-chain-deploys-lightspy-malware/96407/
https://blog.trendmicro.com/trendlabs-security-intelligence/operation-poisoned-news-hong-kong-users-targeted-with-mobile-malware-via-local-news-links/
https://blog.trendmicro.com/trendlabs-security-intelligence/operation-poisoned-news-hong-kong-users-targeted-with-mobile-malware-via-local-news-links/

https://documents.trendmicro.com/assets/Tech-Brief-Operation-Poisoned-News-Hong-Kong-Users-
Targeted-with-Mobile-Malware-via-Local-News-Links.pdf

DoubleAgent
The tag is: misp-galaxy:malpedia="DoubleAgent"
DoubleAgent is also known as:

Table 831. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.doubleagent

https://www.lookout.com/documents/threat-reports/us/lookout-uyghur-malware-tr-us.pdf

DoubleLocker

The tag is: misp-galaxy:malpedia="DoubleLocker"
DoubleLocker is also known as:

Table 832. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.doublelocker

https://www.welivesecurity.com/2017/10/13/doublelocker-innovative-android-malware/

DroidJack

The tag is: misp-galaxy:malpedia="DroidJack"
DroidJack is also known as:

Table 833. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.droidjack

https://www.stratosphereips.org/blog/2021/1/22/analysis-of-droidjack-v44-rat-network-traffic

DualToy (Android)

The tag is: misp-galaxy:malpedia="DualToy (Android)"
DualToy (Android) is also known as:

Table 834. Table References
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https://documents.trendmicro.com/assets/Tech-Brief-Operation-Poisoned-News-Hong-Kong-Users-Targeted-with-Mobile-Malware-via-Local-News-Links.pdf
https://documents.trendmicro.com/assets/Tech-Brief-Operation-Poisoned-News-Hong-Kong-Users-Targeted-with-Mobile-Malware-via-Local-News-Links.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/apk.doubleagent
https://www.lookout.com/documents/threat-reports/us/lookout-uyghur-malware-tr-us.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/apk.doublelocker
https://www.welivesecurity.com/2017/10/13/doublelocker-innovative-android-malware/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.droidjack
https://www.stratosphereips.org/blog/2021/1/22/analysis-of-droidjack-v44-rat-network-traffic

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.dualtoy

http://researchcenter.paloaltonetworks.com/2016/09/dualtoy-new-windows-trojan-sideloads-risky-
apps-to-android-and-ios-devices/

Dvmap
The tag is: misp-galaxy:malpedia="Dvmap"
Dvmap is also known as:

Table 835. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.dvmap
https://securelist.com/mobile-malware-evolution-2019/96280/

https://securelist.com/dvmap-the-first-android-malware-with-code-injection/78648/

Eventbot

According to ThreatFabric, the app overlays 15 financial targets from UK, Italy, and Spain, sniffs 234
apps from banks located in Europe as well as crypto wallets.

The tag is: misp-galaxy:malpedia="Eventbot”
Eventbot is also known as:

Table 836. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.eventbot
https://twitter.com/ThreatFabric/status/1240664876558823424
https://www.cybereason.com/blog/eventbot-a-new-mobile-banking-trojan-is-born

https://www.youtube.com/watch?v=qqwOrLR2rgU

ExoBot

The tag is: misp-galaxy:malpedia="ExoBot"
ExoBot is also known as:

Table 837. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.exobot
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.dualtoy
http://researchcenter.paloaltonetworks.com/2016/09/dualtoy-new-windows-trojan-sideloads-risky-apps-to-android-and-ios-devices/
http://researchcenter.paloaltonetworks.com/2016/09/dualtoy-new-windows-trojan-sideloads-risky-apps-to-android-and-ios-devices/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.dvmap
https://securelist.com/mobile-malware-evolution-2019/96280/
https://securelist.com/dvmap-the-first-android-malware-with-code-injection/78648/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.eventbot
https://twitter.com/ThreatFabric/status/1240664876558823424
https://www.cybereason.com/blog/eventbot-a-new-mobile-banking-trojan-is-born
https://www.youtube.com/watch?v=qqwOrLR2rgU
https://malpedia.caad.fkie.fraunhofer.de/details/apk.exobot

https://securityintelligence.com/ibm-x-force-delves-into-exobots-leaked-source-code/

Exodus
The tag is: misp-galaxy:malpedia="Exodus"
Exodus is also known as:

Table 838. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.exodus

https://motherboard.vice.com/en_us/article/43z93g/hackers-hid-android-malware-in-google-play-
store-exodus-esurv

https://securitywithoutborders.org/blog/2019/03/29/exodus.html
https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf

https://motherboard.vice.com/en_us/article/eveeq4/prosecutors-investigation-esurv-exodus-
malware-on-google-play-store

FakeSpy
The tag is: misp-galaxy:malpedia="FakeSpy"
FakeSpy is also known as:

Table 839. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.fakespy

https://blog.trendmicro.com/trendlabs-security-intelligence/fakespy-android-information-stealing-
malware-targets-japanese-and-korean-speaking-users/

https://blog.trendmicro.com/trendlabs-security-intelligence/a-look-into-the-connection-between-
xloader-and-fakespy-and-their-possible-ties-with-the-yanbian-gang/

https://medium.com/csis-techblog/the-roamingmantis-groups-expansion-to-european-apple-
accounts-and-android-devices-e6381723c681

FakeGram
The tag is: misp-galaxy:malpedia="FakeGram"
FakeGram is also known as:

* FakeTGram

Table 840. Table References
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https://securityintelligence.com/ibm-x-force-delves-into-exobots-leaked-source-code/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.exodus
https://motherboard.vice.com/en_us/article/43z93g/hackers-hid-android-malware-in-google-play-store-exodus-esurv
https://motherboard.vice.com/en_us/article/43z93g/hackers-hid-android-malware-in-google-play-store-exodus-esurv
https://securitywithoutborders.org/blog/2019/03/29/exodus.html
https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf
https://motherboard.vice.com/en_us/article/eveeq4/prosecutors-investigation-esurv-exodus-malware-on-google-play-store
https://motherboard.vice.com/en_us/article/eveeq4/prosecutors-investigation-esurv-exodus-malware-on-google-play-store
https://malpedia.caad.fkie.fraunhofer.de/details/apk.fakespy
https://blog.trendmicro.com/trendlabs-security-intelligence/fakespy-android-information-stealing-malware-targets-japanese-and-korean-speaking-users/
https://blog.trendmicro.com/trendlabs-security-intelligence/fakespy-android-information-stealing-malware-targets-japanese-and-korean-speaking-users/
https://blog.trendmicro.com/trendlabs-security-intelligence/a-look-into-the-connection-between-xloader-and-fakespy-and-their-possible-ties-with-the-yanbian-gang/
https://blog.trendmicro.com/trendlabs-security-intelligence/a-look-into-the-connection-between-xloader-and-fakespy-and-their-possible-ties-with-the-yanbian-gang/
https://medium.com/csis-techblog/the-roamingmantis-groups-expansion-to-european-apple-accounts-and-android-devices-e6381723c681
https://medium.com/csis-techblog/the-roamingmantis-groups-expansion-to-european-apple-accounts-and-android-devices-e6381723c681

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.faketgram

https://blog.talosintelligence.com/2018/11/persian-stalker.html

FileCoder

The tag is: misp-galaxy:malpedia="FileCoder"
FileCoder is also known as:

Table 841. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.filecoder

https://www.welivesecurity.com/2019/07/29/android-ransomware-back/

FinFisher (Android)

The tag is: misp-galaxy:malpedia="FinFisher (Android)"
FinFisher (Android) is also known as:

Table 842. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.finfisher

https://raw.githubusercontent.com/DefensiveLabAgency/FinSpy-for-
Android/master/20200806_finspy_android_analysis_public_release.pdf

https://securelist.com/new-finspy-ios-and-android-implants-revealed-itw/91685/
https://github.com/linuzifer/FinSpy-Dokumentation

https://www.amnesty.org/en/latest/research/2020/09/german-made-finspy-spyware-found-in-egypt-
and-mac-and-linux-versions-revealed/

https://netzpolitik.org/2020/our-criminal-complaint-german-state-malware-company-finfisher-
raided/

FlexiSpy (Android)

The tag is: misp-galaxy:malpedia="FlexiSpy (Android)"
FlexiSpy (Android) is also known as:

Table 843. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.flexispy
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.faketgram
https://blog.talosintelligence.com/2018/11/persian-stalker.html
https://malpedia.caad.fkie.fraunhofer.de/details/apk.filecoder
https://www.welivesecurity.com/2019/07/29/android-ransomware-back/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.finfisher
https://raw.githubusercontent.com/DefensiveLabAgency/FinSpy-for-Android/master/20200806_finspy_android_analysis_public_release.pdf
https://raw.githubusercontent.com/DefensiveLabAgency/FinSpy-for-Android/master/20200806_finspy_android_analysis_public_release.pdf
https://securelist.com/new-finspy-ios-and-android-implants-revealed-itw/91685/
https://github.com/linuzifer/FinSpy-Dokumentation
https://www.amnesty.org/en/latest/research/2020/09/german-made-finspy-spyware-found-in-egypt-and-mac-and-linux-versions-revealed/
https://www.amnesty.org/en/latest/research/2020/09/german-made-finspy-spyware-found-in-egypt-and-mac-and-linux-versions-revealed/
https://netzpolitik.org/2020/our-criminal-complaint-german-state-malware-company-finfisher-raided/
https://netzpolitik.org/2020/our-criminal-complaint-german-state-malware-company-finfisher-raided/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.flexispy

https://www.randhome.io/blog/2017/04/23/lets-talk-about-flexispy/

FlexNet

The tag is: misp-galaxy:malpedia="FlexNet"
FlexNet is also known as:

* gugi
Table 844. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.flexnet
https://securelist.com/mobile-malware-evolution-2019/96280/

https://twitter.com/LukasStefanko/status/886849558143279104

FluBot

PRODAFT describes FluBot as a banking malware, targeting Spain and potentially German-, Polish-,
and English-speaking users. It uses a DGA for it’s C&C.

The tag is: misp-galaxy:malpedia="FluBot"
FluBot is also known as:

Table 845. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.flubot

https://medium.com/walmartglobaltech/a-look-at-an-android-bot-from-unpacking-to-dga-
€331554f9fb9

https://raw.githubusercontent.com/prodaft/malware-ioc/master/FluBot/FluBot.pdf

FunkyBot

The tag is: misp-galaxy:malpedia="FunkyBot"

FunkyBot is also known as:

Table 846. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.funkybot

https://www.fortinet.com/blog/threat-research/funkybot-malware-targets-japan.html

https://securelist.com/roaming-mantis-part-v/96250/
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https://www.randhome.io/blog/2017/04/23/lets-talk-about-flexispy/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.flexnet
https://securelist.com/mobile-malware-evolution-2019/96280/
https://twitter.com/LukasStefanko/status/886849558143279104
https://malpedia.caad.fkie.fraunhofer.de/details/apk.flubot
https://medium.com/walmartglobaltech/a-look-at-an-android-bot-from-unpacking-to-dga-e331554f9fb9
https://medium.com/walmartglobaltech/a-look-at-an-android-bot-from-unpacking-to-dga-e331554f9fb9
https://raw.githubusercontent.com/prodaft/malware-ioc/master/FluBot/FluBot.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/apk.funkybot
https://www.fortinet.com/blog/threat-research/funkybot-malware-targets-japan.html
https://securelist.com/roaming-mantis-part-v/96250/

https://medium.com/csis-techblog/the-roamingmantis-groups-expansion-to-european-apple-
accounts-and-android-devices-e6381723¢681

FurBall

According to Check Point, they uncovered an operation dubbed "Domestic Kitten", which uses
malicious Android applications to steal sensitive personal information from its victims:
screenshots, messages, call logs, surrounding voice recordings, and more. This operation managed
to remain under the radar for a long time, as the associated files were not attributed to a known
malware family and were only detected by a handful of security vendors.

The tag is: misp-galaxy:malpedia="FurBall"
FurBall is also known as:

Table 847. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.furball

https://www.trendmicro.com/en_us/research/19/f/mobile-cyberespionage-campaign-bouncing-golf-
affects-middle-east.html

https://ti.qianxin.com/blog/articles/surprised-by-cyrus-the-great-disclosure-against-Iran-cyrus-
attack/

https://www.virusbulletin.com/conference/vb2019/abstracts/domestic-kitten-iranian-surveillance-
program

https://documents.trendmicro.com/assets/appendix-mobile-cyberespionage-campaign-bouncing-
golf-affects-middle-east.pdf

https://www.bleepingcomputer.com/news/security/domestic-Kitten-apt-operates-in-silence-since-
2016/

https://research.checkpoint.com/2021/domestic-Kitten-an-inside-look-at-the-iranian-surveillance-
operations/

Geost
The tag is: misp-galaxy:malpedia="Geost"
Geost is also known as:

Table 848. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.geost

https://www.gosecure.net/blog/2020/12/02/deep-dive-into-an-obfuscation-as-a-service-for-android-
malware/
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https://medium.com/csis-techblog/the-roamingmantis-groups-expansion-to-european-apple-accounts-and-android-devices-e6381723c681
https://medium.com/csis-techblog/the-roamingmantis-groups-expansion-to-european-apple-accounts-and-android-devices-e6381723c681
https://malpedia.caad.fkie.fraunhofer.de/details/apk.furball
https://www.trendmicro.com/en_us/research/19/f/mobile-cyberespionage-campaign-bouncing-golf-affects-middle-east.html
https://www.trendmicro.com/en_us/research/19/f/mobile-cyberespionage-campaign-bouncing-golf-affects-middle-east.html
https://ti.qianxin.com/blog/articles/surprised-by-cyrus-the-great-disclosure-against-Iran-cyrus-attack/
https://ti.qianxin.com/blog/articles/surprised-by-cyrus-the-great-disclosure-against-Iran-cyrus-attack/
https://www.virusbulletin.com/conference/vb2019/abstracts/domestic-kitten-iranian-surveillance-program
https://www.virusbulletin.com/conference/vb2019/abstracts/domestic-kitten-iranian-surveillance-program
https://documents.trendmicro.com/assets/appendix-mobile-cyberespionage-campaign-bouncing-golf-affects-middle-east.pdf
https://documents.trendmicro.com/assets/appendix-mobile-cyberespionage-campaign-bouncing-golf-affects-middle-east.pdf
https://www.bleepingcomputer.com/news/security/domestic-kitten-apt-operates-in-silence-since-2016/
https://www.bleepingcomputer.com/news/security/domestic-kitten-apt-operates-in-silence-since-2016/
https://research.checkpoint.com/2021/domestic-kitten-an-inside-look-at-the-iranian-surveillance-operations/
https://research.checkpoint.com/2021/domestic-kitten-an-inside-look-at-the-iranian-surveillance-operations/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.geost
https://www.gosecure.net/blog/2020/12/02/deep-dive-into-an-obfuscation-as-a-service-for-android-malware/
https://www.gosecure.net/blog/2020/12/02/deep-dive-into-an-obfuscation-as-a-service-for-android-malware/

https://www.virusbulletin.com/virusbulletin/2019/10/vb2019-paper-geost-botnet-story-discovery-
new-android-banking-trojan-opsec-error/

Ghimob

The tag is: misp-galaxy:malpedia="Ghimob"
Ghimob is also known as:

Table 849. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.ghimob

https://securelist.com/ghimob-tetrade-threat-mobile-devices/99228/

GhostCtrl

The tag is: misp-galaxy:malpedia="GhostCtrl"
GhostCtrl is also known as:

Table 850. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.ghostctrl

https://blog.trendmicro.com/trendlabs-security-intelligence/android-backdoor-ghostctrl-can-
silently-record-your-audio-video-and-more/

Ginp

Ginp is a mobile banking software targeting Android devices that was discovered by Kaspersky. The
malware is able to steal both user credentials and credit cards numbers by implementing overlay
attacks. For this, overlay targets are for example the default SMS application. What makes Ginp a
remarkable family is how its operators managed to have it remain undetected over time even and
it receiving version upgrades over many years. According to ThreatFabric, Ginp has the following
features:

Overlaying: Dynamic (local overlays obtained from the C2) SMS harvesting: SMS listing SMS
harvesting: SMS forwarding Contact list collection Application listing Overlaying: Targets list
update SMS: Sending Calls: Call forwarding C2 Resilience: Auxiliary C2 list Self-protection: Hiding
the App icon Self-protection: Preventing removal Self-protection: Emulation-detection.

The tag is: misp-galaxy:malpedia="Ginp"
Ginp is also known as:

Table 851. Table References
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https://www.virusbulletin.com/virusbulletin/2019/10/vb2019-paper-geost-botnet-story-discovery-new-android-banking-trojan-opsec-error/
https://www.virusbulletin.com/virusbulletin/2019/10/vb2019-paper-geost-botnet-story-discovery-new-android-banking-trojan-opsec-error/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.ghimob
https://securelist.com/ghimob-tetrade-threat-mobile-devices/99228/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.ghostctrl
https://blog.trendmicro.com/trendlabs-security-intelligence/android-backdoor-ghostctrl-can-silently-record-your-audio-video-and-more/
https://blog.trendmicro.com/trendlabs-security-intelligence/android-backdoor-ghostctrl-can-silently-record-your-audio-video-and-more/

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.ginp
https://www.threatfabric.com/blogs/ginp_a_malware_patchwork_borrowing_from_anubis.html
https://www.kaspersky.com/blog/ginp-trojan-coronavirus-finder/34338/
https://www.youtube.com/watch?v=WeL_xSryj8E
https://securityintelligence.com/posts/ginp-malware-operations-rising-expansions-turkey/
https://twitter.com/ESETresearch/status/1269945115738542080

https://www.threatfabric.com/blogs/2020_year_of_the_rat.html

GlanceLove
The tag is: misp-galaxy:malpedia="GlanceLove"
GlanceLove is also known as:

Table 852. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.glancelove

https://www.haaretz.com/israel-news/hamas-cyber-ops-spied-on-israeli-soldiers-using-fake-world-
cup-app-1.6241773

https://securelist.com/breaking-the-weakest-link-of-the-strongest-chain/77562/

https://www.idf.il/en/minisites/hamas/hamas-uses-fake-facebook-profiles-to-target-israeli-soldiers/

https://www.clearskysec.com/glancelove/

GoldenEagle
The tag is: misp-galaxy:malpedia="GoldenEagle"
GoldenEagle is also known as:

Table 853. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.goldeneagle

https://www.lookout.com/documents/threat-reports/us/lookout-uyghur-malware-tr-us.pdf

GoldenRAT

The tag is: misp-galaxy:malpedia="GoldenRAT"

GoldenRAT is also known as:
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.ginp
https://www.threatfabric.com/blogs/ginp_a_malware_patchwork_borrowing_from_anubis.html
https://www.kaspersky.com/blog/ginp-trojan-coronavirus-finder/34338/
https://www.youtube.com/watch?v=WeL_xSryj8E
https://securityintelligence.com/posts/ginp-malware-operations-rising-expansions-turkey/
https://twitter.com/ESETresearch/status/1269945115738542080
https://www.threatfabric.com/blogs/2020_year_of_the_rat.html
https://malpedia.caad.fkie.fraunhofer.de/details/apk.glancelove
https://www.haaretz.com/israel-news/hamas-cyber-ops-spied-on-israeli-soldiers-using-fake-world-cup-app-1.6241773
https://www.haaretz.com/israel-news/hamas-cyber-ops-spied-on-israeli-soldiers-using-fake-world-cup-app-1.6241773
https://securelist.com/breaking-the-weakest-link-of-the-strongest-chain/77562/
https://www.idf.il/en/minisites/hamas/hamas-uses-fake-facebook-profiles-to-target-israeli-soldiers/
https://www.clearskysec.com/glancelove/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.goldeneagle
https://www.lookout.com/documents/threat-reports/us/lookout-uyghur-malware-tr-us.pdf

Table 854. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.goldenrat

https://ti.360.net/blog/articles/apt-c-27-(goldmouse):-suspected-target-attack-against-the-middle-
east-with-winrar-exploit-en/

GPlayed

Cisco Talos identifies GPlayed as a malware written in .NET using the Xamarin environment for
mobile applications. It is considered powerful because of its capability to adapt after its
deployment. In order to achieve this adaptability, the operator has the capability to remotely load
plugins, inject scripts and even compile new .NET code that can be executed.

The tag is: misp-galaxy:malpedia="GPlayed"
GPlayed is also known as:

Table 855. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.gplayed
https://blog.talosintelligence.com/2018/10/gplayedtrojan.html
https://blog.talosintelligence.com/2018/10/gplayerbanker.html

Gustuff

Group-IB describes Gustuff as a mobile Android Trojan, which includes potential targets of
customers in leading international banks, users of cryptocurrency services, popular ecommerce
websites and marketplaces. Gustuff has previously never been reported. Gustuff is a new
generation of malware complete with fully automated features designed to steal both fiat and
crypto currency from user accounts en masse. The Trojan uses the Accessibility Service, intended to
assist people with disabilities. The analysis of Gustuff sample revealed that the Trojan is equipped
with web fakes designed to potentially target users of Android apps of top international banks
including Bank of America, Bank of Scotland, J.P.Morgan, Wells Fargo, Capital One, TD Bank, PNC
Bank, and crypto services such as Bitcoin Wallet, BitPay, Cryptopay, Coinbase etc. Group-IB
specialists discovered that Gustuff could potentially target users of more than 100 banking apps,
including 27 in the US, 16 in Poland, 10 in Australia, 9 in Germany, and 8 in India and users of 32
cryptocurrency apps.

The tag is: misp-galaxy:malpedia="Gustuff"
Gustuff is also known as:

Table 856. Table References

Links
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.goldenrat
https://ti.360.net/blog/articles/apt-c-27-(goldmouse):-suspected-target-attack-against-the-middle-east-with-winrar-exploit-en/
https://ti.360.net/blog/articles/apt-c-27-(goldmouse):-suspected-target-attack-against-the-middle-east-with-winrar-exploit-en/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.gplayed
https://blog.talosintelligence.com/2018/10/gplayedtrojan.html
https://blog.talosintelligence.com/2018/10/gplayerbanker.html

https://malpedia.caad.fkie.fraunhofer.de/details/apk.gustuff
https://blog.talosintelligence.com/2019/10/gustuffv2.html
https://blog.talosintelligence.com/2019/04/gustuff-targets-australia.html

https://gallery.mailchimp.com/c35aef82661dad887h8162a4f/files/e24e8206-a157-4796-a8cb-
2b7262cc76e8/CSIS_Threat_Matrix_H1_2019.pdf

https://www.group-ib.com/media/gustuff/

https://www.threatfabric.com/blogs/2020_year_of_the_rat.html

HARDRAIN (Android)

The tag is: misp-galaxy:malpedia="HARDRAIN (Android)"
HARDRAIN (Android) is also known as:

Table 857. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.hardrain

https://securingtomorrow.mcafee.com/mcafee-labs/android-malware-appears-linked-to-lazarus-
cybercrime-group/#sf174581990

https://www.us-cert.gov/sites/default/files/publications/MAR-10135536-F.pdf

https://unit42.paloaltonetworks.com/unit42-operation-blockbuster-goes-mobile/

HawkShaw

The tag is: misp-galaxy:malpedia="HawkShaw"
HawkShaw is also known as:

Table 858. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.-hawkshaw

https://research.checkpoint.com/2021/going-rogue-a-mastermind-behind-android-malware-
returns-with-a-new-rat/

HenBox
The tag is: misp-galaxy:malpedia="HenBox"
HenBox is also known as:

Table 859. Table References

Links
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.gustuff
https://blog.talosintelligence.com/2019/10/gustuffv2.html
https://blog.talosintelligence.com/2019/04/gustuff-targets-australia.html
https://gallery.mailchimp.com/c35aef82661dad887b8162a4f/files/e24e8206-a157-4796-a8cb-2b7262cc76e8/CSIS_Threat_Matrix_H1_2019.pdf
https://gallery.mailchimp.com/c35aef82661dad887b8162a4f/files/e24e8206-a157-4796-a8cb-2b7262cc76e8/CSIS_Threat_Matrix_H1_2019.pdf
https://www.group-ib.com/media/gustuff/
https://www.threatfabric.com/blogs/2020_year_of_the_rat.html
https://malpedia.caad.fkie.fraunhofer.de/details/apk.hardrain
https://securingtomorrow.mcafee.com/mcafee-labs/android-malware-appears-linked-to-lazarus-cybercrime-group/#sf174581990
https://securingtomorrow.mcafee.com/mcafee-labs/android-malware-appears-linked-to-lazarus-cybercrime-group/#sf174581990
https://www.us-cert.gov/sites/default/files/publications/MAR-10135536-F.pdf
https://unit42.paloaltonetworks.com/unit42-operation-blockbuster-goes-mobile/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.hawkshaw
https://research.checkpoint.com/2021/going-rogue-a-mastermind-behind-android-malware-returns-with-a-new-rat/
https://research.checkpoint.com/2021/going-rogue-a-mastermind-behind-android-malware-returns-with-a-new-rat/

https://malpedia.caad.fkie.fraunhofer.de/details/apk.henbox
https://unit42.paloaltonetworks.com/pkplug_chinese_cyber_espionage_group_attacking_asia/

https://www.virusbulletin.com/virusbulletin/2020/03/vb2019-paper-pulling-pkplug-adversary-
playbook-long-standing-espionage-activity-chinese-nation-state-adversary/

https://unit42.paloaltonetworks.com/unit42-henbox-chickens-come-home-roost/

HeroRAT

The tag is: misp-galaxy:malpedia="HeroRAT"
HeroRAT is also known as:

Table 860. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.hero_rat

https://www.welivesecurity.com/2018/06/18/new-telegram-abusing-android-rat/

HiddenAd

The tag is: misp-galaxy:malpedia="HiddenAd"
HiddenAd is also known as:

Table 861. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.hiddenad

https://1abs.bitdefender.com/2020/03/infected-zoom-apps-for-android-target-work-from-home-
users

https://twitter.com/LukasStefanko/status/1136568939239137280
https://www.welivesecurity.com/wp-content/uploads/2020/07/ESET_Threat_Report_Q22020.pdf

https://securelist.com/mobile-malware-evolution-2019/96280/

Hydra
The tag is: misp-galaxy:malpedia="Hydra"
Hydra is also known as:

Table 862. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.hydra
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.henbox
https://unit42.paloaltonetworks.com/pkplug_chinese_cyber_espionage_group_attacking_asia/
https://www.virusbulletin.com/virusbulletin/2020/03/vb2019-paper-pulling-pkplug-adversary-playbook-long-standing-espionage-activity-chinese-nation-state-adversary/
https://www.virusbulletin.com/virusbulletin/2020/03/vb2019-paper-pulling-pkplug-adversary-playbook-long-standing-espionage-activity-chinese-nation-state-adversary/
https://unit42.paloaltonetworks.com/unit42-henbox-chickens-come-home-roost/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.hero_rat
https://www.welivesecurity.com/2018/06/18/new-telegram-abusing-android-rat/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.hiddenad
https://labs.bitdefender.com/2020/03/infected-zoom-apps-for-android-target-work-from-home-users
https://labs.bitdefender.com/2020/03/infected-zoom-apps-for-android-target-work-from-home-users
https://twitter.com/LukasStefanko/status/1136568939239137280
https://www.welivesecurity.com/wp-content/uploads/2020/07/ESET_Threat_Report_Q22020.pdf
https://securelist.com/mobile-malware-evolution-2019/96280/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.hydra

https://pentest.blog/android-malware-analysis-dissecting-hydra-dropper/

https://www.threatfabric.com/blogs/2020_year_of_the_rat.html

IPStorm (Android)

Android variant of IPStorm (InterPlanetary Storm).
The tag is: misp-galaxy:malpedia="IPStorm (Android)"
[PStorm (Android) is also known as:

* InterPlanetary Storm

Table 863. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.ipstorm

https://www.bitdefender.com/files/News/CaseStudies/study/376/Bitdefender-Whitepaper-
IPStorm.pdf

https://blog.barracuda.com/2020/10/01/threat-spotlight-new-interplanetary-storm-variant-iot/

IRRat

The tag is: misp-galaxy:malpedia="IRRat"
IRRat is also known as:

Table 864. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.irrat

https://researchcenter.paloaltonetworks.com/2018/03/unit42-telerat-another-android-trojan-
leveraging-telegrams-bot-api-to-target-iranian-users/

JadeRAT

The tag is: misp-galaxy:malpedia="JadeRAT"
JadeRAT is also known as:

Table 865. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.jaderat

https://blog.lookout.com/mobile-threat-jaderat
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https://pentest.blog/android-malware-analysis-dissecting-hydra-dropper/
https://www.threatfabric.com/blogs/2020_year_of_the_rat.html
https://malpedia.caad.fkie.fraunhofer.de/details/apk.ipstorm
https://www.bitdefender.com/files/News/CaseStudies/study/376/Bitdefender-Whitepaper-IPStorm.pdf
https://www.bitdefender.com/files/News/CaseStudies/study/376/Bitdefender-Whitepaper-IPStorm.pdf
https://blog.barracuda.com/2020/10/01/threat-spotlight-new-interplanetary-storm-variant-iot/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.irrat
https://researchcenter.paloaltonetworks.com/2018/03/unit42-telerat-another-android-trojan-leveraging-telegrams-bot-api-to-target-iranian-users/
https://researchcenter.paloaltonetworks.com/2018/03/unit42-telerat-another-android-trojan-leveraging-telegrams-bot-api-to-target-iranian-users/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.jaderat
https://blog.lookout.com/mobile-threat-jaderat

Joker

The tag is: misp-galaxy:malpedia="Joker"
Joker is also known as:

Table 866. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.joker
https://security.googleblog.com/2020/01/pha-family-highlights-bread-and-friends.html

https://medium.com/csis-techblog/analysis-of-joker-a-spy-premium-subscription-bot-on-googleplay-
9ad24f044451

https://research.checkpoint.com/2020/new-joker-variant-hits-google-play-with-an-old-trick/
https://labs.bitdefender.com/2020/03/android-apps-and-malware-capitalize-on-coronavirus

https://www.trendmicro.com/en_us/research/20/k/an-old-jokers-new-tricks—using-github-to-hide-
its-payload.html

KevDroid

The tag is: misp-galaxy:malpedia="KevDroid"
KevDroid is also known as:

Table 867. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.kevdroid
https://www.pwc.co.uk/cyber-security/assets/cyber-threats-2019-retrospect.pdf

https://researchcenter.paloaltonetworks.com/2018/04/unit42-reaper-groups-updated-mobile-
arsenal/

https://blog.talosintelligence.com/2018/04/fake-av-investigation-unearths-kevdroid.html

Koler
The tag is: misp-galaxy:malpedia="Koler"
Koler is also known as:

Table 868. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.koler
https://twitter.com/LukasStefanko/status/928262059875213312
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.joker
https://security.googleblog.com/2020/01/pha-family-highlights-bread-and-friends.html
https://medium.com/csis-techblog/analysis-of-joker-a-spy-premium-subscription-bot-on-googleplay-9ad24f044451
https://medium.com/csis-techblog/analysis-of-joker-a-spy-premium-subscription-bot-on-googleplay-9ad24f044451
https://research.checkpoint.com/2020/new-joker-variant-hits-google-play-with-an-old-trick/
https://labs.bitdefender.com/2020/03/android-apps-and-malware-capitalize-on-coronavirus
https://www.trendmicro.com/en_us/research/20/k/an-old-jokers-new-tricks—​using-github-to-hide-its-payload.html
https://www.trendmicro.com/en_us/research/20/k/an-old-jokers-new-tricks—​using-github-to-hide-its-payload.html
https://malpedia.caad.fkie.fraunhofer.de/details/apk.kevdroid
https://www.pwc.co.uk/cyber-security/assets/cyber-threats-2019-retrospect.pdf
https://researchcenter.paloaltonetworks.com/2018/04/unit42-reaper-groups-updated-mobile-arsenal/
https://researchcenter.paloaltonetworks.com/2018/04/unit42-reaper-groups-updated-mobile-arsenal/
https://blog.talosintelligence.com/2018/04/fake-av-investigation-unearths-kevdroid.html
https://malpedia.caad.fkie.fraunhofer.de/details/apk.koler
https://twitter.com/LukasStefanko/status/928262059875213312

KSREMOTE

The tag is: misp-galaxy:malpedia="KSREMOTE"
KSREMOTE is also known as:

Table 869. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.ksremote

https://blog.malwarebytes.com/threat-analysis/2020/07/chinese-apt-group-targets-india-and-hong-
kong-using-new-variant-of-mgbot-malware/

Loki

The tag is: misp-galaxy:malpedia="Loki"
Loki is also known as:

Table 870. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.loki

http://blog.checkpoint.com/2017/03/10/preinstalled-malware-targeting-mobile-users/

LokiBot

Android banker Trojan with the standard banking capabilities such as overlays, SMS stealing. It
also features ransomware functionality. Note, the network traffic is obfuscated the same way as in
Android Bankbot.

The tag is: misp-galaxy:malpedia="LokiBot"
LokiBot is also known as:

Table 871. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.lokibot

https://news.sophos.com/en-us/2020/07/14/raticate-rats-as-service-with-commercial-
crypter/?cmp=30728

https://www.threatfabric.com/blogs/lokibot_the_first_hybrid_android_malware.html

LuckyCat

The tag is: misp-galaxy:malpedia="LuckyCat"
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.ksremote
https://blog.malwarebytes.com/threat-analysis/2020/07/chinese-apt-group-targets-india-and-hong-kong-using-new-variant-of-mgbot-malware/
https://blog.malwarebytes.com/threat-analysis/2020/07/chinese-apt-group-targets-india-and-hong-kong-using-new-variant-of-mgbot-malware/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.loki
http://blog.checkpoint.com/2017/03/10/preinstalled-malware-targeting-mobile-users/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.lokibot
https://news.sophos.com/en-us/2020/07/14/raticate-rats-as-service-with-commercial-crypter/?cmp=30728
https://news.sophos.com/en-us/2020/07/14/raticate-rats-as-service-with-commercial-crypter/?cmp=30728
https://www.threatfabric.com/blogs/lokibot_the_first_hybrid_android_malware.html

LuckyCat is also known as:

Table 872. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.luckycat

https://blog.talosintelligence.com/2019/02/exilerat-shares-c2-with-luckycat.html

Mandrake

The tag is: misp-galaxy:malpedia="Mandrake"
Mandrake is also known as:

Table 873. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.mandrake

https://www.bitdefender.com/files/News/CaseStudies/study/329/Bitdefender-PR-Whitepaper-
Mandrake-creat4464-en-EN-interactive.pdf

Marcher
The tag is: misp-galaxy:malpedia="Marcher"
Marcher is also known as:

* ExoBot

Table 874. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.marcher
https://www.zscaler.de/blogs/research/android-marcher-continuously-evolving-mobile-malware
https://securelist.com/mobile-malware-evolution-2019/96280/

https://www.clientsidedetection.com/exobot_v2_update
_Staying_ahead_of the_competition.html[https://www.clientsidedetection.com/
exobot_v2_update_staying_ahead_of_the_competition.html]

MazarBot
The tag is: misp-galaxy:malpedia="MazarBot"
MazarBot is also known as:

Table 875. Table References
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.luckycat
https://blog.talosintelligence.com/2019/02/exilerat-shares-c2-with-luckycat.html
https://malpedia.caad.fkie.fraunhofer.de/details/apk.mandrake
https://www.bitdefender.com/files/News/CaseStudies/study/329/Bitdefender-PR-Whitepaper-Mandrake-creat4464-en-EN-interactive.pdf
https://www.bitdefender.com/files/News/CaseStudies/study/329/Bitdefender-PR-Whitepaper-Mandrake-creat4464-en-EN-interactive.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/apk.marcher
https://www.zscaler.de/blogs/research/android-marcher-continuously-evolving-mobile-malware
https://securelist.com/mobile-malware-evolution-2019/96280/
https://www.clientsidedetection.com/exobot_v2_update
https://www.clientsidedetection.com/exobot_v2_update
https://www.clientsidedetection.com/exobot_v2_update

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.mazarbot
https://bOn1.blogspot.de/2017/08/phishing-attack-at-raiffeisen-bank-by.html

https://heimdalsecurity.com/blog/security-alert-mazar-bot-active-attacks-android-malware/

Medusa (Android)

According to ThreatFabric, this is an Android banking trojan under active development as of July
2020. It is using TCP for C&C communication and targets Turkish banks.

The tag is: misp-galaxy:malpedia="Medusa (Android)"
Medusa (Android) is also known as:
* Gorgona

Table 876. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.medusa
https://twitter.com/ThreatFabric/status/1285144962695340032

Meterpreter (Android)
The tag is: misp-galaxy:malpedia="Meterpreter (Android)"
Meterpreter (Android) is also known as:

Table 877. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.meterpreter

https://medium.com/@cryptax/locating-the-trojan-inside-an-infected-covid-19-contact-tracing-app-
21e23f90fbfe

https://medium.com/@cryptax/into-android-meterpreter-and-how-the-malware-launches-it-part-2-
efSaad2ebf12

https://www.trendmicro.com/en_us/research/20/l/sidewinder-leverages-south-asian-territorial-
issues-for-spear-ph.html

Monokle

Monokle is a sophisticated mobile surveillanceware that possesses remote access trojan (RAT)
functionality, advanced data exfiltration techniques as well as the ability to install an attacker-
specified certificate to the trusted certificates on an infected device that would allow for man-in-
the-middle (MITM) attacks. According to Lookout researchers, It is believed to be developed by
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Special Technology Center (STC), which is a Russian defense contractor sanctioned by the U.S.
Government in connection to alleged interference in the 2016 US presidential elections.

The tag is: misp-galaxy:malpedia="Monokle"
Monokle is also known as:

Table 878. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.monokle

https://www.lookout.com/documents/threat-reports/lookout-discovers-monokle-threat-report.pdf

MoqgHao
The tag is: misp-galaxy:malpedia="MoqHao"
MoqgHao is also known as:

» Shaoye
* XLoader

Table 879. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.moghao
https://securelist.com/roaming-mantis-part-v/96250/
https://jsac.jpcert.or.jp/archive/2020/pdf/JSAC2020_4_ogawa-niseki_en.pdf
https://hitcon.org/2019/CMT/slide-files/d2_s1_r1.pdf

https://medium.com/csis-techblog/the-roamingmantis-groups-expansion-to-european-apple-
accounts-and-android-devices-e6381723c681

Mudwater
The tag is: misp-galaxy:malpedia="Mudwater"
Mudwater is also known as:

Table 880. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.mudwater

https://documents.trendmicro.com/assets/white_papers/wp_new_muddywater_findings_uncovered
pdf
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MysteryBot

MysteryBot is an Android banking Trojan with overlay capabilities with support for Android 7/8
but also provides other features such as key logging and ransomware functionality.

The tag is: misp-galaxy:malpedia="MysteryBot"
MysteryBot is also known as:

Table 881. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.mysterybot

https://www.threatfabric.com/blogs/
mysterybota_new_android_banking_trojan_ready_for_android_7_and_8.html[https://www.threatfabr
ic.com/blogs/mysterybota_new_android_banking_trojan_ready_for_android_7_and_8.html]

OmniRAT

The tag is: misp-galaxy:malpedia="OmniRAT"
OmniRAT is also known as:

Table 882. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.omnirat
https://github.com/threatland/TL-TROJAN/tree/master/TL.RAT/RAT.Android.OmniRAT

https://securityintelligence.com/news/omnirat-takes-over-android-devices-through-social-
engineering-tricks/

https://blog.avast.com/2015/11/05/droidjack-isnt-the-only-spying-software-out-there-avast-
discovers-that-omnirat-is-currently-being-used-and-spread-by-criminals-to-gain-full-remote-co

Oscorp
The tag is: misp-galaxy:malpedia="Oscorp"
Oscorp is also known as:

Table 883. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.oscorp

https://cert-agid.gov.it/news/individuato-sito-che-veicola-in-italia-un-apk-malevolo/
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PackChat

The tag is: misp-galaxy:malpedia="PackChat"
PackChat is also known as:

Table 884. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.packchat

https://news.sophos.com/en-us/2021/01/12/new-android-spyware-targets-users-in-pakistan/

PhantomLance

The tag is: misp-galaxy:malpedia="PhantomLance"
PhantomLance is also known as:
* PWNDROID1

Table 885. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.phantomlance

https://threatvector.cylance.com/en_us/home/mobile-malware-and-apt-espionage-prolific-
pervasive-and-cross-platform.html

https://securelist.com/apt-trends-report-q2-2020/97937/
https://drive.google.com/file/d/1m0Qg8el1Len1My6ssDy6F00Q7]dk]JUkuu/view

https://www.blackberry.com/us/en/pdfviewer?file=/content/dam/blackberry-
com/asset/enterprise/pdf/direct/mobile-malware-report.pdf

https://securelist.com/apt-phantomlance/96772/

Podec

The tag is: misp-galaxy:malpedia="Podec"
Podec is also known as:

Table 886. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.podec

https://securelist.com/jack-of-all-trades/83470/
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X-Agent (Android)

The tag is: misp-galaxy:malpedia="X-Agent (Android)"
X-Agent (Android) is also known as:
* Popr-d30

Table 887. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.popr-d30
http://blog.crysys.hu/2017/01/technical-details-on-the-fancy-bear-android-malware-poprd30-apk/
http://blog.crysys.hu/2017/03/update-on-the-fancy-bear-android-malware-poprd30-apk/

Fake Pornhub

The tag is: misp-galaxy:malpedia="Fake Pornhub"
Fake Pornhub is also known as:

Table 888. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.pornhub

Premier RAT

The tag is: misp-galaxy:malpedia="Premier RAT"
Premier RAT is also known as:

Table 889. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.premier_rat
https://twitter.com/LukasStefanko/status/1084774825619537925

Rana
The tag is: misp-galaxy:malpedia="Rana"
Rana is also known as:

Table 890. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.rana
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https://blog.reversinglabs.com/blog/rana-android-malware

Raxir
The tag is: misp-galaxy:malpedia="Raxir"
Raxir is also known as:

Table 891. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.raxir
https://twitter.com/PhysicalDrive0/statuses/798825019316916224

RedAlert2

RedAlert 2 is an new Android malware used by an attacker to gain access to login credentials of
various e-banking apps. The malware works by overlaying a login screen with a fake display that
sends the credentials to a C2 server. The malware also has the ability to block incoming calls from
banks, to prevent the victim of being notified. As a distribution vector RedAlert 2 uses third-party
app stores and imitates real Android apps like Viber, Whatsapp or fake Adobe Flash Player updates.

The tag is: misp-galaxy:malpedia="RedAlert2"
RedAlert2 is also known as:

Table 892. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.redalert2

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/red-alert-2-0-
android-trojan-spreads-via-third-party-app-stores

https://www.threatfabric.com/blogs/new_android_trojan_targeting_over_60_banks_and_social_app
s.html

Retefe (Android)

The Android app using for Retefe is a SMS stealer, used to forward mTAN codes to the threat actor.
Further is a bank logo added to the specific Android app to trick users into thinking this is a
legitimate app. Moreover, if the victim is not a real victim, the link to download the APK is not the
malicious APK, but the real 'Signal Private Messenger' tool, hence the victim’s phone doesn’t get
infected.

The tag is: misp-galaxy:malpedia="Retefe (Android)"

Retefe (Android) is also known as:

348


https://blog.reversinglabs.com/blog/rana-android-malware
https://malpedia.caad.fkie.fraunhofer.de/details/apk.raxir
https://twitter.com/PhysicalDrive0/statuses/798825019316916224
https://malpedia.caad.fkie.fraunhofer.de/details/apk.redalert2
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/red-alert-2-0-android-trojan-spreads-via-third-party-app-stores
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/red-alert-2-0-android-trojan-spreads-via-third-party-app-stores
https://www.threatfabric.com/blogs/new_android_trojan_targeting_over_60_banks_and_social_apps.html
https://www.threatfabric.com/blogs/new_android_trojan_targeting_over_60_banks_and_social_apps.html

Table 893. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.retefe
http://blog.angelalonso.es/2015/10/reversing-c2c-http-emmental.html
https://www.govcert.admin.ch/blog/33/the-retefe-saga
http://blog.angelalonso.es/2017/02/hunting-retefe-with-splunk-some24.html
http://maldr0id.blogspot.ch/2014/09/android-malware-based-on-sms-encryption.html
http://blog.angelalonso.es/2015/11/reversing-sms-c-protocol-of-emmental.html

http://blog.dornea.nu/2014/07/07/disect-android-apks-like-a-pro-static-code-analysis/

Riltok

The tag is: misp-galaxy:malpedia="Riltok"
Riltok is also known as:

Table 894. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.riltok

https://securelist.com/mobile-banker-riltok/91374/

Roaming Mantis
The tag is: misp-galaxy:malpedia="Roaming Mantis"
Roaming Mantis is also known as:

Table 895. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.roaming_mantis

https://securelist.com/roaming-mantis-dabbles-in-mining-and-phishing-multilingually/85607/

https://securelist.com/roaming-mantis-uses-dns-hijacking-to-infect-android-smartphones/85178/

Rogue
The tag is: misp-galaxy:malpedia="Rogue"
Rogue is also known as:

Table 896. Table References

Links
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https://malpedia.caad.fkie.fraunhofer.de/details/apk.rogue

https://research.checkpoint.com/2021/going-rogue-a-mastermind-behind-android-malware-
returns-with-a-new-rat/

Rootnik

The tag is: misp-galaxy:malpedia="Rootnik"
Rootnik is also known as:

Table 897. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.rootnik

https://blog.fortinet.com/2017/01/24/deep-analysis-of-android-rootnik-malware-using-advanced-
anti-debug-and-anti-hook-part-i-debugging-in-the-scope-of-native-layer

https://blog.fortinet.com/2017/01/26/deep-analysis-of-android-rootnik-malware-using-advanced-
anti-debug-and-anti-hook-part-ii-analysis-of-the-scope-of-java

Sauron Locker

The tag is: misp-galaxy:malpedia="Sauron Locker"
Sauron Locker is also known as:

Table 898. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.sauron_locker

https://twitter.com/LukasStefanko/status/1117795290155819008

SilkBean

The tag is: misp-galaxy:malpedia="SilkBean"
SilkBean is also known as:

Table 899. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.silkbean

https://www.lookout.com/documents/threat-reports/us/lookout-uyghur-malware-tr-us.pdf
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Skygofree
The tag is: misp-galaxy:malpedia="Skygofree"
Skygofree is also known as:

Table 900. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.skygofree

https://securelist.com/skygofree-following-in-the-footsteps-of-hackingteam/83603/

Slempo
The tag is: misp-galaxy:malpedia="Slempo"
Slempo is also known as:

* SlemBunk

Table 901. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.slempo
https://www.fireeye.com/blog/threat-research/2015/12/slembunk_an_evolvin.html

https://www.pcworld.com/article/3035725/source-code-for-powerful-android-banking-malware-is-
leaked.html

Slocker
The tag is: misp-galaxy:malpedia="Slocker"
Slocker is also known as:

Table 902. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.slocker

https://blog.trendmicro.com/trendlabs-security-intelligence/slocker-mobile-ransomware-starts-
mimicking-wannacry/

https://labs.bitdefender.com/2020/05/android-slocker-variant-uses-coronavirus-scare-to-take-
android-hostage/

SmsAgent

The tag is: misp-galaxy:malpedia="SmsAgent"
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SmsAgent is also known as:

Table 903. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.smsagent
https://blog.alyac.co.kr/2128

https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/moghao-related-android-spyware-
targeting-japan-and-korea-found-on-google-play/

SMSspy

The tag is: misp-galaxy:malpedia="SMSspy"
SMSspy is also known as:

Table 904. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.smsspy

SpyBanker
The tag is: misp-galaxy:malpedia="SpyBanker"
SpyBanker is also known as:

Table 905. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.spybanker
https://news.drweb.com/show/?i=11104&Ing=en

http://www.welivesecurity.com/2017/02/23/released-android-malware-source-code-used-run-
banking-botnet/

SpyC23

The tag is: misp-galaxy:malpedia="SpyC23"
SpyC23 is also known as:

Table 906. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.spyc23

https://www.welivesecurity.com/2020/09/30/aptc23-group-evolves-its-android-spyware/
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https://news.drweb.com/show/?i=11104&lng=en
http://www.welivesecurity.com/2017/02/23/released-android-malware-source-code-used-run-banking-botnet/
http://www.welivesecurity.com/2017/02/23/released-android-malware-source-code-used-run-banking-botnet/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.spyc23
https://www.welivesecurity.com/2020/09/30/aptc23-group-evolves-its-android-spyware/

SpyMax
The tag is: misp-galaxy:malpedia="SpyMax"
SpyMax is also known as:

Table 907. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.spymax
https://www.stratosphereips.org/blog/2020/11/10/android-mischief-rats-dataset
https://twitter.com/malwrhunterteam/status/1250412485808717826

https://www.zscaler.com/blogs/research/android-spyware-targeting-tanzania-premier-league

SpyNote
The tag is: misp-galaxy:malpedia="SpyNote"
SpyNote is also known as:

Table 908. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.spynote

https://docs.google.com/document/d/10YX3uN6KxIX_StzTHOsOyFNNoHDnV8VgmVqU5WoeErc/edit
#heading=h.hcd1wvpsrgfr

https://intel471.com/blog/china-cybercrime-undergrond-deepmix-tea-horse-road-great-firewall/
https://bulldogjob.pl/articles/1200-an-in-depth-analysis-of-spynote-remote-access-trojan

https://www.volexity.com/blog/2020/03/31/storm-cloud-unleashed-tibetan-community-focus-of-
highly-targeted-fake-flash-campaign/

StealthAgent

The tag is: misp-galaxy:malpedia="StealthAgent"
StealthAgent is also known as:

Table 909. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.stealthagent
https://www.amnesty.org/download/Documents/ASA3383662018ENGLISH.PDF
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https://www.amnesty.org/download/Documents/ASA3383662018ENGLISH.PDF

Stealth Mango

The tag is: misp-galaxy:malpedia="Stealth Mango"
Stealth Mango is also known as:

Table 910. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.stealthmango

https://www.lookout.com/info/stealth-mango-report-ty

Svpeng
The tag is: misp-galaxy:malpedia="Svpeng"
Svpeng is also known as:

Table 911. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.svpeng
https://securelist.com/a-new-era-in-mobile-banking-trojans/79198/

https://securelist.com/mobile-malware-evolution-2019/96280/

Switcher
The tag is: misp-galaxy:malpedia="Switcher"
Switcher is also known as:

Table 912. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.switcher

https://securelist.com/blog/mobile/76969/switcher-android-joins-the-attack-the-router-club/

TalentRAT

The tag is: misp-galaxy:malpedia="TalentRAT"
TalentRAT is also known as:
e Assassin RAT

Table 913. Table References

Links
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https://securelist.com/blog/mobile/76969/switcher-android-joins-the-attack-the-router-club/

https://malpedia.caad.fkie.fraunhofer.de/details/apk.talent_rat
https://www.secureworks.com/research/threat-profiles/platinum-terminal

https://twitter.com/LukasStefanko/status/1118066622512738304

TeleRAT

The tag is: misp-galaxy:malpedia="TeleRAT"
TeleRAT is also known as:

Table 914. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.telerat

https://researchcenter.paloaltonetworks.com/2018/03/unit42-telerat-another-android-trojan-
leveraging-telegrams-bot-api-to-target-iranian-users/

TemptingCedar Spyware
The tag is: misp-galaxy:malpedia="TemptingCedar Spyware"

TemptingCedar Spyware is also known as:

Table 915. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.tempting_cedar

https://blog.avast.com/avast-tracks-down-tempting-cedar-spyware

ThiefBot

The tag is: misp-galaxy:malpedia="ThiefBot"
ThiefBot is also known as:

Table 916. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.thiefbot

https://business.xunison.com/thiefbot-a-new-android-banking-trojan-targeting-turkish-banking-
users/

TinyZ

The tag is: misp-galaxy:malpedia="TinyZ"
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TinyZ is also known as:

» Catelites Android Bot

¢ MarsElite Android Bot

Table 917. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.tinyz

http://blog.group-ib.com/cron

Titan
The tag is: misp-galaxy:malpedia="Titan"
Titan is also known as:

Table 918. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.titan
https://blog.lookout.com/titan-mobile-threat

https://www.alienvault.com/blogs/labs-research/delivery-keyboy

Triada
The tag is: misp-galaxy:malpedia="Triada"
Triada is also known as:

Table 919. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.triada
http://contagiominidump.blogspot.de/2016/07/android-triada-modular-trojan.html
https://www.nowsecure.com/blog/2016/11/21/android-malware-analysis-radare-triada-trojan/
https://blog.checkpoint.com/2016/06/17/in-the-wild-mobile-malware-implements-new-features/
https://securelist.com/everyone-sees-not-what-they-want-to-see/74997/
https://securelist.com/mobile-malware-evolution-2019/96280/
https://securelist.com/attack-on-zygote-a-new-twist-in-the-evolution-of-mobile-threats/74032/
https://security.googleblog.com/2019/06/pha-family-highlights-triada.html

https://arstechnica.com/information-technology/2019/06/google-confirms-2017-supply-chain-
attack-that-sneaked-backdoor-on-android-devices/
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Triout

Bitdefender described Triout as a Android spyware, which appears to act as a framework for
building extensive surveillance capabilities into seemingly benign applications. Found bundled
with a repackaged app, the spyware’s surveillance capabilities involve hiding its presence on the
device, recording phone calls, logging incoming text messages, recoding videos, taking pictures and
collecting GPS coordinates, then broadcasting all of that to an attacker-controlled C&C (command
and control) server.

The tag is: misp-galaxy:malpedia="Triout"
Triout is also known as:

Table 920. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.triout

Unidentified APK 001

The tag is: misp-galaxy:malpedia="Unidentified APK 001"
Unidentified APK 001 is also known as:

Table 921. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.unidentified_001

Unidentified APK 002

The tag is: misp-galaxy:malpedia="Unidentified APK 002"
Unidentified APK 002 is also known as:

Table 922. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.unidentified_002

Unidentified APK 004

According to Check Point Research, this is a RAT that is disguised as a set of dating apps like
"GrixyApp", "ZatuApp", "Catch&See", including dedicated websites to conceal their malicious
purpose.

The tag is: misp-galaxy:malpedia="Unidentified APK 004"

Unidentified APK 004 is also known as:
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Table 923. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.unidentified_004

https://research.checkpoint.com/2020/hamas-android-malware-on-idf-soldiers-this-is-how-it-
happened/

Unidentified APK 005

The tag is: misp-galaxy:malpedia="Unidentified APK 005"
Unidentified APK 005 is also known as:

Table 924. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.unidentified_005
https://community.riskiq.com/article/6£60db72
https://twitter.com/voodoodahll/status/1267571622732578816
https://blogs.360.cn/post/APT-C-35_target_at_armed_forces_in_Pakistan.html
https://s.tencent.com/research/report/951.html

https://blog.talosintelligence.com/2020/10/donot-firestarter.html

vamp
Related to the micropsia windows malware and also sometimes named micropsia.
The tag is: misp-galaxy:malpedia="vamp"
vamp is also known as:
* android.micropsia

Table 925. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.vamp

https://unit42.paloaltonetworks.com/unit42-targeted-attacks-middle-east-using-kasperagent-
micropsia/

Viper RAT

The tag is: misp-galaxy:malpedia="Viper RAT"

Viper RAT is also known as:
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Table 926. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.viper_rat
https://securelist.com/blog/incidents/77562/breaking-the-weakest-link-of-the-strongest-chain/

https://blog.lookout.com/blog/2017/02/16/viperrat-mobile-apt/

WireX

The tag is: misp-galaxy:malpedia="WireX"
WireX is also known as:

Table 927. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.wirex
https://krebsonsecurity.com/2017/08/tech-firms-team-up-to-take-down-wirex-android-ddos-botnet/

https://www.flashpoint-intel.com/blog/wirex-botnet-industry-collaboration/

WOoIfRAT

The tag is: misp-galaxy:malpedia="WOolfRAT"
WOoIfRAT is also known as:

Table 928. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.wolf_rat
https://blog.talosintelligence.com/2020/12/2020-year-in-malware.html
https://blog.talosintelligence.com/2020/05/the-wolf-is-back.html

Wroba

According to Avira, this is a banking trojan targeting Japan.
The tag is: misp-galaxy:malpedia="Wroba"
Wroba is also known as:

Table 929. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/apk.wroba
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https://www.avira.com/en/blog/the-android-banking-trojan-wroba-shifts-attack-from-south-korea-
to-target-users-in-japan

Xbot

The tag is: misp-galaxy:malpedia="Xbot"
Xbot is also known as:

Table 930. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.xbot

https://blog.avast.com/2015/02/17/angry-android-hacker-hides-xbot-malware-in-popular-
application-icons/

https://researchcenter.paloaltonetworks.com/2016/02/new-android-trojan-xbot-phishes-credit-
cards-and-bank-accounts-encrypts-devices-for-ransom/

XLoader

The tag is: misp-galaxy:malpedia="XLoader"
XLoader is also known as:

Table 931. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.xloader

https://blog.trendmicro.com/trendlabs-security-intelligence/xloader-android-spyware-and-
banking-trojan-distributed-via-dns-spoofing/

https://securelist.com/roaming-mantis-part-v/96250/

https://blog.trendmicro.com/trendlabs-security-intelligence/a-look-into-the-connection-between-
xloader-and-fakespy-and-their-possible-ties-with-the-yanbian-gang/

XploitSPY

The tag is: misp-galaxy:malpedia="XploitSPY"
XploitSPY is also known as:

Table 932. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.xploitspy
https://twitter.com/malwrhunterteam/status/1249768400806653952
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XRat

The tag is: misp-galaxy:malpedia="XRat"
XRat is also known as:

Table 933. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.xrat

https://blog.lookout.com/xrat-mobile-threat

YellYouth

The tag is: misp-galaxy:malpedia="YellYouth"
YellYouth is also known as:

Table 934. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.yellyouth

https://www.mulliner.org/blog/blosxom.cgi/security/yellyouth_android_malware.html

Zen
The tag is: misp-galaxy:malpedia="Zen"
Zen is also known as:

Table 935. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.zen

https://security.googleblog.com/2019/01/pha-family-highlights-zen-and-its.html

ZooPark

The tag is: misp-galaxy:malpedia="ZooPark"
ZooPark is also known as:

Table 936. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.zoopark

https://securelist.com/whos-who-in-the-z00/85394/
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https://media.kasperskycontenthub.com/wp-
content/uploads/sites/43/2018/05/03114450/ZooPark_for_public_final_edit.pdf

https://www.secureworks.com/research/threat-profiles/cobalt-juno
https://securelist.com/whos-who-in-the-z00/85394

https://securelist.com/apt-trends-report-q2-2019/91897/

Ztorg
The tag is: misp-galaxy:malpedia="Ztorg"
Ztorg is also known as:

* Qysly
Table 937. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/apk.ztorg
http://blog.fortinet.com/2017/03/08/teardown-of-android-ztorg-part-2
https://blog.fortinet.com/2017/03/15/teardown-of-a-recent-variant-of-android-ztorg-part-1

https://securelist.com/ztorg-from-rooting-to-sms/78775/

TwoFace

According to Unit42, TwoFace is a two-staged (loader+payload) webshell, written in C# and meant
to run on webservers with ASP.NET. The author of the initial loader webshell included legitimate
and expected content that will be displayed if a visitor accesses the shell in a browser, likely to
remain undetected. The code in the loader webshell includes obfuscated variable names and the
embedded payload is encoded and encrypted. To interact with the loader webshell, the threat actor
uses HTTP POST requests to the compromised server.

The secondary webshell, which we call the payload, is embedded within the loader in encrypted
form and contains additional functionality that we will discuss in further detail. When the threat
actor wants to interact with the remote server, they provide data that the loader will use to modify
a decryption key embedded within the loader that will be in turn used to decrypt the embedded
TwoFace payload. Commands supported by the payload are execution of programs, up-, download
and deletion of files and capability to manipulate MAC timestamps.

The tag is: misp-galaxy:malpedia="TwoFace"
TwoFace is also known as:

» HighShell
* HyperShell

e Minion
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https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/05/03114450/ZooPark_for_public_final_edit.pdf
https://www.secureworks.com/research/threat-profiles/cobalt-juno
https://securelist.com/whos-who-in-the-zoo/85394
https://securelist.com/apt-trends-report-q2-2019/91897/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.ztorg
http://blog.fortinet.com/2017/03/08/teardown-of-android-ztorg-part-2
https://blog.fortinet.com/2017/03/15/teardown-of-a-recent-variant-of-android-ztorg-part-1
https://securelist.com/ztorg-from-rooting-to-sms/78775/

* SEASHARPEE

Table 938. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/asp.twoface
https://drive.google.com/file/d/10A4YSWXLXEF-EXJcrM76Bc4_7ZfBGYE4/view
https://www.zdnet.com/article/source-code-of-iranian-cyber-espionage-tools-leaked-on-telegram/
https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1536345486.pdf

https://unit42.paloaltonetworks.com/unit42-twoface-webshell-persistent-access-point-lateral-
movement/

https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/incident-response-polar-
ransomware-apt27/

https://www.youtube.com/watch?v=GjquFKa4afU
https://www.youtube.com/watch?time_continue=1333&v=1CGAmMjAV8nI
https://www.secureworks.com/research/threat-profiles/cobalt-gypsy
https://unit42.paloaltonetworks.com/unit42-oilrig-performs-tests-twoface-webshell/

https://www.cyber.gov.au/sites/default/files/2020-06/ACSC-Advisory-2020-008-Copy-Paste-
Compromises.pdf

Unidentified ASP 001 (Webshell)

The tag is: misp-galaxy:malpedia="Unidentified ASP 001 (Webshell)"
Unidentified ASP 001 (Webshell) is also known as:

Table 939. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/asp.unidentified_001

ACBackdoor (ELF)

A Linux backdoor that was apparently ported to Windows. This entry represents the Linux version.
This version appears to have been written first and the Windows version was ported later, without
full functionality. The Linux version offers persistence as well as some process manipulation
techniques, though both versions apparently offer the ability to access the command line and
execute programs as well as self-update.

The tag is: misp-galaxy:malpedia="ACBackdoor (ELF)"
ACBackdoor (ELF) is also known as:

Table 940. Table References
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https://malpedia.caad.fkie.fraunhofer.de/details/asp.twoface
https://drive.google.com/file/d/1oA4YSwXLxEF-EXJcrM76Bc4_7ZfBGYE4/view
https://www.zdnet.com/article/source-code-of-iranian-cyber-espionage-tools-leaked-on-telegram/
https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1536345486.pdf
https://unit42.paloaltonetworks.com/unit42-twoface-webshell-persistent-access-point-lateral-movement/
https://unit42.paloaltonetworks.com/unit42-twoface-webshell-persistent-access-point-lateral-movement/
https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/incident-response-polar-ransomware-apt27/
https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/incident-response-polar-ransomware-apt27/
https://www.youtube.com/watch?v=GjquFKa4afU
https://www.youtube.com/watch?time_continue=1333&v=1CGAmjAV8nI
https://www.secureworks.com/research/threat-profiles/cobalt-gypsy
https://unit42.paloaltonetworks.com/unit42-oilrig-performs-tests-twoface-webshell/
https://www.cyber.gov.au/sites/default/files/2020-06/ACSC-Advisory-2020-008-Copy-Paste-Compromises.pdf
https://www.cyber.gov.au/sites/default/files/2020-06/ACSC-Advisory-2020-008-Copy-Paste-Compromises.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/asp.unidentified_001

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.acbackdoor

https://www.bleepingcomputer.com/news/security/linux-windows-users-targeted-with-new-
acbackdoor-malware/

AgeLocker
The tag is: misp-galaxy:malpedia="AgeLocker"
AgeLocker is also known as:

Table 941. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.age_locker
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/

https://twitter.com/IntezerLabs/status/1326880812344676352

AirDropBot

AirDropBot is used to create a DDoS botnet. It spreads as a worm, currently targeting Linksys
routers. Backdoor and other bot functionality is present in this family. Development seems to be
ongoing.

The tag is: misp-galaxy:malpedia="AirDropBot"
AirDropBot is also known as:
* CloudBot

Table 942. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.airdrop
https://blog.malwaremustdie.org/2019/09/mmd-0064-2019-linuxairdropbot.html

Aisuru

Honeypot-aware variant of Mirai.

The tag is: misp-galaxy:malpedia="Aisuru"
Aisuru is also known as:

Table 943. Table References

Links
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https://malpedia.caad.fkie.fraunhofer.de/details/elf.acbackdoor
https://www.bleepingcomputer.com/news/security/linux-windows-users-targeted-with-new-acbackdoor-malware/
https://www.bleepingcomputer.com/news/security/linux-windows-users-targeted-with-new-acbackdoor-malware/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.age_locker
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://twitter.com/IntezerLabs/status/1326880812344676352
https://malpedia.caad.fkie.fraunhofer.de/details/elf.airdrop
https://blog.malwaremustdie.org/2019/09/mmd-0064-2019-linuxairdropbot.html

https://malpedia.caad.fkie.fraunhofer.de/details/elf.aisuru

https://insights.oem.avira.com/new-mirai-variant-aisuru-detects-cowrie-opensource-honeypots/

Anchor DNS

The tag is: misp-galaxy:malpedia="Anchor_DNS"
Anchor_DNS is also known as:

Table 944. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.anchor_dns
https://www.netscout.com/blog/asert/dropping-anchor
https://hello.global.ntt/en-us/insights/blog/trickbot-variant-communicating-over-dns

https://us-cert.cisa.gov/sites/default/files/publications/AA20-
302A_Ransomware%20_Activity_Targeting the_Healthcare_and_Public_Health_Sector.pdf

https://medium.com/stage-2-security/anchor-dns-malware-family-goes-cross-platform-
d807bal3ca30

https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/

ANGRYREBEL

The tag is: misp-galaxy:malpedia="ANGRYREBEL"
ANGRYREBEL is also known as:
* Ghost RAT

Table 945. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.angryrebel
https://www.secureworks.com/research/threat-profiles/bronze-olive

https://news.sophos.com/wp-content/uploads/2020/02/CloudSnooper_report.pdf

azazel

Azazel is a Linux user-mode rootkit based off of a technique from the Jynx rootkit (LD_PRELOAD
technique). Azazel is purportedly more robust than Jynx and has many more anti-analysis features

The tag is: misp-galaxy:malpedia="azazel"

azazel is also known as:
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https://malpedia.caad.fkie.fraunhofer.de/details/elf.aisuru
https://insights.oem.avira.com/new-mirai-variant-aisuru-detects-cowrie-opensource-honeypots/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.anchor_dns
https://www.netscout.com/blog/asert/dropping-anchor
https://hello.global.ntt/en-us/insights/blog/trickbot-variant-communicating-over-dns
https://us-cert.cisa.gov/sites/default/files/publications/AA20-302A_Ransomware%20_Activity_Targeting_the_Healthcare_and_Public_Health_Sector.pdf
https://us-cert.cisa.gov/sites/default/files/publications/AA20-302A_Ransomware%20_Activity_Targeting_the_Healthcare_and_Public_Health_Sector.pdf
https://medium.com/stage-2-security/anchor-dns-malware-family-goes-cross-platform-d807ba13ca30
https://medium.com/stage-2-security/anchor-dns-malware-family-goes-cross-platform-d807ba13ca30
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.angryrebel
https://www.secureworks.com/research/threat-profiles/bronze-olive
https://news.sophos.com/wp-content/uploads/2020/02/CloudSnooper_report.pdf

Table 946. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.azazel

https://github.com/chokepoint/azazel

Ircl6

The tag is: misp-galaxy:malpedia="Irc16"
Irc16 is also known as:

Table 947. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.backdoor_irc16
https://news.drweb.com/show/?c=5&i=10193&Ing=en

Bashlite

The tag is: misp-galaxy:malpedia="Bashlite"
Bashlite is also known as:

* Gafgyt
* gayfgt

* lizkebab
* gbot

e torlus

Table 948. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.bashlite
https://blog.netlab.360.com/gafgtyt_tor-and-necro-are-on-the-move-again/
https://blog.netlab.360.com/the-gafgyt-variant-vbot-and-its-31-campaigns/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://www.avira.com/en/blog/a-gafgyt-variant-that-exploits-pulse-secure-cve-2020-8218
https://unit42.paloaltonetworks.com/hoaxcalls-mirai-target-legacy-symantec-web-gateways/

http://blog.trendmicro.com/trendlabs-security-intelligence/bashlite-affects-devices-running-on-
busybox/
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https://malpedia.caad.fkie.fraunhofer.de/details/elf.azazel
https://github.com/chokepoint/azazel
https://malpedia.caad.fkie.fraunhofer.de/details/elf.backdoor_irc16
https://news.drweb.com/show/?c=5&i=10193&lng=en
https://malpedia.caad.fkie.fraunhofer.de/details/elf.bashlite
https://blog.netlab.360.com/gafgtyt_tor-and-necro-are-on-the-move-again/
https://blog.netlab.360.com/the-gafgyt-variant-vbot-and-its-31-campaigns/
https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
https://www.avira.com/en/blog/a-gafgyt-variant-that-exploits-pulse-secure-cve-2020-8218
https://unit42.paloaltonetworks.com/hoaxcalls-mirai-target-legacy-symantec-web-gateways/
http://blog.trendmicro.com/trendlabs-security-intelligence/bashlite-affects-devices-running-on-busybox/
http://blog.trendmicro.com/trendlabs-security-intelligence/bashlite-affects-devices-running-on-busybox/

BCMPUPNnP Hunter

The tag is: misp-galaxy:malpedia="BCMPUPnP_Hunter"
BCMPUPNnP_Hunter is also known as:

Table 949. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf. bcmpupnp_hunter

https://blog.netlab.360.com/bcmpupnp_hunter-a-100k-botnet-turns-home-routers-to-email-
spammers-en/

BigViktor

A DDoS bot abusing CVE-2020-8515 to target DrayTek Vigor routers. It uses a wordlist-based DGA to
generate its C&C domains.

The tag is: misp-galaxy:malpedia="BigViktor"
BigViktor is also known as:

Table 950. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.bigviktor
https://blog.netlab.360.com/bigviktor-dga-botnet/

Blackrota

The tag is: misp-galaxy:malpedia="Blackrota"

Blackrota is also known as:

Table 951. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.blackrota
https://www.kryptoslogic.com/blog/2020/12/automated-string-de-gobfuscation/

https://blog.netlab.360.com/blackrota-an-obfuscated-backdoor-written-in-go-en/

https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/

Break out the Box

This is a pentesting tool and according to the author, "BOtB is a container analysis and exploitation
tool designed to be used by pentesters and engineers while also being CI/CD friendly with common
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https://malpedia.caad.fkie.fraunhofer.de/details/elf.bcmpupnp_hunter
https://blog.netlab.360.com/bcmpupnp_hunter-a-100k-botnet-turns-home-routers-to-email-spammers-en/
https://blog.netlab.360.com/bcmpupnp_hunter-a-100k-botnet-turns-home-routers-to-email-spammers-en/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.bigviktor
https://blog.netlab.360.com/bigviktor-dga-botnet/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.blackrota
https://www.kryptoslogic.com/blog/2020/12/automated-string-de-gobfuscation/
https://blog.netlab.360.com/blackrota-an-obfuscated-backdoor-written-in-go-en/
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/

CI/CD technologies.".

It has been observed being used by TeamTNT in their activities for spreading crypto-mining
malware.

The tag is: misp-galaxy:malpedia="Break out the Box"
Break out the Box is also known as:

* BOtB

Table 952. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.botb
https://github.com/brompwnie/botb

CDorked

This is in the same family as eBury, Calfbot, and is also likely related to DarkLeech
The tag is: misp-galaxy:malpedia="CDorked"
CDorked is also known as:

* CDorked.A

Table 953. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.cdorked

https://www.welivesecurity.com/2013/04/26/linuxcdorked-new-apache-backdoor-in-the-wild-
serves-blackhole/

https://blog.sucuri.net/2014/03/windigo-linux-analysis-ebury-and-cdorked.html
https://www.symantec.com/security-center/writeup/2013-050214-5501-99
https://www.welivesecurity.com/2013/05/02/the-stealthiness-of-linuxcdorked-a-clarification/

https://blogs.cisco.com/security/linuxcdorked-faqs

CDRThief

The tag is: misp-galaxy:malpedia="CDRThief"
CDRThief is also known as:

Table 954. Table References

Links
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https://malpedia.caad.fkie.fraunhofer.de/details/elf.botb
https://github.com/brompwnie/botb
https://malpedia.caad.fkie.fraunhofer.de/details/elf.cdorked
https://www.welivesecurity.com/2013/04/26/linuxcdorked-new-apache-backdoor-in-the-wild-serves-blackhole/
https://www.welivesecurity.com/2013/04/26/linuxcdorked-new-apache-backdoor-in-the-wild-serves-blackhole/
https://blog.sucuri.net/2014/03/windigo-linux-analysis-ebury-and-cdorked.html
https://www.symantec.com/security-center/writeup/2013-050214-5501-99
https://www.welivesecurity.com/2013/05/02/the-stealthiness-of-linuxcdorked-a-clarification/
https://blogs.cisco.com/security/linuxcdorked-faqs

https://malpedia.caad.fkie.fraunhofer.de/details/elf.cdrthief

https://www.welivesecurity.com/2020/09/10/who-callin-cdrthief-linux-voip-softswitches/

Cephei
The tag is: misp-galaxy:malpedia="Cephei"
Cephei is also known as:

Table 955. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.cephei

https://cybersecurity.att.com/blogs/labs-research/malware-using-new-ezuri-memory-loader

Cetus
The tag is: misp-galaxy:malpedia="Cetus”
Cetus is also known as:

Table 956. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.cetus

https://unit42.paloaltonetworks.com/cetus-cryptojacking-worm/

Chapro
The tag is: misp-galaxy:malpedia="Chapro”
Chapro is also known as:

Table 957. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.chapro
http://contagiodump.blogspot.com/2012/12/dec-2012-linuxchapro-trojan-apache.html

http://blog.eset.com/2012/12/18/malicious-apache-module-used-for-content-injection-linuxchapro-a

Cloud Snooper
The tag is: misp-galaxy:malpedia="Cloud Snooper"

Cloud Snooper is also known as:
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https://malpedia.caad.fkie.fraunhofer.de/details/elf.cdrthief
https://www.welivesecurity.com/2020/09/10/who-callin-cdrthief-linux-voip-softswitches/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.cephei
https://cybersecurity.att.com/blogs/labs-research/malware-using-new-ezuri-memory-loader
https://malpedia.caad.fkie.fraunhofer.de/details/elf.cetus
https://unit42.paloaltonetworks.com/cetus-cryptojacking-worm/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.chapro
http://contagiodump.blogspot.com/2012/12/dec-2012-linuxchapro-trojan-apache.html
http://blog.eset.com/2012/12/18/malicious-apache-module-used-for-content-injection-linuxchapro-a

* Snoopy

Table 958. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.cloud_snooper
https://intezer.com/blog/linux/elf-malware-analysis-101-linux-threats-no-longer-an-afterthought
https://securelist.com/an-overview-of-targeted-attacks-and-apts-on-linux/98440/
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/

https://news.sophos.com/wp-content/uploads/2020/02/CloudSnooper_report.pdf

Corona DDOS Bot

The tag is: misp-galaxy:malpedia="Corona DDOS Bot"
Corona DDOS Bot is also known as:

Table 959. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.corona

https://maxkersten.nl/binary-analysis-course/malware-analysis/corona-ddos-bot/

Cpuminer (ELF)

This was observed to be pushed by IoT malware, abusing devices for LiteCoin and BitCoin mining.
The tag is: misp-galaxy:malpedia="Cpuminer (ELF)"

Cpuminer (ELF) is also known as:

Table 960. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.cpouminer

https://github.com/pooler/cpuminer

CriptTOr

The tag is: misp-galaxy:malpedia="Cr1ptTOr"
Cr1ptTOr is also known as:
¢ CriptTor

Table 961. Table References
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https://malpedia.caad.fkie.fraunhofer.de/details/elf.cloud_snooper
https://intezer.com/blog/linux/elf-malware-analysis-101-linux-threats-no-longer-an-afterthought
https://securelist.com/an-overview-of-targeted-attacks-and-apts-on-linux/98440/
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://news.sophos.com/wp-content/uploads/2020/02/CloudSnooper_report.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/elf.corona
https://maxkersten.nl/binary-analysis-course/malware-analysis/corona-ddos-bot/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.cpuminer
https://github.com/pooler/cpuminer

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.cr1pttOr
https://resolverblog.blogspot.com/2019/03/de-cr1ptOr-tool-cr1ptOr-ransomware.html

https://www.bleepingcomputer.com/news/security/crlpttOr-ransomware-infects-d-link-nas-
devices-targets-embedded-systems/

https://resolverblog.blogspot.com/2019/02/d-link-dns-320-nas-cr1pttOr-ransomware.html

Dacls (ELF)

The tag is: misp-galaxy:malpedia="Dacls (ELF)"
Dacls (ELF) is also known as:

Table 962. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.dacls
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://securelist.com/mata-multi-platform-targeted-malware-framework/97746/
https://blog.netlab.360.com/dacls-the-dual-platform-rat/

https://www.sygnia.co/mata-framework

https://intezer.com/blog/linux/elf-malware-analysis-101-linux-threats-no-longer-an-afterthought

https://securelist.com/an-overview-of-targeted-attacks-and-apts-on-linux/98440/
https://securelist.com/apt-trends-report-q2-2020/97937/
https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf

https://securelist.com/lazarus-on-the-hunt-for-big-game/97757/

Dark Nexus
The tag is: misp-galaxy:malpedia="Dark Nexus"
Dark Nexus is also known as:

Table 963. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.darknexus

https://www.stratosphereips.org/blog/2020/6/8/dark-nexus-the-old-the-new-and-the-ugly

ddoor

The tag is: misp-galaxy:malpedia="ddoor"
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https://malpedia.caad.fkie.fraunhofer.de/details/elf.cr1ptt0r
https://resolverblog.blogspot.com/2019/03/de-cr1pt0r-tool-cr1pt0r-ransomware.html
https://www.bleepingcomputer.com/news/security/cr1ptt0r-ransomware-infects-d-link-nas-devices-targets-embedded-systems/
https://www.bleepingcomputer.com/news/security/cr1ptt0r-ransomware-infects-d-link-nas-devices-targets-embedded-systems/
https://resolverblog.blogspot.com/2019/02/d-link-dns-320-nas-cr1ptt0r-ransomware.html
https://malpedia.caad.fkie.fraunhofer.de/details/elf.dacls
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://securelist.com/mata-multi-platform-targeted-malware-framework/97746/
https://blog.netlab.360.com/dacls-the-dual-platform-rat/
https://www.sygnia.co/mata-framework
https://intezer.com/blog/linux/elf-malware-analysis-101-linux-threats-no-longer-an-afterthought
https://securelist.com/an-overview-of-targeted-attacks-and-apts-on-linux/98440/
https://securelist.com/apt-trends-report-q2-2020/97937/
https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf
https://securelist.com/lazarus-on-the-hunt-for-big-game/97757/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.darknexus
https://www.stratosphereips.org/blog/2020/6/8/dark-nexus-the-old-the-new-and-the-ugly

ddoor is also known as:

Table 964. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.ddoor
https://github.com/rek7/ddoor

Doki

The tag is: misp-galaxy:malpedia="Doki"
Doki is also known as:

Table 965. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.doki
https://www.securecoding.com/blog/all-about-doki-malware/
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/

https://www.intezer.com/container-security/watch-your-containers-doki-infecting-docker-servers-
in-the-cloud/

DoubleFantasy (ELF)

The tag is: misp-galaxy:malpedia="DoubleFantasy (ELF)"
DoubleFantasy (ELF) is also known as:

Table 966. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.doublefantasy
https://securelist.com/an-overview-of-targeted-attacks-and-apts-on-linux/98440/

https://www.antiy.com/response/FROM_EQUATION_TO_EQUATIONS.pdf

Ebury

This payload has been used to compromise kernel.org back in August of 2011 and has hit cPanel
Support which in turn, has infected quite a few cPanel servers. It is a credential stealing payload
which steals SSH keys, passwords, and potentially other credentials.

This family is part of a wider range of tools which are described in detail in the operation windigo
whitepaper by ESET.

The tag is: misp-galaxy:malpedia="Ebury"
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Ebury is also known as:

Table 967. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.ebury
https://www.welivesecurity.com/wp-content/uploads/2014/03/operation_windigo.pdf
https://security.web.cern.ch/security/advisories/windigo/windigo.shtml
https://www.welivesecurity.com/2018/12/05/dark-side-of-the-forsshe/
https://www.welivesecurity.com/2017/10/30/windigo-ebury-update-2/
https://www.justice.gov/opa/pr/russian-citizen-pleads-guilty-involvement-global-botnet-conspiracy

https://www.welivesecurity.com/wp-content/uploads/2018/12/ESET-
The_Dark_Side_of_the_ForSSHe.pdf

https://www.welivesecurity.com/2014/02/21/an-in-depth-analysis-of-linuxebury/

Echobot

The latest in this long line of Mirai scourges is a new variant named Echobot. Coming to life in mid-
May, the malware was first described by Palo Alto Networks in a report published at the start of
June, and then again in a report by security researchers from Akamai, in mid-June.

When it was first spotted by Palo Alto Networks researchers in early June, Echobot was using
exploits for 18 vulnerabilities. In the Akamai report, a week later, Echobot was at 26.

https://www.zdnet.com/article/new-echobot-malware-is-a-smorgasbord-of-vulnerabilities
The tag is: misp-galaxy:malpedia="Echobot"
Echobot is also known as:

Table 968. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.echobot

https://www.f5.com/labs/articles/threat-intelligence/echobot-malware-now-up-to-71-exploits—
targeting-scada

https://www.bleepingcomputer.com/news/security/new-echobot-botnet-variant-uses-over-50-
exploits-to-propagate/

https://blogs.akamai.com/sitr/2019/06/latest-echobot-26-infection-vectors.html

https://unit42.paloaltonetworks.com/new-mirai-variant-adds-8-new-exploits-targets-additional-iot-
devices/
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Erebus (ELF)

The tag is: misp-galaxy:malpedia="Erebus (ELF)"
Erebus (ELF) is also known as:

Table 969. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.erebus

https://blog.trendmicro.com/trendlabs-security-intelligence/erebus-resurfaces-as-linux-
ransomware/

EvilGnome
The tag is: misp-galaxy:malpedia="EvilGnome"
EvilGnome is also known as:

Table 970. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.evilgnome
https://intezer.com/blog/linux/elf-malware-analysis-101-linux-threats-no-longer-an-afterthought

https://www.intezer.com/blog-evilgnome-rare-malware-spying-on-linux-desktop-users/

Exaramel (ELF)

The tag is: misp-galaxy:malpedia="Exaramel (ELF)"
Exaramel (ELF) is also known as:

Table 971. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.exaramel
https://www.wired.com/story/sandworm-centreon-russia-hack/
https://www.welivesecurity.com/2018/10/11/new-telebots-backdoor-linking-industroyer-notpetya/

https://pylos.co/wp-content/uploads/2020/02/Threat-Intelligence-and-the-Limits-of-Malware-
Analysis.pdf

https://twitter.com/craiu/status/1361581668092493824
https://www.domaintools.com/resources/blog/centreon-to-exim-and-back-on-the-trail-of-sandworm

https://www.cert.ssi.gouv.fr/uploads/CERTFR-2021-CTI-005.pdf
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ext4d

The tag is: misp-galaxy:malpedia="ext4"
ext4 is also known as:

Table 972. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.ext4

https://www.recordedfuture.com/chinese-cyberespionage-operations/

FBot

The tag is: misp-galaxy:malpedia="FBot"
FBot is also known as:

Table 973. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.fbot
https://blog.malwaremustdie.org/2020/01/mmd-0065-2020-linuxmirai-fbot.html
https://blog.malwaremustdie.org/2020/02/mmd-0065-2021-linuxmirai-fbot-re.html

https://securitynews.sonicwall.com/xmlpost/vigilante-malware-removes-cryptominers-from-the-
infected-device/

https://blog.netlab.360.com/fbot-is-now-riding-the-traffic-and-transportation-smart-devices-en/

FinFisher (ELF)

The tag is: misp-galaxy:malpedia="FinFisher (ELF)"
FinFisher (ELF) is also known as:

Table 974. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.finfisher

https://www.amnesty.org/en/latest/research/2020/09/german-made-finspy-spyware-found-in-egypt-

and-mac-and-linux-versions-revealed/

https://netzpolitik.org/2020/our-criminal-complaint-german-state-malware-company-finfisher-
raided/
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floodor
The tag is: misp-galaxy:malpedia="floodor"
floodor is also known as:

Table 975. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.floodor
https://github.com/Thibault-69/Floodor

FritzFrog

Guardicore has discovered FritzFrog, a sophisticated peer-to-peer (P2P) botnet which has been
actively breaching SSH servers since January 2020. It is a worm which is written in Golang, and is
modular, multi-threaded and fileless, leaving no trace on the infected machine’s disk.

The tag is: misp-galaxy:malpedia="FritzFrog"
FritzFrog is also known as:

Table 976. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.fritzfrog
https://www.guardicore.com/2020/08/fritzfrog-p2p-botnet-infects-ssh-servers/

https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/

Gitpaste-12
The tag is: misp-galaxy:malpedia="Gitpaste-12"
Gitpaste-12 is also known as:

Table 977. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.gitpaste12

https://blogs.juniper.net/en-us/threat-research/gitpaste-12

Godlua

The tag is: misp-galaxy:malpedia="Godlua"

Godlua is also known as:
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Table 978. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.godlua

https://blog.netlab.360.com/an-analysis-of-godlua-backdoor-en/

GOSH

The tag is: misp-galaxy:malpedia="GOSH"
GOSH is also known as:

Table 979. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.gosh
https://twitter.com/IntezerLabs/status/1291355808811409408

GreedyAntd

The tag is: misp-galaxy:malpedia="GreedyAntd"
GreedyAntd is also known as:

Table 980. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.greedyantd

https://www.intezer.com/blog-technical-analysis-cryptocurrency-mining-war-on-the-cloud/

Haiduc
The tag is: misp-galaxy:malpedia="Haiduc"
Haiduc is also known as:

Table 981. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.haiduc

https://documents.trendmicro.com/assets/Perl-
Based_Shellbot_Looks_to_Target_Organizations_via_C&C_appendix.pdf

Hajime

The tag is: misp-galaxy:malpedia="Hajime"
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Hajime is also known as:

Table 982. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf. hajime
https://security.rapiditynetworks.com/publications/2016-10-16/hajime.pdf
https://par.nsf.gov/servlets/purl/10096257

https://x86.re/blog/hajime-a-follow-up/

http://blog.netlab.360.com/hajime-status-report-en/
https://www.symantec.com/connect/blogs/hajime-worm-battles-mirai-control-internet-things
https://security.radware.com/WorkArea/DownloadAsset.aspx?id=1461
https://blog.netlab.360.com/quick-summary-port-8291-scan-en/

https://github.com/Psychotropos/hajime_hashes

Hakai

The tag is: misp-galaxy:malpedia="Hakai"
Hakai is also known as:

Table 983. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.hakai

https://researchcenter.paloaltonetworks.com/2018/07/unit42-finds-new-mirai-gafgyt-iotlinux-
botnet-campaigns/

HandyMannyPot
The tag is: misp-galaxy:malpedia="HandyMannyPot"
HandyMannyPot is also known as:

Table 984. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.handymannypot
https://twitter.com/liuya0904/status/1171633662502350848

Hand of Thief

The tag is: misp-galaxy:malpedia="Hand of Thief"
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Hand of Thief is also known as:
e Hanthie

Table 985. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.hand_of_thief
https://blog.avast.com/2013/08/27/linux-trojan-hand-of-thief-ungloved/

https://web.archive.org/web/20130815040638/https://blogs.rsa.com/thieves-reaching-for-linux-
hand-of-thief-trojan-targets-linux-inth3wild/

HiddenWasp

The tag is: misp-galaxy:malpedia="HiddenWasp"
HiddenWasp is also known as:

Table 986. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.hiddenwasp
https://intezer.com/blog/linux/elf-malware-analysis-101-linux-threats-no-longer-an-afterthought

https://www.intezer.com/blog-hiddenwasp-malware-targeting-linux-systems/

Hide and Seek

The tag is: misp-galaxy:malpedia="Hide and Seek"
Hide and Seek is also known as:
* HNS

Table 987. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.hideandseek

https://www.bleepingcomputer.com/news/security/hide-and-seek-becomes-first-iot-botnet-capable-
of-surviving-device-reboots/

https://threatlabs.avast.com/botnet
https://blog.avast.com/hide-n-seek-botnet-continues

https://1abs.bitdefender.com/2018/01/new-hide-n-seek-iot-botnet-using-custom-built-peer-to-peer-
communication-spotted-in-the-wild/

https://blog.netlab.360.com/hns-botnet-recent-activities-en/

https://www.bleepingcomputer.com/news/security/hns-evolves-from-iot-to-cross-platform-botnet/
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https://www.bleepingcomputer.com/news/security/hns-evolves-from-iot-to-cross-platform-botnet/

https://labs.bitdefender.com/2018/05/hide-and-seek-iot-botnet-resurfaces-with-new-tricks-
persistence/

https://www.bleepingcomputer.com/news/security/new-hns-iot-botnet-has-already-amassed-14k-
bots/

https://www.fortinet.com/blog/threat-research/searching-for-the-reuse-of-mirai-code—hide—n-
seek-bot.html

Icnanker
The tag is: misp-galaxy:malpedia="Icnanker"
Icnanker is also known as:

Table 988. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.icnanker

https://blog.netlab.360.com/icnanker-trojan-downloader-shc-en/

IoT Reaper
The tag is: misp-galaxy:malpedia="IoT Reaper"
IoT Reaper is also known as:

* ToTroop
* Reaper

* iotreaper

Table 989. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.iot_reaper
http://blog.netlab.360.com/iot_reaper-a-rappid-spreading-new-iot-botnet-en/
https://krebsonsecurity.com/2017/10/reaper-calm-before-the-iot-security-storm

https://research.checkpoint.com/new-iot-botnet-storm-coming/

IPStorm (ELF)

The tag is: misp-galaxy:malpedia="IPStorm (ELF)"
IPStorm (ELF) is also known as:

* InterPlanetary Storm
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https://blog.netlab.360.com/icnanker-trojan-downloader-shc-en/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.iot_reaper
http://blog.netlab.360.com/iot_reaper-a-rappid-spreading-new-iot-botnet-en/
https://krebsonsecurity.com/2017/10/reaper-calm-before-the-iot-security-storm
https://research.checkpoint.com/new-iot-botnet-storm-coming/

Table 990. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.ipstorm

https://www.anomali.com/blog/the-interplanetary-storm-new-malware-in-wild-using-
interplanetary-file-systems-ipfs-p2p-network

https://www.bitdefender.com/files/News/CaseStudies/study/376/Bitdefender-Whitepaper-
IPStorm.pdf

https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/

https://www.intezer.com/blog/research/a-storm-is-brewing-ipstorm-now-has-linux-malware/

JenX

The tag is: misp-galaxy:malpedia="JenX"
JenX is also known as:

Table 991. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.jenx

https://blog.radware.com/security/2018/02/jenx-los-calvos-de-san-calvicie/

Kaijl

Surfaced in late April 2020, Intezer describes Kaiji as a DDoS malware written in Go that spreads
through SSH brute force attacks. Recovered function names are an English representation of
Chinese words, hinting about the origin. The name Kaiji was given by MalwareMustDie based on
strings found in samples.

The tag is: misp-galaxy:malpedia="Kaiji"
Kaiji is also known as:

Table 992. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf kaiji
https://intezer.com/blog/research/kaiji-new-chinese-linux-malware-turning-to-golang/
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/

https://www.bitdefender.com/box/blog/iot-news/kaiji-new-strain-iot-malware-seizing-control-
launching-ddos-attacks/

https://blog.trendmicro.com/trendlabs-security-intelligence/xorddos-kaiji-botnet-malware-
variants-target-exposed-docker-servers/
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Kaiten

The tag is: misp-galaxy:malpedia="Kaiten
Kaiten is also known as:
» STD

Table 993. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf kaiten

https://www.akamai.com/us/en/multimedia/documents/state-of-the-internet/kaiten-std-router-
ddos-malware-threat-advisory.pdf

https://www.trendmicro.com/en_us/research/20/i/exposed-docker-server-abused-to-drop-
cryptominer-ddos-bot-.html

https://www.blackarrow.net/attackers-abuse-mobileirons-rce-to-deliver-kaiten/

kerberods
The tag is: misp-galaxy:malpedia="kerberods"
kerberods is also known as:

Table 994. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.kerberods
https://isc.sans.edu/forums/diary/Vulnerable+Apache+Jenkins+exploited+in+the+wild/24916

https://blog.trendmicro.com/trendlabs-security-intelligence/cve-2019-3396-redux-confluence-
vulnerability-exploited-to-deliver-cryptocurrency-miner-with-rootkit/

https://www.fortinet.com/blog/threat-research/rocke-variant-ready-to-box-mining-challengers.html
https://blog.talosintelligence.com/2019/09/watchbog-patching.html

https://www.anomali.com/blog/rocke-evolves-its-arsenal-with-a-new-malware-family-written-in-
golang

Kinsing
The tag is: misp-galaxy:malpedia="Kinsing"
Kinsing is also known as:

* h2miner

Table 995. Table References
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Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.kinsing
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://unit42.paloaltonetworks.com/cve-2020-25213/
https://redcanary.com/blog/kinsing-malware-citrix-saltstack/
https://www.cyberark.com/resources/threat-research-blog/kinsing-the-malware-with-two-faces
https://twitter.com/IntezerLabs/status/1259818964848386048

https://www.alibabacloud.com/blog/new-outbreak-of-h2miner-worms-exploiting-redis-rce-
detected 595743

https://www.trendmicro.com/en_us/research/20/k/analysis-of-kinsing-malwares-use-of-rootkit.html

https://blog.aquasec.com/threat-alert-kinsing-malware-container-vulnerability

Kobalos

The tag is: misp-galaxy:malpedia="Kobalos"
Kobalos is also known as:

Table 996. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.kobalos
https://team-cymru.com/blog/2021/02/05/kobalos-malware-mapping/
https://www.welivesecurity.com/wp-content/uploads/2021/01/ESET_Kobalos.pdf

https://www.welivesecurity.com/2021/02/02/kobalos-complex-linux-threat-high-performance-
computing-infrastructure/

Lady

The tag is: misp-galaxy:malpedia="Lady"
Lady is also known as:

Table 997. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.lady

https://news.drweb.com/news/?i=10140&Ing=en

LeetHozer

The tag is: misp-galaxy:malpedia="LeetHozer"
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LeetHozer is also known as:

Table 998. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.leethozer

https://blog.netlab.360.com/the-leethozer-botnet-en/

LiLock

The tag is: misp-galaxy:malpedia="LiLock"
LiLock is also known as:

e Lilocked
e Lilu

Table 999. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.lilock

https://www.bleepingcomputer.com/news/security/lilocked-ransomware-actively-targeting-
servers-and-web-sites/

https://fossbytes.com/lilocked-ransomware-infected-linux-servers/

https://id-ransomware.blogspot.com/2019/07/lilu-lilocked-ransomware.html

lilyofthevalley

The tag is: misp-galaxy:malpedia="lilyofthevalley"
lilyofthevalley is also known as:

Table 1000. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.lilyofthevalley
https://github.com/En14c/LilyOfTheValley

LiquorBot

BitDefender tracked the development of a Mirai-inspired botnet, dubbed LiquorBot, which seems to
be actively in development and has recently incorporated Monero cryptocurrency mining features.
Interestingly, LiquorBot is written in Go (also known as Golang), which offers some programming
advantages over traditional C-style code, such as memory safety, garbage collection, structural
typing, and even CSP-style concurrency.
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The tag is: misp-galaxy:malpedia="LiquorBot"
LiquorBot is also known as:

Table 1001. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.liquorbot
https://www.zdnet.com/article/naive-iot-botnet-wastes-its-time-mining-cryptocurrency/

https://1abs.bitdefender.com/2020/01/hold-my-beer-mirai-spinoff-named-liquorbot-incorporates-
cryptomining/

Loerbas

Loader and Cleaner components used in attacks against high-performance computing centers in
Europe.

The tag is: misp-galaxy:malpedia="Loerbas"
Loerbas is also known as:

Table 1002. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.loerbas
https://atdotde.blogspot.com/2020/05/high-performance-hackers.html
https://twitter.com/nunohaien/status/1261281419483140096
https://www.cadosecurity.com/2020/05/16/1318/

Log Collector
The tag is: misp-galaxy:malpedia="Log Collector”
Log Collector is also known as:

Table 1003. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.log_collector

https://blog.netlab.360.com/dacls-the-dual-platform-rat/

Lootwodniw
The tag is: misp-galaxy:malpedia="Lootwodniw"

Lootwodniw is also known as:
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Table 1004. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.lootwodniw

https://twitter.com/ddash_ct/status/1326887125103616000

Masuta
Masuta takes advantage of the EDB 38722 D-Link exploit.
The tag is: misp-galaxy:malpedia="Masuta"
Masuta is also known as:
* PureMasuta

Table 1005. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.masuta
https://threatpost.com/satori-author-linked-to-new-mirai-variant-masuta/129640/

https://blog.newskysecurity.com/masuta-satori-creators-second-botnet-weaponizes-a-new-router-
exploit-2ddc51cc52a7

https://www.virusbulletin.com/virusbulletin/2018/12/vb2018-paper-tracking-mirai-variants/#h2-
appendix-sample-sha256-hashes

Matryosh
The tag is: misp-galaxy:malpedia="Matryosh"
Matryosh is also known as:

Table 1006. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.matryosh

https://blog.netlab.360.com/matryosh-botnet-is-spreading-en/

MESSAGETAP

MESSAGETAP is a 64-bit ELF data miner initially loaded by an installation script. It is designed to
monitor and save SMS traffic from specific phone numbers, IMSI numbers and keywords for
subsequent theft.

The tag is: misp-galaxy:malpedia="MESSAGETAP"

MESSAGETAP is also known as:
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Table 1007. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.messagetap

https://www.fireeye.com/blog/threat-research/2019/10/messagetap-who-is-reading-your-text-
messages.html

https://www.pwc.co.uk/cyber-security/assets/cyber-threats-2019-retrospect.pdf
https://securelist.com/an-overview-of-targeted-attacks-and-apts-on-linux/98440/
https://go.crowdstrike.com/rs/281-0OBQ-266/images/Report2020CrowdStrikeGlobalThreatReport.pdf

https://summit.fireeye.com/content/dam/fireeye-www/summit/cds-2019/presentations/cds19-
executive-s08-achievement-unlocked.pdf

https://intezer.com/blog/linux/elf-malware-analysis-101-linux-threats-no-longer-an-afterthought

Midrashim

A x64 ELF file infector with non-destructive payload.
The tag is: misp-galaxy:malpedia="Midrashim"
Midrashim is also known as:

Table 1008. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf. midrashim
https://www.guitmz.com/linux-midrashim-elf-virus/

https://github.com/guitmz/midrashim

MiKey
The tag is: misp-galaxy:malpedia="MiKey"
MiKey is also known as:

Table 1009. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.mikey
https://securitykitten.github.io/2016/12/14/mikey.html

Mirai (ELF)

Mirai is one of the first significant botnets targeting exposed networking devices running Linux.
Found in August 2016 by MalwareMustDie, its name means "future" in Japanese. Nowadays it
targets a wide range of networked embedded devices such as IP cameras, home routers (many
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vendors involved), and other IoT devices. Since the source code was published on "Hack Forums"
many variants of the Mirai family appeared, infecting mostly home networks all around the world.

The tag is: misp-galaxy:malpedia="Mirai (ELF)"
Mirai (ELF) is also known as:
* Katana

Table 1010. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.mirai

https://www.bleepingcomputer.com/news/security/mirai-activity-picks-up-once-more-after-
publication-of-poc-exploit-code/

https://blog.malwaremustdie.org/2020/02/mmd-0065-2021-linuxmirai-fbot-re.html
http://osint.bambenekconsulting.com/feeds/
https://www.stratosphereips.org/blog/2019/4/12/analysis-of-a-irc-based-botnet
https://krebsonsecurity.com/2016/10/source-code-for-iot-botnet-mirai-released/
https://unit42.paloaltonetworks.com/iot-vulnerabilities-mirai-payloads/
https://krebsonsecurity.com/2017/12/mirai-iot-botnet-co-authors-plead-guilty/

https://researchcenter.paloaltonetworks.com/2018/07/unit42-finds-new-mirai-gafgyt-iotlinux-
botnet-campaigns/

https://unit42.paloaltonetworks.com/hoaxcalls-mirai-target-legacy-symantec-web-gateways/

https://blog.trendmicro.com/trendlabs-security-intelligence/mirai-botnet-exploit-weaponized-to-
attack-iot-devices-via-cve-2020-5902/

https://blog.reversinglabs.com/blog/mirai-botnet-continues-to-plague-iot-space

https://blog.trendmicro.com/trendlabs-security-intelligence/new-mirai-variant-expands-arsenal-
exploits-cve-2020-10173/

https://isc.sans.edu/diary/22786
https://github.com/jgamblin/Mirai-Source-Code
http://www.simonroses.com/2016/10/mirai-ddos-botnet-source-code-binary-analysis/

https://blog.trendmicro.com/trendlabs-security-intelligence/with-mirai-comes-miori-iot-botnet-
delivered-via-thinkphp-remote-code-execution-exploit/

https://blog.netlab.360.com/another-lilin-dvr-0-day-being-used-to-spread-mirai-en/
https://www.politie.nl/nieuws/2019/oktober/2/11-servers-botnet-offline.html

https://unit42.paloaltonetworks.com/new-mirai-variant-adds-8-new-exploits-targets-additional-iot-
devices/

https://unit42.paloaltonetworks.com/mirai-compiled-for-new-processor-surfaces/

https://prod-blog.avira.com/katana-a-new-variant-of-the-mirai-botnet
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https://krebsonsecurity.com/2017/12/mirai-iot-botnet-co-authors-plead-guilty/
https://researchcenter.paloaltonetworks.com/2018/07/unit42-finds-new-mirai-gafgyt-iotlinux-botnet-campaigns/
https://researchcenter.paloaltonetworks.com/2018/07/unit42-finds-new-mirai-gafgyt-iotlinux-botnet-campaigns/
https://unit42.paloaltonetworks.com/hoaxcalls-mirai-target-legacy-symantec-web-gateways/
https://blog.trendmicro.com/trendlabs-security-intelligence/mirai-botnet-exploit-weaponized-to-attack-iot-devices-via-cve-2020-5902/
https://blog.trendmicro.com/trendlabs-security-intelligence/mirai-botnet-exploit-weaponized-to-attack-iot-devices-via-cve-2020-5902/
https://blog.reversinglabs.com/blog/mirai-botnet-continues-to-plague-iot-space
https://blog.trendmicro.com/trendlabs-security-intelligence/new-mirai-variant-expands-arsenal-exploits-cve-2020-10173/
https://blog.trendmicro.com/trendlabs-security-intelligence/new-mirai-variant-expands-arsenal-exploits-cve-2020-10173/
https://isc.sans.edu/diary/22786
https://github.com/jgamblin/Mirai-Source-Code
http://www.simonroses.com/2016/10/mirai-ddos-botnet-source-code-binary-analysis/
https://blog.trendmicro.com/trendlabs-security-intelligence/with-mirai-comes-miori-iot-botnet-delivered-via-thinkphp-remote-code-execution-exploit/
https://blog.trendmicro.com/trendlabs-security-intelligence/with-mirai-comes-miori-iot-botnet-delivered-via-thinkphp-remote-code-execution-exploit/
https://blog.netlab.360.com/another-lilin-dvr-0-day-being-used-to-spread-mirai-en/
https://www.politie.nl/nieuws/2019/oktober/2/11-servers-botnet-offline.html
https://unit42.paloaltonetworks.com/new-mirai-variant-adds-8-new-exploits-targets-additional-iot-devices/
https://unit42.paloaltonetworks.com/new-mirai-variant-adds-8-new-exploits-targets-additional-iot-devices/
https://unit42.paloaltonetworks.com/mirai-compiled-for-new-processor-surfaces/
https://prod-blog.avira.com/katana-a-new-variant-of-the-mirai-botnet

Mokes (ELF)

The tag is: misp-galaxy:malpedia="Mokes (ELF)"
Mokes (ELF) is also known as:

Table 1011. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.mokes

https://securelist.com/from-linux-to-windows-new-family-of-cross-platform-desktop-backdoors-
discovered/73503/

MooBot

The tag is: misp-galaxy:malpedia="MooBot"
MooBot is also known as:

Table 1012. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.moobot
https://blog.netlab.360.com/ddos-botnet-moobot-en/

https://blog.netlab.360.com/moobot-0day-unixcctv-dvr-en/

Moose

The tag is: misp-galaxy:malpedia="Moose"

Moose is also known as:

Table 1013. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.moose
https://www.virusbulletin.com/uploads/pdf/magazine/2018/VB2018-Paquet-Clouston.pdf

http://www.welivesecurity.com/2015/05/26/moose-router-worm/

http://gosecure.net/2016/11/02/exposing-the-ego-market-the-cybercrime-performed-by-the-linux-
moose-botnet/

http://www.welivesecurity.com/2016/11/02/linuxmoose-still-breathing/

Mozi

The tag is: misp-galaxy:malpedia="Mozi"
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https://www.virusbulletin.com/uploads/pdf/magazine/2018/VB2018-Paquet-Clouston.pdf
http://www.welivesecurity.com/2015/05/26/moose-router-worm/
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http://www.welivesecurity.com/2016/11/02/linuxmoose-still-breathing/

Mozi is also known as:

Table 1014. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.mozi
https://cujo.com/upx-anti-unpacking-techniques-in-iot-malware/
https://blog.netlab.360.com/mozi-another-botnet-using-dht/

https://blog.centurylink.com/new-mozi-malware-family-quietly-amasses-iot-bots/

MrBlack

The tag is: misp-galaxy:malpedia="MrBlack"
MrBlack is also known as:

Table 1015. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.mrblack
https://news.drweb.com/?i=5760&c=23&Ing=en

Nextcry Ransomware

The tag is: misp-galaxy:malpedia="Nextcry Ransomware"
Nextcry Ransomware is also known as:

Table 1016. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.nextcry

https://www.bleepingcomputer.com/news/security/new-nextcry-ransomware-encrypts-data-on-
nextcloud-linux-servers/

Ngioweb (ELF)
The tag is: misp-galaxy:malpedia="Ngioweb (ELF)"
Ngioweb (ELF) is also known as:

Table 1017. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.ngioweb
https://twitter.com/IntezerLabs/status/1324346324683206657
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https://cujo.com/upx-anti-unpacking-techniques-in-iot-malware/
https://blog.netlab.360.com/mozi-another-botnet-using-dht/
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https://www.bleepingcomputer.com/news/security/new-nextcry-ransomware-encrypts-data-on-nextcloud-linux-servers/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.ngioweb
https://twitter.com/IntezerLabs/status/1324346324683206657

https://blog.netlab.360.com/an-analysis-of-linux-ngioweb-botnet-en/

https://blog.netlab.360.com/linux-ngioweb-v2-going-after-iot-devices-en/

NOTROBIN

FireEye states that NOTROBIN is a utility written in Go 1.10 and compiled to a 64-bit ELF binary for
BSD systems. It periodically scans for and deletes files matching filename patterns and content
characteristics. The purpose seems to be to block exploitation attempts against the CVE-2019-19781
vulnerability; however, FireEye believes that NOTROBIN provides backdoor access to the
compromised system.

The tag is: misp-galaxy:malpedia="NOTROBIN"
NOTROBIN is also known as:
e remove_hds

Table 1018. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.notrobin
https://blog.dcso.de/a-curious-case-of-cve-2019-19781-palware-remove_hds/
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://news.sophos.com/en-us/2020/05/21/asnarok?2/
https://dcso.de/2020/01/16/a-curious-case-of-cve-2019-19781-palware-remove_bds/

https://www.fireeye.com/blog/products-and-services/2020/01/rough-patch-promise-it-will-be-200-
ok.html

https://intezer.com/blog/linux/elf-malware-analysis-101-linux-threats-no-longer-an-afterthought
https://www.theregister.co.uk/2020/01/17/hackers_patch_citrix_vulnerability/

https://www.fireeye.com/blog/threat-research/2020/01/vigilante-deploying-mitigation-for-citrix-
netscaler-vulnerability-while-maintaining-backdoor.html

Owari

Mirai variant by actor "Anarchy" that used CVE-2017-17215 in July 2018 to compromise 18,000+
devices.

The tag is: misp-galaxy:malpedia="Owari"
Owari is also known as:

Table 1019. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.owari
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https://www.fireeye.com/blog/threat-research/2020/01/vigilante-deploying-mitigation-for-citrix-netscaler-vulnerability-while-maintaining-backdoor.html
https://malpedia.caad.fkie.fraunhofer.de/details/elf.owari

https://www.fortinet.com/blog/threat-research/a-wicked-family-of-bots.html
https://twitter.com/360Netlab/status/1019759516789821441
https://twitter.com/hrbrmstr/status/1019922651203227653

https://blog.newskysecurity.com/understanding-the-iot-hacker-a-conversation-with-owari-sora-iot-
botnet-author-117feff56863

https://www.bleepingcomputer.com/news/security/router-crapfest-malware-author-builds-18-000-
strong-botnet-in-a-day/

https://www.scmagazine.com/malware-author-anarchy-builds-18000-strong-huawei-router-
botnet/article/782395/

https://twitter.com/ankit_anubhav/status/1019647993547550720

pOsTSn1F3r

According to Yarix digital security, this is a malware that allows to sniff on HTTPS traffic,
implemented as Apache module.

The tag is: misp-galaxy:malpedia="p0sT5n1F3r"
pOsT5n1F3r is also known as:

Table 1020. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.pOst5n1f3r

https://www.vargroup.it/wp-
content/uploads/2019/10/ReverseEngineering SecurityReport EN_2019.10.16-2.pdf

Penquin Turla
The tag is: misp-galaxy:malpedia="Penquin Turla"
Penquin Turla is also known as:

Table 1021. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.penquin_turla
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/

https://www.blackberry.com/us/en/pdfviewer?file=/content/dam/blackberry-
com/asset/enterprise/pdf/direct/report-bb-decade-of-the-rats.pdf

https://securelist.com/big-threats-using-code-similarity-part-1/97239/
https://securelist.com/an-overview-of-targeted-attacks-and-apts-on-linux/98440/

https://securelist.com/apt-trends-report-q2-2020/97937/
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https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://www.blackberry.com/us/en/pdfviewer?file=/content/dam/blackberry-com/asset/enterprise/pdf/direct/report-bb-decade-of-the-rats.pdf
https://www.blackberry.com/us/en/pdfviewer?file=/content/dam/blackberry-com/asset/enterprise/pdf/direct/report-bb-decade-of-the-rats.pdf
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https://securelist.com/an-overview-of-targeted-attacks-and-apts-on-linux/98440/
https://securelist.com/apt-trends-report-q2-2020/97937/

https://www.leonardocompany.com/documents/20142/10868623/Malware+Technical+Insight+_Turl
a+%E2%80%9CPenquin_x64%E2%80%9D.pdf

https://securelist.com/files/2017/04/Penquins_Moonlit_Maze_PDF_eng.pdf
https://securelist.com/files/2017/04/Penquins_Moonlit_Maze_AppendixB.pdf
https://www.youtube.com/watch?v=]XsjRUxx47E
https://twitter.com/juanandres_gs/status/944741575837528064

PerlBot

The tag is: misp-galaxy:malpedia="PerlBot"
PerlBot is also known as:

e DDoS Perl IrcBot
e ShellBot

Table 1022. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.perlbot
https://jask.com/wp-content/uploads/2019/02/Shellbot-Campaign_v2.pdf

https://documents.trendmicro.com/assets/Perl-
Based_Shellbot_Looks_to_Target_Organizations_via_C&C_appendix.pdf

https://www.trendmicro.com/en_us/research/20/l/teamtnt-now-deploying-ddos-capable-irc-bot-
tntbotinger.html

https://us-cert.cisa.gov/ncas/alerts/aa20-345a
https://twitter.com/Nocturnus/status/1308430959512092673

https://unit42.paloaltonetworks.com/los-zetas-from-eleethub-botnet/

Persirai
The tag is: misp-galaxy:malpedia="Persirai"
Persirai is also known as:

Table 1023. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.persirai

http://blog.trendmicro.com/trendlabs-security-intelligence/persirai-new-internet-things-iot-botnet-
targets-ip-cameras/
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PLEAD (ELF)

The tag is: misp-galaxy:malpedia="PLEAD (ELF)"
PLEAD (ELF) is also known as:

Table 1024. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.plead

https://www.cyberandramen.net/home/blacktech-doesnt-miss-a-step-a-quick-analysis-of-a-busy-
2020

https://blogs.jpcert.or.jp/en/2020/11/elf-plead.html
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://www.macnica.net/file/mpressioncss_ta_report_2019_2_nopw.pdf

https://www.ironnet.com/blog/china-cyber-attacks-the-current-threat-landscape

Prometei
The tag is: misp-galaxy:malpedia="Prometei"
Prometei is also known as:

Table 1025. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.prometei
https://twitter.com/IntezerLabs/status/1338480158249013250
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://blog.talosintelligence.com/2020/07/prometei-botnet-and-its-quest-for-monero.html

https://blog.talosintelligence.com/2020/12/2020-year-in-malware.html

Pro-Ocean

Unit 42 describes this as a malware used by Rocke Group that deploys an XMRig miner.
The tag is: misp-galaxy:malpedia="Pro-Ocean"
Pro-Ocean is also known as:

Table 1026. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.pro_ocean

https://unit42.paloaltonetworks.com/pro-ocean-rocke-groups-new-cryptojacking-malware/
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https://blog.talosintelligence.com/2020/12/2020-year-in-malware.html
https://malpedia.caad.fkie.fraunhofer.de/details/elf.pro_ocean
https://unit42.paloaltonetworks.com/pro-ocean-rocke-groups-new-cryptojacking-malware/

https://seguranca-informatica.pt/new-cryptojacking-malware-called-pro-ocean-is-now-attacking-
apache-oracle-and-redis-servers/

pupy (ELF)

Pupy is an open-source, cross-platform RAT and post-exploitation framework mainly written in
python. Pupy can be loaded from various loaders, including PE EXE, reflective DLL, Linux ELF, pure
python, powershell and APK. Most of the loaders bundle an embedded python runtime, python
library modules in source/compiled/native forms as well as a flexible configuration. They bootstrap
a python runtime environment mostly in-memory for the later stages of pupy to run in. Pupy can
communicate using various transports, migrate into processes, load remote python code, python
packages and python C-extensions from memory.

The tag is: misp-galaxy:malpedia="pupy (ELF)"
pupy (ELF) is also known as:

Table 1027. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.pupy
https://go.recordedfuture.com/hubfs/reports/cta-2020-0123.pdf

https://github.com/n1nj4sec/pupy

QNAPCrypt

The QNAPCrypt ransomware works similarly to other ransomware, including encrypting all files
and delivering a ransom note. However, there are several important differences:

1. The ransom note was included solely as a text file, without any message on the
screen—naturally, because it is a server and not an endpoint.

2. Every victim is provided with a different, unique Bitcoin wallet—this could help the attackers
avoid being traced.

3. Once a victim is compromised, the malware requests a wallet address and a public RSA key
from the command and control server (C&C) before file encryption.

The tag is: misp-galaxy:malpedia="QNAPCrypt"
QNAPCrypt is also known as:
* eChOraix

Table 1028. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.qnapcrypt

https://intezer.com/blog/linux/elf-malware-analysis-101-linux-threats-no-longer-an-afterthought

395


https://seguranca-informatica.pt/new-cryptojacking-malware-called-pro-ocean-is-now-attacking-apache-oracle-and-redis-servers/
https://seguranca-informatica.pt/new-cryptojacking-malware-called-pro-ocean-is-now-attacking-apache-oracle-and-redis-servers/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.pupy
https://go.recordedfuture.com/hubfs/reports/cta-2020-0123.pdf
https://github.com/n1nj4sec/pupy
https://malpedia.caad.fkie.fraunhofer.de/details/elf.qnapcrypt
https://intezer.com/blog/linux/elf-malware-analysis-101-linux-threats-no-longer-an-afterthought

https://www.intezer.com/blog-russian-cybercrime-group-fullofdeep-behind-gqnapcrypt-
ransomware-campaigns/

https://www.anomali.com/blog/the-echOraix-ransomware

https://www.intezer.com/blog-seizing-15-active-ransomware-campaigns-targeting-linux-file-
storage-servers/

https://www.gnap.com/en/security-advisory/QSA-20-02

https://www.intezer.com/blog/malware-analysis/when-viruses-mutate-did-suncrypt-ransomware-
evolve-from-gqnapcrypt

https://www.ibm.com/downloads/cas/Z81AVOY7

QSnatch

The malware infects QNAP NAS devices, is persisting via various mechanisms and resists cleaning
by preventing firmware updates and interfering with QNAP MalwareRemover. The malware steals
passwords and hashes

The tag is: misp-galaxy:malpedia="QSnatch"
QSnatch is also known as:

Table 1029. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.gsnatch
https://bin.re/blog/the-dga-of-gsnatch/
https://www.kyberturvallisuuskeskus.fi/en/news/qsnatch-malware-designed-qnap-nas-devices
https://us-cert.cisa.gov/ncas/alerts/aa20-209a

https://www.ncsc.gov.uk/files/NCSC%20CISA%20Alert%20-QNAP%20NAS%20Devices.pdf

rar2

The tag is: misp-galaxy:malpedia="r2r2"
r2r2 is also known as:

Table 1030. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.r2r2

https://www.guardicore.com/2018/06/operation-prowli-traffic-manipulation-cryptocurrency-
mining/
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Rakos

The tag is: misp-galaxy:malpedia="Rakos"
Rakos is also known as:

Table 1031. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.rakos
http://www.welivesecurity.com/2016/12/20/new-linuxrakos-threat-devices-servers-ssh-scan/

https://journal.cecyf.fr/ojs/index.php/cybin/article/view/16/22

RansomEXX (ELF)

The tag is: misp-galaxy:malpedia="RansomEXX (ELF)"
RansomEXX (ELF) is also known as:
 Defray777

Table 1032. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.ransomexx
https://www.ctir.gov.br/arquivos/alertas/2020/alerta_2020_03_ataques_de_ransomware.pdf
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://www.cybereason.com/blog/cybereason-vs.-ransomexx-ransomware
https://go.crowdstrike.com/rs/281-OBQ-266/images/Report2021GTR.pdf

https://cisoclub.ru/doc/otchet-kompanii-group-ib-ransomware-uncovered-2020-2021/?bp-
attachment=group-ib_ransomware_uncovered_2020-2021.pdf

https://securelist.com/ransomexx-trojan-attacks-linux-systems/99279/

https://www.crowdstrike.com/blog/carbon-spider-sprite-spider-target-esxi-servers-with-
ransomware/?utm_campaign=blog&utm_medium=soc&utm_source=twtr&utm_content=sprout

https://gustavopalazolo.medium.com/ransomexx-an%C3%A1lise-do-ransomware-utilizado-no-
ataque-ao-stj-918001ec8195

RaspberryPiBotnet
The tag is: misp-galaxy:malpedia="RaspberryPiBotnet"
RaspberryPiBotnet is also known as:

Table 1033. Table References
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https://gustavopalazolo.medium.com/ransomexx-an%C3%A1lise-do-ransomware-utilizado-no-ataque-ao-stj-918001ec8195

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.raspberrypibotnet

https://kindredsec.com/2019/06/03/code-analysis-of-basic-cryptomining-malware/

rat_hodin
The tag is: misp-galaxy:malpedia="rat_hodin"
rat_hodin is also known as:

Table 1034. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.rat_hodin
https://github.com/Thibault-69/RAT-Hodin-v2.5

rbs srv
The tag is: misp-galaxy:malpedia="rbs_srv"
rbs_srv is also known as:

Table 1035. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.rbs_srv
https://github.com/Thibault-69/Remote_Shell

RedXOR

The tag is: misp-galaxy:malpedia="RedXOR"
RedXOR is also known as:

Table 1036. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.redxor

https://www.intezer.com/blog/malware-analysis/new-linux-backdoor-redxor-likely-operated-by-
chinese-nation-state-actor/

Rekoobe

A Trojan for Linux intended to infect machines with the SPARC architecture and Intel x86, x86-64
computers. The Trojan’s configuration data is stored in a file encrypted with XOR algorithm
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The tag is: misp-galaxy:malpedia="Rekoobe"
Rekoobe is also known as:

Table 1037. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.rekoobe

https://www.intezer.com/blog/malware-analysis/elf-malware-analysis-101-part-3-advanced-
analysis/

https://intezer.com/blog-linux-rekoobe-operating-with-new-undetected-malware-samples/

https://vms.drweb.com/virus/?i=7754026&Ing=en

reptile
The tag is: misp-galaxy:malpedia="reptile"
reptile is also known as:

Table 1038. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.reptile
https://github.com/fOrb1dd3n/Reptile

Rex
The tag is: misp-galaxy:malpedia="Rex"
Rex is also known as:

Table 1039. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.rex

https://rednaga.io/2016/09/21/reversing_go_binaries_like_a_pro/

RHOMBUS

The tag is: misp-galaxy:malpedia="RHOMBUS"
RHOMBUS is also known as:

Table 1040. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.rhombus
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https://old.reddit.com/r/LinuxMalware/comments/fh3zar/memo_rhombus_an_elf bot_installerdrop
per/

Roboto

P2P Botnet discovered by Netlab360. The botnet infects linux servers via the Webmin RCE
vulnerability (CVE-2019-15107) which allows attackers to run malicious code with root privileges
and take over older Webmin versions. Based on the Netlabs360 analysis, the botnet serves mainly 7
functions: reverse shell, self-uninstall, gather process' network information, gather Bot
information, execute system commands, run encrypted files specified in URLs and four DDoS attack
methods: ICMP Flood, HTTP Flood, TCP Flood, and UDP Flood.

The tag is: misp-galaxy:malpedia="Roboto"
Roboto is also known as:

Table 1041. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.roboto
https://blog.netlab.360.com/the-awaiting-roboto-botnet-en

https://www.zdnet.com/article/new-roboto-botnet-emerges-targeting-linux-servers-running-
webmin

Satori

Satori is a variation of elf.mirai which was first detected around 2017-11-27 by 360 Netlab. It uses
exploit to exhibit worm-like behaviour to spread over ports 37215 and 52869 (CVE-2014-8361).

The tag is: misp-galaxy:malpedia="Satori"
Satori is also known as:

Table 1042. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.satori
https://www.arbornetworks.com/blog/asert/the-arc-of-satori/

http://blog.netlab.360.com/art-of-steal-satori-variant-is-robbing-eth-bitcoin-by-replacing-wallet-
address-en/

https://blog.radware.com/security/botnets/2018/02/new-satori-botnet-variant-enslaves-thousands-
dasan-wifi-routers/

http://www.eweek.com/security/collaborative-takedown-kills-iot-worm-satori

http://blog.netlab.360.com/warning-satori-a-new-mirai-variant-is-spreading-in-worm-style-on-port-
37215-and-52869-en/
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https://krebsonsecurity.com/2018/09/alleged-satori-iot-botnet-operator-sought-media-spotlight-got-
indicted/

ShellBind

The tag is: misp-galaxy:malpedia="ShellBind"
ShellBind is also known as:

Table 1043. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.shellbind

http://blog.trendmicro.com/trendlabs-security-intelligence/linux-users-urged-update-new-threat-
exploits-sambacry

Shishiga
The tag is: misp-galaxy:malpedia="Shishiga”
Shishiga is also known as:

Table 1044. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.shishiga

https://www.welivesecurity.com/2017/04/25/linux-shishiga-malware-using-lua-scripts/

Silex
The tag is: misp-galaxy:malpedia="Silex"
Silex is also known as:

* silexbot

Table 1045. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.silex

https://www.bleepingcomputer.com/news/security/new-silex-malware-trashes-iot-devices-using-
default-passwords/

SLAPSTICK

According to FireEye, SLAPSTICK is a Solaris PAM backdoor that grants a user access to the system
with a secret, hard-coded password.
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The tag is: misp-galaxy:malpedia="SLAPSTICK"
SLAPSTICK is also known as:

Table 1046. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.slapstick

https://www.fireeye.com/blog/threat-research/2020/11/live-off-the-land-an-overview-of-
unc1945.html

Spamtorte
The tag is: misp-galaxy:malpedia="Spamtorte"
Spamtorte is also known as:

Table 1047. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.spamtorte

https://cis.verint.com/2016/11/08/spamtorte-version-2/

SpeakUp
The tag is: misp-galaxy:malpedia="SpeakUp"
SpeakUp is also known as:

Table 1048. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.speakup

https://research.checkpoint.com/speakup-a-new-undetected-backdoor-linux-trojan/

Specter
The tag is: misp-galaxy:malpedia="Specter"
Specter is also known as:

Table 1049. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.specter

https://blog.netlab.360.com/ghost-in-action-the-specter-botnet/
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Speculoos
The tag is: misp-galaxy:malpedia="Speculoos"
Speculoos is also known as:

Table 1050. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.speculoos

https://www.fireeye.com/blog/threat-research/2020/03/apt41-initiates-global-intrusion-campaign-
using-multiple-exploits.html

https://www.secureworks.com/research/threat-profiles/bronze-atlas

https://unit42.paloaltonetworks.com/apt41-using-new-speculoos-backdoor-to-target-organizations-
globally/

SSHDoor

The tag is: misp-galaxy:malpedia="SSHDoor"
SSHDoor is also known as:

Table 1051. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.sshdoor

https://www.welivesecurity.com/2013/01/24/linux-sshdoor-a-backdoored-ssh-daemon-that-steals-
passwords/

http://contagiodump.blogspot.com/2013/02/linux-sshdoor-sample.html

Stantinko
The tag is: misp-galaxy:malpedia="Stantinko"
Stantinko is also known as:

Table 1052. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.stantinko
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://www.welivesecurity.com/2020/08/07/stadeo-deobfuscating-stantinko-and-more/

https://www.welivesecurity.com/2020/03/19/stantinko-new-cryptominer-unique-obfuscation-
techniques/
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https://www.welivesecurity.com/2017/07/20/stantinko-massive-adware-campaign-operating-
covertly-since-2012/

https://www.welivesecurity.com/2019/11/26/stantinko-botnet-adds-cryptomining-criminal-
activities/

https://www.intezer.com/blog/research/stantinkos-proxy-after-your-apache-server/

STEELCORGI

According to FireEye, STEELCORGI is a packer for Linux ELF files that makes use of execution
guardrails by sourcing decryption key material from environment variables.

The tag is: misp-galaxy:malpedia="STEELCORGI"
STEELCORGI is also known as:

Table 1053. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.steelcorgi

https://www.fireeye.com/blog/threat-research/2020/11/live-off-the-land-an-overview-of-
unc1945.html

https://yoroi.company/research/opening-steelcorgi-a-sophisticated-apt-swiss-army-knife/

Sunless
The tag is: misp-galaxy:malpedia="Sunless"
Sunless is also known as:

Table 1054. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.sunless

https://www.securityartwork.es/2019/01/09/analisis-de-linux-sunless/

sustes miner

Sustes Malware doesn’t infect victims by itself (it’s not a worm) but it is spread over exploitation
and brute-force activities with special focus on IoT and Linux servers. The initial infection stage
comes from a custom wget directly on the victim machine followed by a simple /bin/bash mr.sh.
The script is a simple bash script which drops and executes additional software.

The tag is: misp-galaxy:malpedia="sustes miner"

sustes miner is also known as:
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https://www.welivesecurity.com/2019/11/26/stantinko-botnet-adds-cryptomining-criminal-activities/
https://www.welivesecurity.com/2019/11/26/stantinko-botnet-adds-cryptomining-criminal-activities/
https://www.intezer.com/blog/research/stantinkos-proxy-after-your-apache-server/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.steelcorgi
https://www.fireeye.com/blog/threat-research/2020/11/live-off-the-land-an-overview-of-unc1945.html
https://www.fireeye.com/blog/threat-research/2020/11/live-off-the-land-an-overview-of-unc1945.html
https://yoroi.company/research/opening-steelcorgi-a-sophisticated-apt-swiss-army-knife/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.sunless
https://www.securityartwork.es/2019/01/09/analisis-de-linux-sunless/

Table 1055. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.sustes

https://marcoramilli.com/2018/09/20/sustes-malware-cpu-for-monero/

TeamTNT

The tag is: misp-galaxy:malpedia="TeamTNT"
TeamTNT is also known as:

Table 1056. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.teamtnt

https://cybersecurity.att.com/blogs/labs-research/teamtnt-delivers-malware-with-new-detection-
evasion-tool

https://www.cadosecurity.com/2020/08/17/teamtnt-the-first-crypto-mining-worm-to-steal-aws-
credentials/

https://blog.aquasec.com/teamtnt-campaign-against-docker-kubernetes-environment
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/

https://unit42.paloaltonetworks.com/hildegard-malware-teamtnt/

TheMoon

The tag is: misp-galaxy:malpedia="TheMoon"
TheMoon is also known as:

Table 1057. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.themoon
https://www.fortinet.com/blog/threat-research/themoon-a-p2p-botnet-targeting-home-routers

https://www.sans.org/reading-room/whitepapers/malicious/analyzing-backdoor-bot-mips-platform-
35902

TNTbotinger

The tag is: misp-galaxy:malpedia="TNTbotinger"
TNTbotinger is also known as:

Table 1058. Table References
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https://www.sans.org/reading-room/whitepapers/malicious/analyzing-backdoor-bot-mips-platform-35902
https://www.sans.org/reading-room/whitepapers/malicious/analyzing-backdoor-bot-mips-platform-35902

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.tntbotinger

https://www.trendmicro.com/en_us/research/20/l/teamtnt-now-deploying-ddos-capable-irc-bot-
tntbotinger.html

Torii

The tag is: misp-galaxy:malpedia="Torii"
Torii is also known as:

Table 1059. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.torii

https://blog.avast.com/new-torii-botnet-threat-research

Trump Bot
The tag is: misp-galaxy:malpedia="Trump Bot"
Trump Bot is also known as:

Table 1060. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.trump_bot

http://paper.seebug.org/345/

TSCookie

The tag is: misp-galaxy:malpedia="TSCookie"
TSCookie is also known as:

Table 1061. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.tscookie
https://blogs.jpcert.or.jp/en/2020/03/elf-tscookie.html

https://www.cyberandramen.net/home/blacktech-doesnt-miss-a-step-a-quick-analysis-of-a-busy-
2020

https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/

https://jsac.jpcert.or.jp/archive/2020/pdf/JSAC2020_0_JPCERT_en.pdf
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https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://jsac.jpcert.or.jp/archive/2020/pdf/JSAC2020_0_JPCERT_en.pdf

https://www.macnica.net/pdf/mpressioncss_ta_report_2019_4_en.pdf
https://www.macnica.net/file/mpressioncss_ta_report_2019_4.pdf

https://www.slideshare.net/codeblue_jp/cb19-cyber-threat-landscape-in-japan-revealing-threat-in-
the-shadow-by-chi-en-shen-ashley-oleg-bondarenko

https://summit.fireeye.com/content/dam/fireeye-www/summit/cds-2019/presentations/cds19-
executive-s08-achievement-unlocked.pdf

https://www.macnica.net/file/mpressioncss_ta_report_2019_2_nopw.pdf

https://www.ironnet.com/blog/china-cyber-attacks-the-current-threat-landscape

tsh

The tag is: misp-galaxy:malpedia="tsh"
tsh is also known as:

Table 1062. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.tsh

https://github.com/creaktive/tsh

Tsunami (ELF)

The tag is: misp-galaxy:malpedia="Tsunami (ELF)"
Tsunami (ELF) is also known as:

* Amnesia
¢ Muhstik

e Radiation

Table 1063. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.tsunami
https://blog.aquasec.com/fileless-malware-container-security
https://securelist.com/an-overview-of-targeted-attacks-and-apts-on-linux/98440/
https://threatpost.com/muhstik-botnet-exploits-highly-critical-drupal-bug/131360/
http://get.cyberx-labs.com/radiation-report
https://www.lacework.com/meet-muhstik-iot-botnet-infecting-cloud-servers/

http://researchcenter.paloaltonetworks.com/2017/04/unit42-new-iotlinux-malware-targets-dvrs-
forms-botnet/

407


https://www.macnica.net/pdf/mpressioncss_ta_report_2019_4_en.pdf
https://www.macnica.net/file/mpressioncss_ta_report_2019_4.pdf
https://www.slideshare.net/codeblue_jp/cb19-cyber-threat-landscape-in-japan-revealing-threat-in-the-shadow-by-chi-en-shen-ashley-oleg-bondarenko
https://www.slideshare.net/codeblue_jp/cb19-cyber-threat-landscape-in-japan-revealing-threat-in-the-shadow-by-chi-en-shen-ashley-oleg-bondarenko
https://summit.fireeye.com/content/dam/fireeye-www/summit/cds-2019/presentations/cds19-executive-s08-achievement-unlocked.pdf
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https://threatpost.com/muhstik-botnet-exploits-highly-critical-drupal-bug/131360/
http://get.cyberx-labs.com/radiation-report
https://www.lacework.com/meet-muhstik-iot-botnet-infecting-cloud-servers/
http://researchcenter.paloaltonetworks.com/2017/04/unit42-new-iotlinux-malware-targets-dvrs-forms-botnet/
http://researchcenter.paloaltonetworks.com/2017/04/unit42-new-iotlinux-malware-targets-dvrs-forms-botnet/

Turla RAT

The tag is: misp-galaxy:malpedia="Turla RAT"
Turla RAT is also known as:

Table 1064. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.turla_rat

Umbreon
The tag is: misp-galaxy:malpedia="Umbreon”
Umbreon is also known as:

* Espeon

Table 1065. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.umbreon

http://blog.trendmicro.com/trendlabs-security-intelligence/pokemon-themed-umbreon-linux-
rootkit-hits-x86-arm-systems/

http://contagiodump.blogspot.com/2018/03/rootkit-umbreon-umreon-x86-arm-samples.html

Unidentified Linux 001

According to Cybereason, these scripts have been used in an ongoing campaign exploiting a
widespread vulnerability in linux email servers. This attack leverages a week-old vulnerability to
gain remote command execution on the target machine, search the Internet for other machines to
infect, and initiates a crypto miner.

The tag is: misp-galaxy:malpedia="Unidentified Linux 001"
Unidentified Linux 001 is also known as:

Table 1066. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.unidentified_001

https://www.cybereason.com/blog/new-pervasive-worm-exploiting-linux-exim-server-vulnerability

Unidentified Linux 002

Golang-based RAT that offers execution of shell commands and download+run capability.
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The tag is: misp-galaxy:malpedia="Unidentified Linux 002"
Unidentified Linux 002 is also known as:

Table 1067. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.unidentified_002

https://1abs.bitdefender.com/2020/10/theres-a-new-a-golang-written-rat-in-town/

elf.vpnfilter
The tag is: misp-galaxy:malpedia="elf.vpnfilter"
elf.vpnfilter is also known as:

Table 1068. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.vpnfilter

https://www.trendmicro.com/en_us/research/21/a/vpnfilter-two-years-later-routers-still-
compromised-.html

https://blog.talosintelligence.com/2018/06/vpnfilter-update.html?m=1

https://i.blackhat.com/USA-19/Thursday/us-19-Doerr-The-Enemy-Within-Modern-Supply-Chain-
Attacks.pdf

https://blog.talosintelligence.com/2018/09/vpnfilter-part-3.html
https://securelist.com/vpnfilter-exif-to-c2-mechanism-analysed/85721/

https://blog.trendmicro.com/trendlabs-security-intelligence/vpnfilter-affected-devices-still-riddled-
with-19-vulnerabilities

https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf
https://blog.talosintelligence.com/2019/05/one-year-later-vpnfilter-catastrophe.html

https://www.justice.gov/opa/pr/justice-department-announces-actions-disrupt-advanced-persistent-
threat-28-botnet-infected

https://www.gov.uk/government/news/uk-exposes-series-of-russian-cyber-attacks-against-olympic-
and-paralympic-games

https://msrc-blog.microsoft.com/2019/08/05/corporate-iot-a-path-to-intrusion/
https://blog.talosintelligence.com/2018/05/VPNFilter.html

https://www.sophos.com/en-us/medialibrary/PDFs/technical-papers/sophos-VPN-Filter-analysis-
v2.pdf?la=en

https://www.symantec.com/blogs/threat-intelligence/vpnfilter-iot-malware
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WatchBog

According to Intezer, this is a spreader module used by WatchBog. It is a dynamically linked ELF
executable, compiled with Cython. C&C adresses are fetched from Pastebin. C&C communication
references unique identification keys per victim. It contains a BlueKeep scanner, reporting
positively scanned hosts to the C&C server (RC4 encrypted within SSL/TLS). It contains 5 exploits
targeting Jira, Exim, Solr, Jenkins and Nexus Repository Manager 3.

The tag is: misp-galaxy:malpedia="WatchBog"
WatchBog is also known as:

Table 1069. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.watchbog

https://intezer.com/blog/linux/watching-the-watchbog-new-bluekeep-scanner-and-linux-exploits/

WellMail

The tag is: misp-galaxy:malpedia="WellMail"
WellMail is also known as:

Table 1070. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.wellmail
https://us-cert.cisa.gov/ncas/analysis-reports/ar20-198c
https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://www.pwc.co.uk/issues/cyber-security-services/insights/wellmail.html
https://securelist.com/apt-trends-report-q3-2020/99204/
https://www.ncsc.gov.uk/files/Advisory-APT29-targets-COVID-19-vaccine-development.pdf
https://www.intezer.com/wp-content/uploads/2021/02/Intezer-2020-Go-Malware-Round-Up.pdf
https://www.ironnet.com/blog/russian-cyber-attack-campaigns-and-actors

https://blog.talosintelligence.com/2020/08/attribution-puzzle.html

elf.wellmess
The tag is: misp-galaxy:malpedia="elf.wellmess"
elf.wellmess is also known as:

Table 1071. Table References
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Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.wellmess

https://www.botconf.eu/wp-content/uploads/2018/12/2018-Y-Ishikawa-S-Nagano-Lets-go-with-a-Go-
RAT-_final.pdf

https://www.intezer.com/blog/cloud-security/top-linux-cloud-threats-of-2020/
https://www.pwec.co.uk/cyber-security/pdf/pwc-cyber-threats-2020-a-year-in-retrospect.pdf
https://www.intezer.com/wp-content/uploads/2021/02/Intezer-2020-Go-Malware-Round-Up.pdf
https://securelist.com/an-overview-of-targeted-attacks-and-apts-on-linux/98440/
https://www.ncsc.gov.uk/files/Advisory-APT29-targets-COVID-19-vaccine-development.pdf
https://securelist.com/apt-trends-report-q2-2020/97937/
https://www.ironnet.com/blog/russian-cyber-attack-campaigns-and-actors
https://blogs.jpcert.or.jp/en/2018/07/malware-wellmes-9b78.html

https://www.pwc.co.uk/issues/cyber-security-services/insights/wellmess-analysis-command-
control.html

https://www.pwc.co.uk/issues/cyber-security-services/insights/cleaning-up-after-wellmess.html

https://blog.talosintelligence.com/2020/08/attribution-puzzle.html

Winnti (ELF)

The tag is: misp-galaxy:malpedia="Winnti (ELF)"
Winnti (ELF) is also known as:

Table 1072. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.winnti
https://intezer.com/blog/linux/elf-malware-analysis-101-linux-threats-no-longer-an-afterthought
https://www.secureworks.com/research/threat-profiles/bronze-atlas

https://medium.com/chronicle-blog/winnti-more-than-just-windows-and-gates-e4f03436031a

Wirenet (ELF)

The tag is: misp-galaxy:malpedia="Wirenet (ELF)"
Wirenet (ELF) is also known as:

Table 1073. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.wirenet
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http://contagiodump.blogspot.com/2012/12/aug-2012-backdoorwirenet-osx-and-linux.html
https:/mnews.drweb.com/show/?i=2679&Ing=en&c=14

X-Agent (ELF)
The tag is: misp-galaxy:malpedia="X-Agent (ELF)"
X-Agent (ELF) is also known as:

* chopstick

* fyshis

* splm
Table 1074. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.xagent
https://unit42.paloaltonetworks.com/a-look-into-fyshis-sofacys-linux-backdoor/
https://securelist.com/an-overview-of-targeted-attacks-and-apts-on-linux/98440/
http://researchcenter.paloaltonetworks.com/2016/02/a-look-into-fysbis-sofacys-linux-backdoor/
http://www.welivesecurity.com/wp-content/uploads/2016/10/eset-sednit-part-2.pdf
https://contagiodump.blogspot.de/2017/02/russian-apt-apt28-collection-of-samples.html
https://www.crowdstrike.com/blog/bears-midst-intrusion-democratic-national-committee/
https://www.secureworks.com/research/threat-profiles/iron-twilight

https://download.bitdefender.com/resources/media/materials/white-papers/en/Bitdefender_In-
depth_analysis_of APT28%E2%80%93The_Political Cyber-Espionage.pdf

Xanthe

The tag is: misp-galaxy:malpedia="Xanthe"
Xanthe is also known as:

Table 1075. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.xanthe

https://blog.talosintelligence.com/2020/12/xanthe-docker-aware-miner.html

Xaynnalc

The tag is: misp-galaxy:malpedia="Xaynnalc"
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http://contagiodump.blogspot.com/2012/12/aug-2012-backdoorwirenet-osx-and-linux.html
https://news.drweb.com/show/?i=2679&lng=en&c=14
https://malpedia.caad.fkie.fraunhofer.de/details/elf.xagent
https://unit42.paloaltonetworks.com/a-look-into-fysbis-sofacys-linux-backdoor/
https://securelist.com/an-overview-of-targeted-attacks-and-apts-on-linux/98440/
http://researchcenter.paloaltonetworks.com/2016/02/a-look-into-fysbis-sofacys-linux-backdoor/
http://www.welivesecurity.com/wp-content/uploads/2016/10/eset-sednit-part-2.pdf
https://contagiodump.blogspot.de/2017/02/russian-apt-apt28-collection-of-samples.html
https://www.crowdstrike.com/blog/bears-midst-intrusion-democratic-national-committee/
https://www.secureworks.com/research/threat-profiles/iron-twilight
https://download.bitdefender.com/resources/media/materials/white-papers/en/Bitdefender_In-depth_analysis_of_APT28%E2%80%93The_Political_Cyber-Espionage.pdf
https://download.bitdefender.com/resources/media/materials/white-papers/en/Bitdefender_In-depth_analysis_of_APT28%E2%80%93The_Political_Cyber-Espionage.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/elf.xanthe
https://blog.talosintelligence.com/2020/12/xanthe-docker-aware-miner.html

Xaynnalc is also known as:

Table 1076. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.xaynnalc
https://twitter.com/michalmalik/status/846368624147353601

Xbash

The tag is: misp-galaxy:malpedia="Xbash"
Xbash is also known as:

Table 1077. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf.xbash

https://researchcenter.paloaltonetworks.com/2018/09/unit42-xbash-combines-botnet-ransomware-

coinmining-worm-targets-linux-windows/

XOR DDoS
Linux DDoS C&C Malware
The tag is: misp-galaxy:malpedia="XOR DDoS"
XOR DDoS is also known as:
* XORDDOS

Table 1078. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/elf. xorddos
https://www.virusbulletin.com/uploads/pdf/conference/vb2015/KalnaiHorejsi-VB2015.pdf

https://www.blackberry.com/us/en/pdfviewer?file=/content/dam/blackberry-
com/asset/enterprise/pdf/direct/report-bb-decade-of-the-rats.pdf

https://blog.nsfocusglobal.com/threats/vulnerability-analysis/analysis-report-of-the-xorddos-
malware-family/

https://blog.checkpoint.com/wp-content/uploads/2015/10/sb-report-threat-intelligence-
groundhog.pdf
https://www.fireeye.com/blog/threat-research/2015/02/anatomy_of_a_brutef.html

http://blog.malwaremustdie.org/2014/09/mmd-0028-2014-fuzzy-reversing-new-china.html
https://en.wikipedia.org/wiki/Xor_DDoS
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https://twitter.com/michalmalik/status/846368624147353601
https://malpedia.caad.fkie.fraunhofer.de/details/elf.xbash
https://researchcenter.paloaltonetworks.com/2018/09/unit42-xbash-combines-botnet-ransomware-coinmining-worm-targets-linux-windows/
https://researchcenter.paloaltonetworks.com/2018/09/unit42-xbash-combines-botnet-ransomware-coinmining-worm-targets-linux-windows/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.xorddos
https://www.virusbulletin.com/uploads/pdf/conference/vb2015/KalnaiHorejsi-VB2015.pdf
https://www.blackberry.com/us/en/pdfviewer?file=/content/dam/blackberry-com/asset/enterprise/pdf/direct/report-bb-decade-of-the-rats.pdf
https://www.blackberry.com/us/en/pdfviewer?file=/content/dam/blackberry-com/asset/enterprise/pdf/direct/report-bb-decade-of-the-rats.pdf
https://blog.nsfocusglobal.com/threats/vulnerability-analysis/analysis-report-of-the-xorddos-malware-family/
https://blog.nsfocusglobal.com/threats/vulnerability-analysis/analysis-report-of-the-xorddos-malware-family/
https://blog.checkpoint.com/wp-content/uploads/2015/10/sb-report-threat-intelligence-groundhog.pdf
https://blog.checkpoint.com/wp-content/uploads/2015/10/sb-report-threat-intelligence-groundhog.pdf
https://www.fireeye.com/blog/threat-research/2015/02/anatomy_of_a_brutef.html
http://blog.malwaremustdie.org/2014/09/mmd-0028-2014-fuzzy-reversing-new-china.html
https://en.wikipedia.org/wiki/Xor_DDoS

https://www.lacework.com/groundhog-botnet-rapidly-infecting-cloud/

https://www.intezer.com/blog/malware-analysis/new-linux-backdoor-redxor-likely-operated-by-
chinese-nation-state-actor/

https://bartblaze.blogspot.com/2015/09/notes-on-linuxxorddos.html
https://blog.avast.com/2015/01/06/linux-ddos-trojan-hiding-itself-with-an-embedded-rootkit/

https://blog.trendmicro.com/trendlabs-security-intelligence/xorddos-kaiji-botnet-malware-
variants-target-exposed-docker-servers/

Zollard

The tag is: misp-galaxy:malpedia="Zollard"
Zollard is also known as:
* darlloz

Table 1079. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/elf.zollard

https://blogs.cisco.com/security/the-internet-of-everything-including-malware

AutoCAD Downloader

Small downloader composed as a Fast-AutoLoad LISP (FAS) module for AutoCAD.
The tag is: misp-galaxy:malpedia="AutoCAD Downloader"

AutoCAD Downloader is also known as:

e Acad.Bursted

e Duxfas

Table 1080. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/fas.acad
https://github.com/Hopfengetraenk/Fas-Disasm

https://www.forcepoint.com/blog/security-labs/autocad-malware-computer-aided-theft

DualToy (i0S)

The tag is: misp-galaxy:malpedia="DualToy (i0S)"

DualToy (10S) is also known as:
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https://www.lacework.com/groundhog-botnet-rapidly-infecting-cloud/
https://www.intezer.com/blog/malware-analysis/new-linux-backdoor-redxor-likely-operated-by-chinese-nation-state-actor/
https://www.intezer.com/blog/malware-analysis/new-linux-backdoor-redxor-likely-operated-by-chinese-nation-state-actor/
https://bartblaze.blogspot.com/2015/09/notes-on-linuxxorddos.html
https://blog.avast.com/2015/01/06/linux-ddos-trojan-hiding-itself-with-an-embedded-rootkit/
https://blog.trendmicro.com/trendlabs-security-intelligence/xorddos-kaiji-botnet-malware-variants-target-exposed-docker-servers/
https://blog.trendmicro.com/trendlabs-security-intelligence/xorddos-kaiji-botnet-malware-variants-target-exposed-docker-servers/
https://malpedia.caad.fkie.fraunhofer.de/details/elf.zollard
https://blogs.cisco.com/security/the-internet-of-everything-including-malware
https://malpedia.caad.fkie.fraunhofer.de/details/fas.acad
https://github.com/Hopfengetraenk/Fas-Disasm
https://www.forcepoint.com/blog/security-labs/autocad-malware-computer-aided-theft

Table 1081. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/ios.dualtoy

http://researchcenter.paloaltonetworks.com/2016/09/dualtoy-new-windows-trojan-sideloads-risky-
apps-to-android-and-ios-devices/

Guilnject
The tag is: misp-galaxy:malpedia="Guilnject”
Guilnject is also known as:

Table 1082. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/ios.guiinject

https://sentinelone.com/blogs/analysis-ios-guiinject-adware-library/

lightSpy
The tag is: misp-galaxy:malpedia="lightSpy"
lightSpy is also known as:

Table 1083. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/ios.lightspy
https://securelist.com/ios-exploit-chain-deploys-lightspy-malware/96407/

https://blog.trendmicro.com/trendlabs-security-intelligence/operation-poisoned-news-hong-kong-
users-targeted-with-mobile-malware-via-local-news-links/

https://documents.trendmicro.com/assets/Tech-Brief-Operation-Poisoned-News-Hong-Kong-Users-
Targeted-with-Mobile-Malware-via-Local-News-Links.pdf

PoisonCarp
The tag is: misp-galaxy:malpedia="PoisonCarp"
PoisonCarp is also known as:

* INSOMNIA

Table 1084. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/ios.poisoncarp
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http://researchcenter.paloaltonetworks.com/2016/09/dualtoy-new-windows-trojan-sideloads-risky-apps-to-android-and-ios-devices/
http://researchcenter.paloaltonetworks.com/2016/09/dualtoy-new-windows-trojan-sideloads-risky-apps-to-android-and-ios-devices/
https://malpedia.caad.fkie.fraunhofer.de/details/ios.guiinject
https://sentinelone.com/blogs/analysis-ios-guiinject-adware-library/
https://malpedia.caad.fkie.fraunhofer.de/details/ios.lightspy
https://securelist.com/ios-exploit-chain-deploys-lightspy-malware/96407/
https://blog.trendmicro.com/trendlabs-security-intelligence/operation-poisoned-news-hong-kong-users-targeted-with-mobile-malware-via-local-news-links/
https://blog.trendmicro.com/trendlabs-security-intelligence/operation-poisoned-news-hong-kong-users-targeted-with-mobile-malware-via-local-news-links/
https://documents.trendmicro.com/assets/Tech-Brief-Operation-Poisoned-News-Hong-Kong-Users-Targeted-with-Mobile-Malware-via-Local-News-Links.pdf
https://documents.trendmicro.com/assets/Tech-Brief-Operation-Poisoned-News-Hong-Kong-Users-Targeted-with-Mobile-Malware-via-Local-News-Links.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/ios.poisoncarp

https://citizenlab.ca/2019/09/poison-carp-tibetan-groups-targeted-with-1-click-mobile-exploits/

https://blog.trendmicro.com/trendlabs-security-intelligence/new-android-spyware-actionspy-
revealed-via-phishing-attacks-from-earth-empusa/

https://googleprojectzero.blogspot.com/2019/08/implant-teardown.html

WireLurker (i0S)

The i0S malware that is installed over USB by osx.wirelurker
The tag is: misp-galaxy:malpedia="WireLurker (i0S)"
WireLurker (i0S) is also known as:

Table 1085. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/ios.wirelurker

https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/Unit_42/unit42-
wirelurker.pdf

X-Agent (10S)
The tag is: misp-galaxy:malpedia="X-Agent (i0S)"
X-Agent (i0S) is also known as:

Table 1086. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/ios.xagent

https://www.secureworks.com/research/threat-profiles/iron-twilight

https://blog.trendmicro.com/trendlabs-security-intelligence/pawn-storm-update-ios-espionage-app-

found/

AdWind

Part of Malware-as-service platform Used as a generic name for Java-based RAT Functionality -
collect general system and user information - terminate process -log keystroke -take screenshot and
access webcam - steal cache password from local or web forms - download and execute Malware -

modify registry - download components - Denial of Service attacks - Acquire VPN certificates
Initial infection vector 1. Email to JAR files attached 2. Malspam URL to downlaod the malware
Persistence - Runkey - HKCU\Software\Microsoft\Windows\current version\run

Hiding Uses attrib.exe
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https://blog.trendmicro.com/trendlabs-security-intelligence/new-android-spyware-actionspy-revealed-via-phishing-attacks-from-earth-empusa/
https://blog.trendmicro.com/trendlabs-security-intelligence/new-android-spyware-actionspy-revealed-via-phishing-attacks-from-earth-empusa/
https://googleprojectzero.blogspot.com/2019/08/implant-teardown.html
https://malpedia.caad.fkie.fraunhofer.de/details/ios.wirelurker
https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/Unit_42/unit42-wirelurker.pdf
https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/Unit_42/unit42-wirelurker.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/ios.xagent
https://www.secureworks.com/research/threat-profiles/iron-twilight
https://blog.trendmicro.com/trendlabs-security-intelligence/pawn-storm-update-ios-espionage-app-found/
https://blog.trendmicro.com/trendlabs-security-intelligence/pawn-storm-update-ios-espionage-app-found/

Notes on Adwind The malware is not known to be proxy aware
The tag is: misp-galaxy:malpedia="AdWind"
AdWind is also known as:

* AlienSpy
* Frutas

* JBifrost
* JSocket
* Sockrat

* UNRECOM

Table 1087. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/jar.adwind
https://dissectingmalware.blogspot.com/2018/08/export-jratadwind-config-with-x32dbg.html

https://www.fortinet.com/blog/threat-research/new-jrat-adwind-variant-being-spread-with-
package-delivery-scam.html

https://blogs.seqrite.com/evolution-of-jrat-java-malware/
https://research.checkpoint.com/malware-against-the-c-monoculture/
http://malware-traffic-analysis.net/2017/07/04/index.html
http://blog.trendmicro.com/trendlabs-security-intelligence/spam-remote-access-trojan-adwind-jrat
https://gist.github.com/herrcore/8336975475e88f9bc539d94000412885
https://blog.talosintelligence.com/2018/09/adwind-dodgesav-dde.html

https://www.spamhaus.org/news/images/botnet-report-2020-q2/2020-q2-spamhaus-botnet-threat-
report.pdf

https://www.zscaler.com/blogs/research/compromised-wordpress-sites-used-distribute-adwind-rat
https://marcoramilli.com/2018/08/20/interesting-hidden-threat-since-years/

https://www.securityinbits.com/malware-analysis/interesting-tactic-by-ratty-adwind-distribution-
of-jar-appended-to-signed-msi/

https://citizenlab.ca/2015/12/packrat-report/

Adzok

The tag is: misp-galaxy:malpedia="Adzok"
Adzok is also known as:

Table 1088. Table References
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https://www.fortinet.com/blog/threat-research/new-jrat-adwind-variant-being-spread-with-package-delivery-scam.html
https://www.fortinet.com/blog/threat-research/new-jrat-adwind-variant-being-spread-with-package-delivery-scam.html
https://blogs.seqrite.com/evolution-of-jrat-java-malware/
https://research.checkpoint.com/malware-against-the-c-monoculture/
http://malware-traffic-analysis.net/2017/07/04/index.html
http://blog.trendmicro.com/trendlabs-security-intelligence/spam-remote-access-trojan-adwind-jrat
https://gist.github.com/herrcore/8336975475e88f9bc539d94000412885
https://blog.talosintelligence.com/2018/09/adwind-dodgesav-dde.html
https://www.spamhaus.org/news/images/botnet-report-2020-q2/2020-q2-spamhaus-botnet-threat-report.pdf
https://www.spamhaus.org/news/images/botnet-report-2020-q2/2020-q2-spamhaus-botnet-threat-report.pdf
https://www.zscaler.com/blogs/research/compromised-wordpress-sites-used-distribute-adwind-rat
https://marcoramilli.com/2018/08/20/interesting-hidden-threat-since-years/
https://www.securityinbits.com/malware-analysis/interesting-tactic-by-ratty-adwind-distribution-of-jar-appended-to-signed-msi/
https://www.securityinbits.com/malware-analysis/interesting-tactic-by-ratty-adwind-distribution-of-jar-appended-to-signed-msi/
https://citizenlab.ca/2015/12/packrat-report/

Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.adzok

https://citizenlab.ca/2015/12/packrat-report/

Banload
The tag is: misp-galaxy:malpedia="Banload"
Banload is also known as:

Table 1089. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.banload
https://colin.guru/index.php?title=Advanced_Banload_Analysis

https://www.welivesecurity.com/wp-content/uploads/2015/05/CPL-Malware-in-Brasil-zx02m.pdf

https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-
description?name=TrojanDownloader%3AWin32%2FBanload

Blue Banana RAT

The tag is: misp-galaxy:malpedia="Blue Banana RAT"
Blue Banana RAT is also known as:

Table 1090. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.bluebanana

https://www.virustotal.com/gui/file/60faab36491e07f10bf6a3ebe66ed9238459b2af7e36118fccd5058
3728141a4/community

CrossRAT

The tag is: misp-galaxy:malpedia="CrossRAT"
CrossRAT is also known as:
* Trupto

Table 1091. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/jar.crossrat

https://objective-see.com/blog/blog_0x28.html
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https://malpedia.caad.fkie.fraunhofer.de/details/jar.crossrat
https://objective-see.com/blog/blog_0x28.html

https://info.lookout.com/rs/051-ESQ-475/images/Lookout_Dark-Caracal_srr_20180118_us_v.1.0.pdf

FEimea RAT

The tag is: misp-galaxy:malpedia="FEimea RAT"
FEimea RAT is also known as:

Table 1092. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.feimea_rat

https://dfir.it/blog/2019/02/26/the-supreme-backdoor-factory/

IceRat

According to Karsten Hahn, this malware is actually written in JPHP, but can be treated similar to
.class files produced by Java. IceRat has been observed to carry out information stealing and
mining.

The tag is: misp-galaxy:malpedia="IceRat"
IceRat is also known as:

Table 1093. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/jar.icerat

https://www.gdatasoftware.com/blog/icerat-evades-antivirus-by-using-jphp

JavaDispCash

JavaDispCash is a piece of malware designed for ATMs. The compromise happens by using the JVM
attach-API on the ATM’s local application and the goal is to remotely control its operation. The
malware’s primary feature is the ability to dispense cash. The malware also spawns a local port
(65413) listening for commands from the attacker which needs to be located in the same internal
network.

The tag is: misp-galaxy:malpedia="JavaDispCash"
JavaDispCash is also known as:

Table 1094. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.javadispcash

https://twitter.com/r3cOnst/status/1111254169623674882
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https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-
Singapore

JavaLocker
The tag is: misp-galaxy:malpedia="JavaLocker"
JavaLocker is also known as:
* JavaEncrypt Ransomware
Table 1095. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.javalocker

https://dissectingmalwa.re/why-would-you-even-bother-javalocker.html

https://id-ransomware.blogspot.com/2020/03/javalocker-ransomware.html
jRAT

jRAT, also known as Jacksbot, is a RAT with history, written in Java. It has support for macOS, Linux,
Windows and various BSD. It also has functionality to participate in DDoS-attacks as well as to

perform click fraud. Note that the Adwind family often is mistakenly labeled as jRAT, because of of
a red hering reference to jrat.io.

The tag is: misp-galaxy:malpedia="jRAT"
jRAT is also known as:
* Jacksbot

Table 1096. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.jrat
https://www.eff.org/files/2018/01/29/operation-manul.pdf

https://blog.trendmicro.com/trendlabs-security-intelligence/jacksbot-has-some-dirty-tricks-up-its-
sleeves/

https://maskop9.wordpress.com/2019/02/06/analysis-of-jacksbot-backdoor/
https://research.checkpoint.com/malware-against-the-c-monoculture/

https://www.intego.com/mac-security-blog/new-multiplatform-backdoor-jacksbot-discovered

JSpy

The tag is: misp-galaxy:malpedia="jSpy"
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https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore
https://github.com/fboldewin/Libertad-y-gloria---A-Mexican-cyber-heist-story---CyberCrimeCon19-Singapore
https://malpedia.caad.fkie.fraunhofer.de/details/jar.javalocker
https://dissectingmalwa.re/why-would-you-even-bother-javalocker.html
https://id-ransomware.blogspot.com/2020/03/javalocker-ransomware.html
https://malpedia.caad.fkie.fraunhofer.de/details/jar.jrat
https://www.eff.org/files/2018/01/29/operation-manul.pdf
https://blog.trendmicro.com/trendlabs-security-intelligence/jacksbot-has-some-dirty-tricks-up-its-sleeves/
https://blog.trendmicro.com/trendlabs-security-intelligence/jacksbot-has-some-dirty-tricks-up-its-sleeves/
https://maskop9.wordpress.com/2019/02/06/analysis-of-jacksbot-backdoor/
https://research.checkpoint.com/malware-against-the-c-monoculture/
https://www.intego.com/mac-security-blog/new-multiplatform-backdoor-jacksbot-discovered

jSpy is also known as:

Table 1097. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.jspy

https://how-to-hack.net/hacking-guides/review-of-jspy-rat-jspy-net/

Octopus Scanner
The tag is: misp-galaxy:malpedia="Octopus Scanner"
Octopus Scanner is also known as:

Table 1098. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.octopus_scanner
http://blog.nsfocus.net/github-ocs-0605/

https://securitylab.github.com/research/octopus-scanner-malware-open-source-supply-chain

Qarallax RAT

According to SpiderLabs, in May 2015 the "company" Quaverse offered a RAT known as Quaverse
RAT or QRAT. At around May 2016, this QRAT evolved into another RAT which became known as
Qarallax RAT, because its C2 is at garallax.com. Quaverse also offers a service to encrypt Java
payloads (Qrypter), and thus qrypted payloads are sometimes confused with Quaverse RATs (QRAT /
Qarallax RAT).

The tag is: misp-galaxy:malpedia="Qarallax RAT"
Qarallax RAT is also known as:

Table 1099. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.qarallax_rat

http://www.certego.net/en/news/nearly-undetectable-qarallax-rat-spreading-via-spam/

Qealler

The tag is: misp-galaxy:malpedia="Qealler"
Qealler is also known as:

* Pyrogenic Infostealer
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https://how-to-hack.net/hacking-guides/review-of-jspy-rat-jspy-net/
https://malpedia.caad.fkie.fraunhofer.de/details/jar.octopus_scanner
http://blog.nsfocus.net/github-ocs-0605/
https://securitylab.github.com/research/octopus-scanner-malware-open-source-supply-chain
https://malpedia.caad.fkie.fraunhofer.de/details/jar.qarallax_rat
http://www.certego.net/en/news/nearly-undetectable-qarallax-rat-spreading-via-spam/

Table 1100. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.qealler

https://www.securityinbits.com/malware-analysis/unpacking/unpacking-pyrogenic-gealler-using-
java-agent-part-0x2/

https://www.securityinbits.com/malware-analysis/pyrogenic-infostealer-static-analysis-part-0x1/
https://www.cyberark.com/threat-research-blog/qealler-the-silent-java-credential-thief/
https://www.zscaler.com/blogs/research/qealler-new-jar-based-information-stealer

https://www.securityinbits.com/malware-analysis/similarity-between-qealler-pyrogenic-variants-
part-0x3/

https://github.com/jeFFOFalltrades/Malware-Writeups/blob/master/Qealler/Qealler-Unloaded.pdf

https://www.herbiez.com/?p=1352

QRat

QRat, also known as Quaverse RAT, was introduced in May 2015 as undetectable (because of
multiple layers of obfuscation). It offers the usual functionality (password dumper, file browser,
keylogger, screen shots/streaming, ...), and it comes as a SaaS. For additional historical context,
please see jar.qarallax.

The tag is: misp-galaxy:malpedia="QRat"
QRat is also known as:
* Quaverse RAT

Table 1101. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.qrat

https://www.trustwave.com/Resources/SpiderLabs-Blog/Quaverse-RAT—Remote-Access-as-a-
Service/

https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/rats-and-spam-the-nodejs-qrat/

https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/updated-qnode-rat-downloader-
distributed-as-trump-video-scandal/

https://www.digitrustgroup.com/java-rat-qrat/

Ratty

Ratty is an open source Java RAT, made available on GitHub and promoted heavily on HackForums.
At some point in 2016 / 2017 the original author deleted his repository, but several clones exist.

The tag is: misp-galaxy:malpedia="Ratty"
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https://malpedia.caad.fkie.fraunhofer.de/details/jar.qrat
https://www.trustwave.com/Resources/SpiderLabs-Blog/Quaverse-RAT—​Remote-Access-as-a-Service/
https://www.trustwave.com/Resources/SpiderLabs-Blog/Quaverse-RAT—​Remote-Access-as-a-Service/
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https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/updated-qnode-rat-downloader-distributed-as-trump-video-scandal/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/updated-qnode-rat-downloader-distributed-as-trump-video-scandal/
https://www.digitrustgroup.com/java-rat-qrat/

Ratty is also known as:

Table 1102. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.ratty

https://www.securityinbits.com/malware-analysis/interesting-tactic-by-ratty-adwind-distribution-
of-jar-appended-to-signed-msi/

STRRAT

The tag is: misp-galaxy:malpedia="STRRAT"
STRRAT is also known as:

Table 1103. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.strrat

https://www.gdatasoftware.com/blog/strrat-crimson

SupremeBot
The tag is: misp-galaxy:malpedia="SupremeBot"
SupremeBot is also known as:

* BlazeBot

Table 1104. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/jar.supremebot

https://dfir.it/blog/2019/02/26/the-supreme-backdoor-factory/

AIRBREAK

AIRBREAK, a JavaScript-based backdoor which retrieves commands from hidden strings in
compromised webpages.

The tag is: misp-galaxy:malpedia="AIRBREAK"
AIRBREAK is also known as:
* Orz

Table 1105. Table References
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https://www.securityinbits.com/malware-analysis/interesting-tactic-by-ratty-adwind-distribution-of-jar-appended-to-signed-msi/
https://www.securityinbits.com/malware-analysis/interesting-tactic-by-ratty-adwind-distribution-of-jar-appended-to-signed-msi/
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https://www.gdatasoftware.com/blog/strrat-crimson
https://malpedia.caad.fkie.fraunhofer.de/details/jar.supremebot
https://dfir.it/blog/2019/02/26/the-supreme-backdoor-factory/

Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.airbreak

https://www.fireeye.com/blog/threat-research/2018/07/chinese-espionage-group-targets-cambodia-
ahead-of-elections.html

http://www.kahusecurity.com/posts/reflow_javascript_backdoor.html

https://www.secureworks.com/research/threat-profiles/bronze-mohawk

Bateleur
The tag is: misp-galaxy:malpedia="Bateleur"
Bateleur is also known as:

Table 1106. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.bateleur

https://summit.fireeye.com/content/dam/fireeye-www/summit/cds-2018/presentations/cds18-
technical-s05-att&cking-fin7.pdf

https://www.secureworks.com/research/threat-profiles/gold-niagara

https://www.proofpoint.com/us/threat-insight/post/fin7carbanak-threat-actor-unleashes-bateleur-
jscript-backdoor

BELLHOP

* BELLHOP is a JavaScript backdoor interpreted using the native Windows Scripting Host(WSH).
After performing some basic host information gathering, the BELLHOP dropper downloads a
base64-encoded blob of JavaScript to disk and sets up persistence in three ways:

* Creating a Run key in the Registry
* Creating a RunOnce key in the Registry
* Creating a persistent named scheduled task
* BELLHOP communicates using HTTP and HTTPS with primarily benign sites such as Google
Docs and PasteBin.
The tag is: misp-galaxy:malpedia="BELLHOP"

BELLHOP is also known as:

Table 1107. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.bellhop
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https://www.proofpoint.com/us/threat-insight/post/fin7carbanak-threat-actor-unleashes-bateleur-jscript-backdoor
https://malpedia.caad.fkie.fraunhofer.de/details/js.bellhop

https://summit.fireeye.com/content/dam/fireeye-www/summit/cds-2018/presentations/cds18-

technical-s05-att&cking-fin7.pdf

https://www.fireeye.com/blog/threat-research/2018/08/fin7-pursuing-an-enigmatic-and-evasive-

global-criminal-operation.html

CACTUSTORCH

According to the GitHub repo, CACTUSTORCH is a JavaScript and VBScript shellcode launcher. It

will spawn a 32 bit version of the binary specified and inject shellcode into it.

The tag is: misp-galaxy:malpedia="CACTUSTORCH"
CACTUSTORCH is also known as:

Table 1108. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.cactustorch

https://www.macnica.net/file/mpression_automobile.pdf

https://www.seqrite.com/documents/en/white-papers/Seqrite-WhitePaper-Operation-SideCopy.pdf

https://www.microsoft.com/security/blog/2020/09/24/gadolinium-detecting-empires-cloud/

https://www.codercto.com/a/46729.html
https://github.com/mdsecactivebreach/CACTUSTORCH

CryptoNight

WebAssembly-based crpyto miner.

The tag is: misp-galaxy:malpedia="CryptoNight"
CryptoNight is also known as:

Table 1109. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.cryptonight
https://gist.github.com/JohnLaTw(C/112483eb9%aed27dd2184966711c722ec

https://twitter.com/JohnLaTwC/status/983011262731714565

CukieGrab

The tag is: misp-galaxy:malpedia="CukieGrab"

CukieGrab is also known as:
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https://twitter.com/JohnLaTwC/status/983011262731714565

¢ Roblox Trade Assist

Table 1110. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.cukiegrab_crx

http://blog.trendmicro.com/trendlabs-security-intelligence/malicous-chrome-extensions-stealing-
roblox-game-currency-sending-cookies-via-discord/

DNSRat

The tag is: misp-galaxy:malpedia="DNSRat"
DNSRat is also known as:
* DNSbot

Table 1111. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.dnsrat
https://www.flashpoint-intel.com/blog/fin7-revisited:-inside-astra-panel-and-sqlrat-malware/

https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf

Enrume
The tag is: misp-galaxy:malpedia="Enrume”
Enrume is also known as:

* Ransom32

Table 1112. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.enrume

https://blog.emsisoft.com/de/21077/meet-ransom32-the-first-javascript-ransomware/

EVILNUM (Javascript)

The tag is: misp-galaxy:malpedia="EVILNUM (Javascript)"
EVILNUM (Javascript) is also known as:

Table 1113. Table References

Links
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https://malpedia.caad.fkie.fraunhofer.de/details/js.evilnum
https://github.com/eset/malware-ioc/tree/master/evilnum
https://mp.weixin.qq.com/s/REXBtbnI2zXj4H3u6ofMMw
https://securelist.com/deathstalker-mercenary-triumvirate/98177/
https://securelist.com/apt-trends-report-q3-2020/99204/
https://blog.prevailion.com/2020/05/phantom-in-command-shell5.html

https://www.clearskysec.com/wp-content/uploads/2019/08/ClearSky-2019-H1-Cyber-Events-
Summary-Report.pdf

http://www.pwncode.io/2018/05/javascript-based-bot-using-github-c.html
https://unit42.paloaltonetworks.com/cardinal-rat-sins-again-targets-israeli-fin-tech-firms/

https://www.welivesecurity.com/2020/07/09/more-evil-deep-look-evilnum-toolset/

grelos

grelos is a skimmer used for magecart-style attacks.
The tag is: misp-galaxy:malpedia="grelos"

grelos is also known as:

Table 1114. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.grelos
https://gist.github.com/krautface/2c017f220f2a24141bdeb70f76e7e745
https://www.riskiq.com/blog/labs/magecart-medialand/

https://community.riskig.com/article/8c4b4a7a

Griffon

The tag is: misp-galaxy:malpedia="Griffon"
Griffon is also known as:

Table 1115. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.griffon
https://twitter.com/ItsReallyNick/status/1059898708286939136
https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf

https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/would-you-exchange-your-
security-for-a-gift-card/
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https://summit.fireeye.com/content/dam/fireeye-www/summit/cds-2018/presentations/cds18-
technical-s05-att&cking-fin7.pdf

https://www.secureworks.com/research/threat-profiles/gold-niagara
https://securelist.com/fin7-5-the-infamous-cybercrime-rig-fin7-continues-its-activities/90703/

https://www.crowdstrike.com/blog/carbon-spider-sprite-spider-target-esxi-servers-with-
ransomware/?utm_campaign=blog&utm_medium=soc&utm_source=twtr&utm_content=sprout

inter
The tag is: misp-galaxy:malpedia="inter"
inter is also known as:

Table 1116. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.inter

https://www.fortinet.com/blog/threat-research/inter-skimmer-for-all.html

JSPRAT

The tag is: misp-galaxy:malpedia="jspRAT"
jSpRAT is also known as:

Table 1117. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.jsprat

https://www.secureworks.com/research/analysis-of-dhs-nccic-indicators

KopiLuwak
The tag is: misp-galaxy:malpedia="KopiLuwak"
KopiLuwak is also known as:

Table 1118. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.kopiluwak
https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf

https://www.proofpoint.com/us/threat-insight/post/turla-apt-actor-refreshes-kopiluwak-javascript-
backdoor-use-g20-themed-attack

https://securelist.com/shedding-skin-turlas-fresh-faces/88069/
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https://securelist.com/shedding-skin-turlas-fresh-faces/88069/

https://securelist.com/blog/research/77429/kopiluwak-a-new-javascript-payload-from-turla/

LNKR

The tag is: misp-galaxy:malpedia="LNKR"
LNKR is also known as:

Table 1119. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.Inkr
https://github.com/Zenexer/Inkr

https://github.com/Zenexer/Inkr/blob/master/recon/extensions/fanagokoaogopceablgmpndejhedkjj
b/README.md

https://www.riskiqg.com/blog/labs/Inkr-browser-extension/

https://krebsonsecurity.com/2020/03/the-case-for-limiting-your-browser-extensions/

magecart

Magecart is a malware framework intended to steal credit card information from compromised
eCommerce websites. Used in criminal activities, it’s a sophisticated implant built on top of relays,
command and controls and anonymizers used to steal eCommerce customers' credit card
information. The first stage is typically implemented in Javascript included into a compromised
checkout page. It copies data from "input fields" and send them to a relay which collects credit
cards coming from a subset of compromised eCommerces and forwards them to Command and
Control servers.

The tag is: misp-galaxy:malpedia="magecart"
magecart is also known as:

Table 1120. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.magecart
https://sansec.io/research/magento-2-persistent-parasite
https://geminiadvisory.io/wp-content/uploads/2020/07/Appendix-C-1.pdf
https://sansec.io/research/north-korea-magecart
https://www.pwc.co.uk/cyber-security/assets/cyber-threats-2019-retrospect.pdf
https://resources.malwarebytes.com/files/2020/02/2020_State-of-Malware-Report.pdf
https://www.riskiq.com/blog/labs/magecart-medialand/

https://maxkersten.nl/2020/02/17/following-the-tracks-of-magecart-12/
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https://securelist.com/blog/research/77429/kopiluwak-a-new-javascript-payload-from-turla/
https://malpedia.caad.fkie.fraunhofer.de/details/js.lnkr
https://github.com/Zenexer/lnkr
https://github.com/Zenexer/lnkr/blob/master/recon/extensions/fanagokoaogopceablgmpndejhedkjjb/README.md
https://github.com/Zenexer/lnkr/blob/master/recon/extensions/fanagokoaogopceablgmpndejhedkjjb/README.md
https://www.riskiq.com/blog/labs/lnkr-browser-extension/
https://krebsonsecurity.com/2020/03/the-case-for-limiting-your-browser-extensions/
https://malpedia.caad.fkie.fraunhofer.de/details/js.magecart
https://sansec.io/research/magento-2-persistent-parasite
https://geminiadvisory.io/wp-content/uploads/2020/07/Appendix-C-1.pdf
https://sansec.io/research/north-korea-magecart
https://www.pwc.co.uk/cyber-security/assets/cyber-threats-2019-retrospect.pdf
https://resources.malwarebytes.com/files/2020/02/2020_State-of-Malware-Report.pdf
https://www.riskiq.com/blog/labs/magecart-medialand/
https://maxkersten.nl/2020/02/17/following-the-tracks-of-magecart-12/

https://blog.trendmicro.com/trendlabs-security-intelligence/mirrorthief-group-uses-magecart-
skimming-attack-to-hit-hundreds-of-campus-online-stores-in-us-and-canada/

https://www.riskiq.com/blog/labs/magecart-nutribullet/
https://community.riskiq.com/article/fda1f967
https://www.riskiqg.com/blog/labs/magecart-group-4-always-advancing/

https://blog.trendmicro.com/trendlabs-security-intelligence/us-local-government-services-targeted-
by-new-magecart-credit-card-skimming-attack/

https://blog.trendmicro.com/trendlabs-security-intelligence/fin6-compromised-e-commerce-
platform-via-magecart-to-inject-credit-card-skimmers-into-thousands-of-online-shops/

https://sansec.io/labs/2020/01/25/magecart-hackers-arrested/

https://www.reflectiz.com/ico-fines-ticketmaster-uk-1-25-million-for-security-failures-a-lesson-to-
be-learned/

https://www.goggleheadedhacker.com/blog/post/14
https://www.riskiq.com/blog/labs/magecart-group-12-olympics/
https://geminiadvisory.io/keeper-magecart-group-infects-570-sites/
https://community.riskiq.com/article/5bea32aa

https://blog.malwarebytes.com/threat-analysis/2019/06/magecart-skimmers-found-on-amazon-
cloudfront-cdn/

https://www.crowdstrike.com/blog/threat-actor-magecart-coming-to-an-ecommerce-store-near-
you/

https://blog.malwarebytes.com/cybercrime/2019/04/github-hosted-magecart-skimmer-used-against-
hundreds-of-e-commerce-sites/

https://marcoramilli.com/2020/02/19/uncovering-new-magecart-implant-attacking-ecommerce/

https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/injecting-magecart-into-
magento-global-config/

https://www.perimeterx.com/blog/analyzing_magecart_malware_from_zero_to_hero/
https://www.zdnet.com/article/web-skimmers-found-on-the-websites-of-intersport-claires-and-
icing/

https://community.riskiq.com/article/30f22a00
https://securelist.com/apt-trends-report-q2-2019/91897/
https://community.riskiqg.com/article/14924d61
https://blog.sucuri.net/2020/06/evasion-tactics-in-hybrid-credit-card-skimmers.html
https://maxkersten.nl/2020/01/20/ticket-resellers-infected-with-a-credit-card-skimmer/

https://medium.com/reflectiz/csp-the-right-solution-for-the-web-skimming-pandemic-
ach7a4414218

https://sansec.io/research/magecart-corona-lockdown

https://www.riskiq.com/blog/labs/magecart-ticketmaster-breach/
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https://blog.trendmicro.com/trendlabs-security-intelligence/mirrorthief-group-uses-magecart-skimming-attack-to-hit-hundreds-of-campus-online-stores-in-us-and-canada/
https://blog.trendmicro.com/trendlabs-security-intelligence/mirrorthief-group-uses-magecart-skimming-attack-to-hit-hundreds-of-campus-online-stores-in-us-and-canada/
https://www.riskiq.com/blog/labs/magecart-nutribullet/
https://community.riskiq.com/article/fda1f967
https://www.riskiq.com/blog/labs/magecart-group-4-always-advancing/
https://blog.trendmicro.com/trendlabs-security-intelligence/us-local-government-services-targeted-by-new-magecart-credit-card-skimming-attack/
https://blog.trendmicro.com/trendlabs-security-intelligence/us-local-government-services-targeted-by-new-magecart-credit-card-skimming-attack/
https://blog.trendmicro.com/trendlabs-security-intelligence/fin6-compromised-e-commerce-platform-via-magecart-to-inject-credit-card-skimmers-into-thousands-of-online-shops/
https://blog.trendmicro.com/trendlabs-security-intelligence/fin6-compromised-e-commerce-platform-via-magecart-to-inject-credit-card-skimmers-into-thousands-of-online-shops/
https://sansec.io/labs/2020/01/25/magecart-hackers-arrested/
https://www.reflectiz.com/ico-fines-ticketmaster-uk-1-25-million-for-security-failures-a-lesson-to-be-learned/
https://www.reflectiz.com/ico-fines-ticketmaster-uk-1-25-million-for-security-failures-a-lesson-to-be-learned/
https://www.goggleheadedhacker.com/blog/post/14
https://www.riskiq.com/blog/labs/magecart-group-12-olympics/
https://geminiadvisory.io/keeper-magecart-group-infects-570-sites/
https://community.riskiq.com/article/5bea32aa
https://blog.malwarebytes.com/threat-analysis/2019/06/magecart-skimmers-found-on-amazon-cloudfront-cdn/
https://blog.malwarebytes.com/threat-analysis/2019/06/magecart-skimmers-found-on-amazon-cloudfront-cdn/
https://www.crowdstrike.com/blog/threat-actor-magecart-coming-to-an-ecommerce-store-near-you/
https://www.crowdstrike.com/blog/threat-actor-magecart-coming-to-an-ecommerce-store-near-you/
https://blog.malwarebytes.com/cybercrime/2019/04/github-hosted-magecart-skimmer-used-against-hundreds-of-e-commerce-sites/
https://blog.malwarebytes.com/cybercrime/2019/04/github-hosted-magecart-skimmer-used-against-hundreds-of-e-commerce-sites/
https://marcoramilli.com/2020/02/19/uncovering-new-magecart-implant-attacking-ecommerce/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/injecting-magecart-into-magento-global-config/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/injecting-magecart-into-magento-global-config/
https://www.perimeterx.com/blog/analyzing_magecart_malware_from_zero_to_hero/
https://www.zdnet.com/article/web-skimmers-found-on-the-websites-of-intersport-claires-and-icing/
https://www.zdnet.com/article/web-skimmers-found-on-the-websites-of-intersport-claires-and-icing/
https://community.riskiq.com/article/30f22a00
https://securelist.com/apt-trends-report-q2-2019/91897/
https://community.riskiq.com/article/14924d61
https://blog.sucuri.net/2020/06/evasion-tactics-in-hybrid-credit-card-skimmers.html
https://maxkersten.nl/2020/01/20/ticket-resellers-infected-with-a-credit-card-skimmer/
https://medium.com/reflectiz/csp-the-right-solution-for-the-web-skimming-pandemic-acb7a4414218
https://medium.com/reflectiz/csp-the-right-solution-for-the-web-skimming-pandemic-acb7a4414218
https://sansec.io/research/magecart-corona-lockdown
https://www.riskiq.com/blog/labs/magecart-ticketmaster-breach/

https://blog.trendmicro.com/trendlabs-security-intelligence/magecart-skimming-attack-targets-
mobile-users-of-hotel-chain-booking-websites/

https://blog.malwarebytes.com/threat-analysis/2020/06/web-skimmer-hides-within-exif-metadata-
exfiltrates-credit-cards-via-image-files/

https://blog.sucuri.net/2020/11/css-js-steganography-in-fake-flash-player-update-malware.html

https://gallery.mailchimp.com/c35aef82661dad887b8162a4f/files/e24e8206-a157-4796-a8ch-
2b7262cc76e8/CSIS_Threat_Matrix_H1_2019.pdf

https://www.riskiqg.com/blog/labs/misconfigured-s3-buckets/
https://maxkersten.nl/2020/02/24/closing-in-on-magecart-12/
https://blog.sucuri.net/2020/07/skimmers-in-images-github-repos.html

https://www.reflectiz.com/the-gocgle-web-skimming-campaign/

More_eggs

More_eggs is a JavaScript backdoor used by the Cobalt group. It attempts to connect to its C&C
server and retrieve tasks to carry out, some of which are: - d&exec = download and execute PE file -
gtfo = delete files/startup entries and terminate - more_eggs = download additional/new scripts -
more_onion = run new script and terminate current script - more_power = run command shell
commands

The tag is: misp-galaxy:malpedia="More_eggs"
More_eggs is also known as:

e SKID

* SpicyOmelette

Table 1121. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.more_eggs
https://attack.mitre.org/software/S0284/
https://github.com/eset/malware-ioc/tree/master/evilnum
https://mp.weixin.qq.com/s/REXBtbnI2zXj4H3u6ofMMw

https://blog.trendmicro.com/trendlabs-security-intelligence/backdoor-carrying-emails-set-sights-
on-russian-speaking-businesses/

https://quointelligence.eu/2020/07/golden-chickens-evolution-of-the-maas/
https://reaqta.com/2018/03/spear-phishing-campaign-leveraging-msxsl/
https://www.secureworks.com/research/threat-profiles/gold-kingswood
http://www.secureworks.com/research/threat-profiles/gold-kingswood

https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf
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https://blog.trendmicro.com/trendlabs-security-intelligence/magecart-skimming-attack-targets-mobile-users-of-hotel-chain-booking-websites/
https://blog.trendmicro.com/trendlabs-security-intelligence/magecart-skimming-attack-targets-mobile-users-of-hotel-chain-booking-websites/
https://blog.malwarebytes.com/threat-analysis/2020/06/web-skimmer-hides-within-exif-metadata-exfiltrates-credit-cards-via-image-files/
https://blog.malwarebytes.com/threat-analysis/2020/06/web-skimmer-hides-within-exif-metadata-exfiltrates-credit-cards-via-image-files/
https://blog.sucuri.net/2020/11/css-js-steganography-in-fake-flash-player-update-malware.html
https://gallery.mailchimp.com/c35aef82661dad887b8162a4f/files/e24e8206-a157-4796-a8cb-2b7262cc76e8/CSIS_Threat_Matrix_H1_2019.pdf
https://gallery.mailchimp.com/c35aef82661dad887b8162a4f/files/e24e8206-a157-4796-a8cb-2b7262cc76e8/CSIS_Threat_Matrix_H1_2019.pdf
https://www.riskiq.com/blog/labs/misconfigured-s3-buckets/
https://maxkersten.nl/2020/02/24/closing-in-on-magecart-12/
https://blog.sucuri.net/2020/07/skimmers-in-images-github-repos.html
https://www.reflectiz.com/the-gocgle-web-skimming-campaign/
https://malpedia.caad.fkie.fraunhofer.de/details/js.more_eggs
https://attack.mitre.org/software/S0284/
https://github.com/eset/malware-ioc/tree/master/evilnum
https://mp.weixin.qq.com/s/REXBtbnI2zXj4H3u6ofMMw
https://blog.trendmicro.com/trendlabs-security-intelligence/backdoor-carrying-emails-set-sights-on-russian-speaking-businesses/
https://blog.trendmicro.com/trendlabs-security-intelligence/backdoor-carrying-emails-set-sights-on-russian-speaking-businesses/
https://quointelligence.eu/2020/07/golden-chickens-evolution-of-the-maas/
https://reaqta.com/2018/03/spear-phishing-campaign-leveraging-msxsl/
https://www.secureworks.com/research/threat-profiles/gold-kingswood
http://www.secureworks.com/research/threat-profiles/gold-kingswood
https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf

https://go.crowdstrike.com/rs/281-OBQ-266/images/Report2020CrowdStrikeGlobalThreatReport.pdf

https://blog.trendmicro.com/trendlabs-security-intelligence/cobalt-spam-runs-use-macros-cve-
2017-8759-exploit/

https://www.proofpoint.com/us/threat-insight/post/fake-jobs-campaigns-delivering-moreeggs-
backdoor-fake-job-offers

https://twitter.com/Arkbird_SOLG/status/1301536930069278727

https://www.secureworks.com/blog/cybercriminals-increasingly-trying-to-ensnare-the-big-
financial-fish

https://www.bitdefender.com/files/News/CaseStudies/study/262/Bitdefender-WhitePaper-An-APT-
Blueprint-Gaining-New-Visibility-into-Financial-Threats-interactive.pdf

https://blog.talosintelligence.com/2018/07/multiple-cobalt-personality-disorder.html
https://www.welivesecurity.com/2020/07/09/more-evil-deep-look-evilnum-toolset/

https://securityintelligence.com/posts/itg08-aka-fin6-partners-with-trickbot-gang-uses-anchor-
framework/

https://asert.arbornetworks.com/double-the-infection-double-the-fun/
https://securityintelligence.com/posts/more_eggs-anyone-threat-actor-itg08-strikes-again/

https://blog.morphisec.com/cobalt-gang-2.0

NanHaiShu

NanHaiShu is a remote access tool and JScript backdoor used by Leviathan. NanHaiShu has been
used to target government and private-sector organizations that have relations to the South China
Sea dispute.

The tag is: misp-galaxy:malpedia="NanHaiShu"
NanHaiShu is also known as:

Table 1122. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.nanhaishu

https://community.spiceworks.com/topic/1028936-stealthy-cyberespionage-campaign-attacks-with-
social-engineering

https://attack.mitre.org/software/S0228/

https://www.proofpoint.com/us/threat-insight/post/leviathan-espionage-actor-spearphishes-
maritime-and-defense-targets

https://www.f-secure.com/documents/996508/1030745/nanhaishu_whitepaper.pdf
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https://go.crowdstrike.com/rs/281-OBQ-266/images/Report2020CrowdStrikeGlobalThreatReport.pdf
https://blog.trendmicro.com/trendlabs-security-intelligence/cobalt-spam-runs-use-macros-cve-2017-8759-exploit/
https://blog.trendmicro.com/trendlabs-security-intelligence/cobalt-spam-runs-use-macros-cve-2017-8759-exploit/
https://www.proofpoint.com/us/threat-insight/post/fake-jobs-campaigns-delivering-moreeggs-backdoor-fake-job-offers
https://www.proofpoint.com/us/threat-insight/post/fake-jobs-campaigns-delivering-moreeggs-backdoor-fake-job-offers
https://twitter.com/Arkbird_SOLG/status/1301536930069278727
https://www.secureworks.com/blog/cybercriminals-increasingly-trying-to-ensnare-the-big-financial-fish
https://www.secureworks.com/blog/cybercriminals-increasingly-trying-to-ensnare-the-big-financial-fish
https://www.bitdefender.com/files/News/CaseStudies/study/262/Bitdefender-WhitePaper-An-APT-Blueprint-Gaining-New-Visibility-into-Financial-Threats-interactive.pdf
https://www.bitdefender.com/files/News/CaseStudies/study/262/Bitdefender-WhitePaper-An-APT-Blueprint-Gaining-New-Visibility-into-Financial-Threats-interactive.pdf
https://blog.talosintelligence.com/2018/07/multiple-cobalt-personality-disorder.html
https://www.welivesecurity.com/2020/07/09/more-evil-deep-look-evilnum-toolset/
https://securityintelligence.com/posts/itg08-aka-fin6-partners-with-trickbot-gang-uses-anchor-framework/
https://securityintelligence.com/posts/itg08-aka-fin6-partners-with-trickbot-gang-uses-anchor-framework/
https://asert.arbornetworks.com/double-the-infection-double-the-fun/
https://securityintelligence.com/posts/more_eggs-anyone-threat-actor-itg08-strikes-again/
https://blog.morphisec.com/cobalt-gang-2.0
https://malpedia.caad.fkie.fraunhofer.de/details/js.nanhaishu
https://community.spiceworks.com/topic/1028936-stealthy-cyberespionage-campaign-attacks-with-social-engineering
https://community.spiceworks.com/topic/1028936-stealthy-cyberespionage-campaign-attacks-with-social-engineering
https://attack.mitre.org/software/S0228/
https://www.proofpoint.com/us/threat-insight/post/leviathan-espionage-actor-spearphishes-maritime-and-defense-targets
https://www.proofpoint.com/us/threat-insight/post/leviathan-espionage-actor-spearphishes-maritime-and-defense-targets
https://www.f-secure.com/documents/996508/1030745/nanhaishu_whitepaper.pdf

NodeRAT

The tag is: misp-galaxy:malpedia="NodeRAT"
NodeRAT is also known as:

Table 1123. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.node_rat
https://jsac.jpcert.or.jp/archive/2020/pdf/JSAC2020_0_JPCERT_en.pdf

https://www.virusbulletin.com/virusbulletin/2020/05/vb2019-paper-apt-cases-exploiting-
vulnerabilities-regionspecific-software/

https://blogs.jpcert.or.jp/ja/2019/02/tick-activity.html

ostap

Ostap is a commodity JScript downloader first seen in campaigns in 2016. It has been observed
being delivered in ACE archives and VBA macro-enabled Microsoft Office documents. Recent
versions of Ostap query WMI to check for a blacklist of running processes:

AgentSimulator.exe anti-virus.EXE BehaviorDumper BennyDB.exe ctfmon.exe fakepos_bin
FrzState2k gemu-ga.exe (Possible misspelling of Qemu hypervisor’s guest agent, gemu-ga.exe)
ImmunityDebugger.exe KMS Server Service.exe ProcessHacker procexp Proxifier.exe python
tcpdump VBoxService VBoxTray.exe VmRemoteGuest vmtoolsd VMware2B.exe VzService.exe
winace Wireshark

If a blacklisted process is found, the malware terminates.

Ostap has been observed delivering other malware families, including Nymaim, Backswap and
TrickBot.

The tag is: misp-galaxy:malpedia="ostap"
ostap is also known as:

Table 1124. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.ostap
https://www.bromium.com/deobfuscating-ostap-trickbots-javascript-downloader/
https://www.intrinsec.com/deobfuscating-hunting-ostap/

https://blog.trendmicro.com/trendlabs-security-intelligence/latest-trickbot-campaign-delivered-via-
highly-obfuscated-js-file/

https://labs.bitdefender.com/2020/03/5-times-more-coronavirus-themed-malware-reports-during-
march/?utm_campaign=twitter&utm_medium=twitter&utm_source=twitter
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https://malpedia.caad.fkie.fraunhofer.de/details/js.node_rat
https://jsac.jpcert.or.jp/archive/2020/pdf/JSAC2020_0_JPCERT_en.pdf
https://www.virusbulletin.com/virusbulletin/2020/05/vb2019-paper-apt-cases-exploiting-vulnerabilities-regionspecific-software/
https://www.virusbulletin.com/virusbulletin/2020/05/vb2019-paper-apt-cases-exploiting-vulnerabilities-regionspecific-software/
https://blogs.jpcert.or.jp/ja/2019/02/tick-activity.html
https://malpedia.caad.fkie.fraunhofer.de/details/js.ostap
https://www.bromium.com/deobfuscating-ostap-trickbots-javascript-downloader/
https://www.intrinsec.com/deobfuscating-hunting-ostap/
https://blog.trendmicro.com/trendlabs-security-intelligence/latest-trickbot-campaign-delivered-via-highly-obfuscated-js-file/
https://blog.trendmicro.com/trendlabs-security-intelligence/latest-trickbot-campaign-delivered-via-highly-obfuscated-js-file/
https://labs.bitdefender.com/2020/03/5-times-more-coronavirus-themed-malware-reports-during-march/?utm_campaign=twitter&utm_medium=twitter&utm_source=twitter
https://labs.bitdefender.com/2020/03/5-times-more-coronavirus-themed-malware-reports-during-march/?utm_campaign=twitter&utm_medium=twitter&utm_source=twitter

https://www.cert.pl/en/news/single/ostap-malware-analysis-backswap-dropper/

https://github.com/cryptogramfan/Malware-Analysis-Scripts/blob/master/deobfuscate_ostap.py

Powmet
The tag is: misp-galaxy:malpedia="Powmet”
Powmet is also known as:

Table 1125. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.powmet

http://blog.trendmicro.com/trendlabs-security-intelligence/look-js_powmet-completely-fileless-

malware/

QNodeService

According to Trend Micro, this is a Node.js based malware, that can download/upload/execute files,
steal credentials from Chrome/Firefox browsers, and perform file management, among other
things. It targets Windows and has components for both 32 and 64bit.

The tag is: misp-galaxy:malpedia="QNodeService"
QNodeService is also known as:

Table 1126. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.qnodeservice

https://blog.trendmicro.com/trendlabs-security-intelligence/qnodeservice-node-js-trojan-spread-
via-covid-19-lure/

https://www.telsy.com/wp-content/uploads/MAR_93433_WHITE.pdf

QUICKCAFE

QUICKCAFE is an encrypted JavaScript downloader for QUICKRIDE.POWER that exploits the
ActiveX M2Soft vulnerabilities. QUICKCAFE is obfuscated using JavaScript Obfuscator.

The tag is: misp-galaxy:malpedia="QUICKCAFE"
QUICKCAFE is also known as:

Table 1127. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.quickcafe
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https://www.cert.pl/en/news/single/ostap-malware-analysis-backswap-dropper/
https://github.com/cryptogramfan/Malware-Analysis-Scripts/blob/master/deobfuscate_ostap.py
https://malpedia.caad.fkie.fraunhofer.de/details/js.powmet
http://blog.trendmicro.com/trendlabs-security-intelligence/look-js_powmet-completely-fileless-malware/
http://blog.trendmicro.com/trendlabs-security-intelligence/look-js_powmet-completely-fileless-malware/
https://malpedia.caad.fkie.fraunhofer.de/details/js.qnodeservice
https://blog.trendmicro.com/trendlabs-security-intelligence/qnodeservice-node-js-trojan-spread-via-covid-19-lure/
https://blog.trendmicro.com/trendlabs-security-intelligence/qnodeservice-node-js-trojan-spread-via-covid-19-lure/
https://www.telsy.com/wp-content/uploads/MAR_93433_WHITE.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/js.quickcafe

https://www.proofpoint.com/sites/default/files/pfpt-us-wp-north-korea-bitten-by-bitcoin-bug.pdf

scanbox
The tag is: misp-galaxy:malpedia="scanbox"
scanbox is also known as:

Table 1128. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.scanbox
https://www.secureworks.com/research/threat-profiles/bronze-mohawk

https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/attacker-tracking-users-seeking-
pakistani-passport/

https://www.proofpoint.com/us/blog/threat-insight/ta413-leverages-new-friarfox-browser-
extension-target-gmail-accounts-global

https://www.alienvault.com/blogs/labs-research/scanbox-a-reconnaissance-framework-used-on-
watering-hole-attacks

http://resources.infosecinstitute.com/scanbox-framework/

https://www.volexity.com/blog/2019/09/02/digital-crackdown-large-scale-surveillance-and-
exploitation-of-uyghurs/

SQLRat

SQLRat campaigns typically involve a lure document that includes an image overlayed by a VB
Form trigger. Once a user has double-clicked the embedded image, the form executes a VB setup
script. The script writes files to the path %appdata%)\Roaming\Microsoft\Templates\, then creates
two task entries triggered to run daily. The scripts are responsible for deobfuscating and executing
the main JavaScript file mspromo.dot. The file uses a character insertion obfuscation technique,
making it appear to contain Chinese characters. After deobfuscating the file, the main JavaScript is
easily recognizable. It contains a number of functions designed to drop files and execute scripts on
a host system. The SQLRat script is designed to make a direct SQL connection to a Microsoft
database controlled by the attackers and execute the contents of various tables.

The tag is: misp-galaxy:malpedia="SQLRat"
SQLRat is also known as:

Table 1129. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.sqlrat
https://www.flashpoint-intel.com/blog/fin7-revisited-inside-astra-panel-and-sqlrat-malware/

https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf
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https://www.proofpoint.com/sites/default/files/pfpt-us-wp-north-korea-bitten-by-bitcoin-bug.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/js.scanbox
https://www.secureworks.com/research/threat-profiles/bronze-mohawk
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/attacker-tracking-users-seeking-pakistani-passport/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/attacker-tracking-users-seeking-pakistani-passport/
https://www.proofpoint.com/us/blog/threat-insight/ta413-leverages-new-friarfox-browser-extension-target-gmail-accounts-global
https://www.proofpoint.com/us/blog/threat-insight/ta413-leverages-new-friarfox-browser-extension-target-gmail-accounts-global
https://www.alienvault.com/blogs/labs-research/scanbox-a-reconnaissance-framework-used-on-watering-hole-attacks
https://www.alienvault.com/blogs/labs-research/scanbox-a-reconnaissance-framework-used-on-watering-hole-attacks
http://resources.infosecinstitute.com/scanbox-framework/
https://www.volexity.com/blog/2019/09/02/digital-crackdown-large-scale-surveillance-and-exploitation-of-uyghurs/
https://www.volexity.com/blog/2019/09/02/digital-crackdown-large-scale-surveillance-and-exploitation-of-uyghurs/
https://malpedia.caad.fkie.fraunhofer.de/details/js.sqlrat
https://www.flashpoint-intel.com/blog/fin7-revisited-inside-astra-panel-and-sqlrat-malware/
https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf

Starfighter (Javascript)

According to the author, this is a JavaScript based Empire launcher that runs with its own
embedded powershell host to not be dependent on local powershell availability.

The tag is: misp-galaxy:malpedia="Starfighter (Javascript)"
Starfighter (Javascript) is also known as:

Table 1130. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.starfighter
https://github.com/Cn33liz/StarFighters

HTMLS5 Encoding

The tag is: misp-galaxy:malpedia="HTMLS5 Encoding"
HTMLS5 Encoding is also known as:

Table 1131. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.turla_ff_ext
https://kindredsec.com/2019/08/12/an-overview-of-public-platform-c2s/

https://www.welivesecurity.com/2017/06/06/turlas-watering-hole-campaign-updated-firefox-
extension-abusing-instagram/

Maintools.js

Expects a parameter to run: needs to be started as 'maintools.js EZZETcSXyKAdF_e512i1'.
The tag is: misp-galaxy:malpedia="Maintools.js"

Maintools.js is also known as:

Table 1132. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.turla_maintools

https://twitter.com/JohnLaTwC/status/915590893155098629

Unidentified JS 001 (APT32 Profiler)

The tag is: misp-galaxy:malpedia="Unidentified |S 001 (APT32 Profiler)"
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https://malpedia.caad.fkie.fraunhofer.de/details/js.starfighter
https://github.com/Cn33liz/StarFighters
https://malpedia.caad.fkie.fraunhofer.de/details/js.turla_ff_ext
https://kindredsec.com/2019/08/12/an-overview-of-public-platform-c2s/
https://www.welivesecurity.com/2017/06/06/turlas-watering-hole-campaign-updated-firefox-extension-abusing-instagram/
https://www.welivesecurity.com/2017/06/06/turlas-watering-hole-campaign-updated-firefox-extension-abusing-instagram/
https://malpedia.caad.fkie.fraunhofer.de/details/js.turla_maintools
https://twitter.com/JohnLaTwC/status/915590893155098629

Unidentified JS 001 (APT32 Profiler) is also known as:

Table 1133. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.unidentified_001
https://community.riskiq.com/projects/53b4bd1e-dad0-306b-7712-d2a608400c8f
https://gist.github.com/9b/141a5¢c7ab8b4280901722e2cd931b7ef

Unidentified JS 003 (Emotet Downloader)

According to Max Kersten, Emotet is dropped by a procedure spanned over multiple stages. The
first stage is an office file that contains a macro. This macro then loads the second stage, which is
either a PowerShell script or a piece of JavaScript, which is this family entry.

The tag is: misp-galaxy:malpedia="Unidentified |]S 003 (Emotet Downloader)"
Unidentified JS 003 (Emotet Downloader) is also known as:

Table 1134. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.unidentified_003

https://maxkersten.nl/binary-analysis-course/malware-analysis/emotet-javascript-downloader/

Unidentified JS 004

A simple loader written in JavaScript found by Marco Ramilli.
The tag is: misp-galaxy:malpedia="Unidentified |]S 004"
Unidentified JS 004 is also known as:

Table 1135. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.unidentified_004

https://marcoramilli.com/2020/11/27/threat-actor-unkown/

Unidentified JS 002

The tag is: misp-galaxy:malpedia="Unidentified J]S 002"
Unidentified JS 002 is also known as:

Table 1136. Table References

Links
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https://malpedia.caad.fkie.fraunhofer.de/details/js.unidentified_001
https://community.riskiq.com/projects/53b4bd1e-dad0-306b-7712-d2a608400c8f
https://gist.github.com/9b/141a5c7ab8b4280901722e2cd931b7ef
https://malpedia.caad.fkie.fraunhofer.de/details/js.unidentified_003
https://maxkersten.nl/binary-analysis-course/malware-analysis/emotet-javascript-downloader/
https://malpedia.caad.fkie.fraunhofer.de/details/js.unidentified_004
https://marcoramilli.com/2020/11/27/threat-actor-unkown/

https://malpedia.caad.fkie.fraunhofer.de/details/js.unidentified_js_002

Valak

The tag is: misp-galaxy:malpedia="Valak"
Valak is also known as:
» Valek

Table 1137. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/js.valak
https://medium.com/@prsecurity_/casual-analysis-of-valak-c2-3497fdb79bf7
https://twitter.com/malware_traffic/status/1207824548021886977
https://security-soup.net/analysis-of-valak-maldoc/
https://www.cybereason.com/blog/valak-more-than-meets-the-eye
https://labs.sentinelone.com/valak-malware-and-the-connection-to-gozi-loader-confcrew/
https://unit42.paloaltonetworks.com/valak-evolution/

https://blog.talosintelligence.com/2020/07/valak-emerges.html

witchcoven
The tag is: misp-galaxy:malpedia="witchcoven”
witchcoven is also known as:

Table 1138. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/js.witchcoven

https://www2.fireeye.com/rs/848-DID-242/images/rpt-witchcoven.pdf

Applejeus (0S X)

The tag is: misp-galaxy:malpedia="AppleJeus (OS X)"
AppleJeus (0OS X) is also known as:

Table 1139. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.applejeus
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https://malpedia.caad.fkie.fraunhofer.de/details/js.unidentified_js_002
https://malpedia.caad.fkie.fraunhofer.de/details/js.valak
https://medium.com/@prsecurity_/casual-analysis-of-valak-c2-3497fdb79bf7
https://twitter.com/malware_traffic/status/1207824548021886977
https://security-soup.net/analysis-of-valak-maldoc/
https://www.cybereason.com/blog/valak-more-than-meets-the-eye
https://labs.sentinelone.com/valak-malware-and-the-connection-to-gozi-loader-confcrew/
https://unit42.paloaltonetworks.com/valak-evolution/
https://blog.talosintelligence.com/2020/07/valak-emerges.html
https://malpedia.caad.fkie.fraunhofer.de/details/js.witchcoven
https://www2.fireeye.com/rs/848-DID-242/images/rpt-witchcoven.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/osx.applejeus

https://www.sentinelone.com/blog/four-distinct-families-of-lazarus-malware-target-apples-macos-
platform/

https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048e
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048g
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048c
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048b
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048a
https://objective-see.com/blog/blog_0x54.html
https://securelist.com/apt-trends-report-q2-2020/97937/
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048f
https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf
https://securelist.com/operation-applejeus-sequel/95596/
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048d
https://securelist.com/operation-applejeus/87553/
https://objective-see.com/blog/blog_0x5F.html
https://posts.specterops.io/introducing-venator-a-macos-tool-for-proactive-detection-34055a017e56
https://us-cert.cisa.gov/ncas/alerts/aa21-048a
https://blog.lexfo.fr/ressources/Lexfo-WhitePaper-The_Lazarus_Constellation.pdf

https://objective-see.com/blog/blog_0x49.html

Bella

The tag is: misp-galaxy:malpedia="Bella"
Bella is also known as:

Table 1140. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.bella
https://threatintel.blog/OPBlueRaven-Part2/
https://github.com/kai5263499/Bella

https://blog.malwarebytes.com/threat-analysis/2017/05/another-osx-dok-dropper-found-installing-
new-backdoor/

Bundlore
The tag is: misp-galaxy:malpedia="Bundlore"

Bundlore is also known as:
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https://www.sentinelone.com/blog/four-distinct-families-of-lazarus-malware-target-apples-macos-platform/
https://www.sentinelone.com/blog/four-distinct-families-of-lazarus-malware-target-apples-macos-platform/
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048e
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048g
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048c
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048b
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048a
https://objective-see.com/blog/blog_0x54.html
https://securelist.com/apt-trends-report-q2-2020/97937/
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048f
https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf
https://securelist.com/operation-applejeus-sequel/95596/
https://us-cert.cisa.gov/ncas/analysis-reports/ar21-048d
https://securelist.com/operation-applejeus/87553/
https://objective-see.com/blog/blog_0x5F.html
https://posts.specterops.io/introducing-venator-a-macos-tool-for-proactive-detection-34055a017e56
https://us-cert.cisa.gov/ncas/alerts/aa21-048a
https://blog.lexfo.fr/ressources/Lexfo-WhitePaper-The_Lazarus_Constellation.pdf
https://objective-see.com/blog/blog_0x49.html
https://malpedia.caad.fkie.fraunhofer.de/details/osx.bella
https://threatintel.blog/OPBlueRaven-Part2/
https://github.com/kai5263499/Bella
https://blog.malwarebytes.com/threat-analysis/2017/05/another-osx-dok-dropper-found-installing-new-backdoor/
https://blog.malwarebytes.com/threat-analysis/2017/05/another-osx-dok-dropper-found-installing-new-backdoor/

» SurfBuyer

Table 1141. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.bundlore
https://blog.confiant.com/new-macos-bundlore-loader-analysis-cal6d19c058c
https://labs.sentinelone.com/resourceful-macos-malware-hides-in-named-fork/

https://www.welivesecurity.com/wp-content/uploads/2020/07/ESET_Threat_Report_Q22020.pdf

Careto
The tag is: misp-galaxy:malpedia="Careto"
Careto is also known as:

* Appetite

* Mask

Table 1142. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.careto

https://www.alienvault.com/blogs/labs-research/os-x-malware-samples-analyzed

Casso
The tag is: misp-galaxy:malpedia="Casso"
Casso is also known as:

Table 1143. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.casso

https://www.sentinelone.com/blog/four-distinct-families-of-lazarus-malware-target-apples-macos-

platform/

CoinThief

CoinThief was a malware package designed to steal Bitcoins from the victim, consisting of a binary
patcher, browser extensions, and a backdoor component.

It was spreading in early 2014 from several different sources: - on Github (where the trojanized
compiled binary didn’t match the displayed source code), o - on popular and trusted download sites
line CNET’s Download.com or MacUpdate.com, and - as cracked applications via torrents
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https://malpedia.caad.fkie.fraunhofer.de/details/osx.bundlore
https://blog.confiant.com/new-macos-bundlore-loader-analysis-ca16d19c058c
https://labs.sentinelone.com/resourceful-macos-malware-hides-in-named-fork/
https://www.welivesecurity.com/wp-content/uploads/2020/07/ESET_Threat_Report_Q22020.pdf
https://malpedia.caad.fkie.fraunhofer.de/details/osx.careto
https://www.alienvault.com/blogs/labs-research/os-x-malware-samples-analyzed
https://malpedia.caad.fkie.fraunhofer.de/details/osx.casso
https://www.sentinelone.com/blog/four-distinct-families-of-lazarus-malware-target-apples-macos-platform/
https://www.sentinelone.com/blog/four-distinct-families-of-lazarus-malware-target-apples-macos-platform/

camouflaged as Bitcoin Ticker TTM, BitVanity, StealthBit, Litecoin Ticker, BBEdit, Pixelmator, Angry
Birds and Delicious Library.

The patcher‘s role was to locate and modify legitimate versions of the Bitcoin-Qt wallet application.
The analyzed malware samples targeted versions of Bitcoin-Qt 0.8.1, 0.8.0 and 0.8.5. The earlier
patch modified Bitcoin-Qt adding malicious code that would send nearly all the victim’s Bitcoins to
one of the hard-coded addresses belonging to the attacker.

The browser extensions targeted Chrome and Firefox and are disguised as a “Pop-up blocker”. The
extensions monitored visited websites, download malicious JavaScripts and injected them into
various Bitcoin-related websites (mostly Bitcoin exchanges and online wallet sites). The injected JS
scripts were able to modify transactions to redirect Bitcoin transfers to an attacker’s address or
simply harvest login credentials to the targeted online service.

The backdoor enabled the attacker to take full control over the victim’s computer: - collect
information about the infected computer - execute arbitrary shell scripts on the target computer -
upload an arbitrary file from the victim’s hard drive to a remote server - update itself to a newer
version

The tag is: misp-galaxy:malpedia="CoinThief"
CoinThief is also known as:

Table 1144. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.cointhief
https://www.alienvault.com/blogs/labs-research/os-x-malware-samples-analyzed

https://reverse.put.as/2014/02/16/analysis-of-cointhiefa-dropper/

Coldroot RAT

The tag is: misp-galaxy:malpedia="Coldroot RAT"
Coldroot RAT is also known as:

Table 1145. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.coldroot_rat
https://objectivebythesea.com/v2/talks/OBTS_v2_Seele.pdf
https://objective-see.com/blog/blog 0x2A.html

CpuMeaner
The tag is: misp-galaxy:malpedia="CpuMeaner”

CpuMeaner is also known as:
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https://malpedia.caad.fkie.fraunhofer.de/details/osx.cointhief
https://www.alienvault.com/blogs/labs-research/os-x-malware-samples-analyzed
https://reverse.put.as/2014/02/16/analysis-of-cointhiefa-dropper/
https://malpedia.caad.fkie.fraunhofer.de/details/osx.coldroot_rat
https://objectivebythesea.com/v2/talks/OBTS_v2_Seele.pdf
https://objective-see.com/blog/blog_0x2A.html

Table 1146. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.cpoumeaner

https://www.sentinelone.com/blog/osx-cpumeaner-miner-trojan-software-pirates/

CreativeUpdater
The tag is: misp-galaxy:malpedia="CreativeUpdater"
CreativeUpdater is also known as:

Table 1147. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.creative_updater

https://blog.malwarebytes.com/threat-analysis/2018/02/new-mac-cryptominer-distributed-via-a-
macupdate-hack/

https://objective-see.com/blog/blog_0x29.html
https://digitasecurity.com/blog/2018/02/05/creativeupdater/

Crisis
The tag is: misp-galaxy:malpedia="Crisis"
Crisis is also known as:

Table 1148. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.crisis

https://www.intego.com/mac-security-blog/new-apple-mac-trojan-called-osxcrisis-discovered-by-
intego-virus-team/?
http://contagiodump.blogspot.com/2012/12/aug-2012-w32crisis-and-osxcrisis-jar.html

https://www.symantec.com/connect/blogs/crisis-windows-sneaks-virtual-machines

Crossrider
The tag is: misp-galaxy:malpedia="Crossrider"
Crossrider is also known as:

Table 1149. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.crossrider
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https://malpedia.caad.fkie.fraunhofer.de/details/osx.cpumeaner
https://www.sentinelone.com/blog/osx-cpumeaner-miner-trojan-software-pirates/
https://malpedia.caad.fkie.fraunhofer.de/details/osx.creative_updater
https://blog.malwarebytes.com/threat-analysis/2018/02/new-mac-cryptominer-distributed-via-a-macupdate-hack/
https://blog.malwarebytes.com/threat-analysis/2018/02/new-mac-cryptominer-distributed-via-a-macupdate-hack/
https://objective-see.com/blog/blog_0x29.html
https://digitasecurity.com/blog/2018/02/05/creativeupdater/
https://malpedia.caad.fkie.fraunhofer.de/details/osx.crisis
https://www.intego.com/mac-security-blog/new-apple-mac-trojan-called-osxcrisis-discovered-by-intego-virus-team/?
https://www.intego.com/mac-security-blog/new-apple-mac-trojan-called-osxcrisis-discovered-by-intego-virus-team/?
http://contagiodump.blogspot.com/2012/12/aug-2012-w32crisis-and-osxcrisis-jar.html
https://www.symantec.com/connect/blogs/crisis-windows-sneaks-virtual-machines
https://malpedia.caad.fkie.fraunhofer.de/details/osx.crossrider

https://blog.malwarebytes.com/threat-analysis/2018/04/new-crossrider-variant-installs-
configuration-profiles-on-macs/?utm_source=twitter&utm_medium=social

Dacls (0OS X)

The tag is: misp-galaxy:malpedia="Dacls (OS X)"
Dacls (OS X) is also known as:

Table 1150. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.dacls

https://blog.trendmicro.com/trendlabs-security-intelligence/new-macos-dacls-rat-backdoor-show-
lazarus-multi-platform-attack-capability

https://www.sentinelone.com/blog/four-distinct-families-of-lazarus-malware-target-apples-macos-
platform/

https://securelist.com/mata-multi-platform-targeted-malware-framework/97746/
https://securelist.com/lazarus-on-the-hunt-for-big-game/97757/
https://www.sygnia.co/mata-framework
https://securelist.com/apt-trends-report-q2-2020/97937/
https://objective-see.com/blog/blog_0x5F.html

https://blog.trendmicro.com/trendlabs-security-intelligence/new-macos-dacls-rat-backdoor-show-
lazarus-multi-platform-attack-capability/

https://objective-see.com/blog/blog_0x57.html

https://blog.malwarebytes.com/threat-analysis/2020/05/new-mac-variant-of-lazarus-dacls-rat-
distributed-via-trojanized-2fa-app/

DarthMiner

The tag is: misp-galaxy:malpedia="DarthMiner"
DarthMiner is also known as:

Table 1151. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.darthminer

https://blog.malwarebytes.com/threat-analysis/2018/12/mac-malware-combines-empyre-backdoor-
and-xmrig-miner/
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https://blog.malwarebytes.com/threat-analysis/2018/04/new-crossrider-variant-installs-configuration-profiles-on-macs/?utm_source=twitter&utm_medium=social
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https://blog.trendmicro.com/trendlabs-security-intelligence/new-macos-dacls-rat-backdoor-show-lazarus-multi-platform-attack-capability
https://www.sentinelone.com/blog/four-distinct-families-of-lazarus-malware-target-apples-macos-platform/
https://www.sentinelone.com/blog/four-distinct-families-of-lazarus-malware-target-apples-macos-platform/
https://securelist.com/mata-multi-platform-targeted-malware-framework/97746/
https://securelist.com/lazarus-on-the-hunt-for-big-game/97757/
https://www.sygnia.co/mata-framework
https://securelist.com/apt-trends-report-q2-2020/97937/
https://objective-see.com/blog/blog_0x5F.html
https://blog.trendmicro.com/trendlabs-security-intelligence/new-macos-dacls-rat-backdoor-show-lazarus-multi-platform-attack-capability/
https://blog.trendmicro.com/trendlabs-security-intelligence/new-macos-dacls-rat-backdoor-show-lazarus-multi-platform-attack-capability/
https://objective-see.com/blog/blog_0x57.html
https://blog.malwarebytes.com/threat-analysis/2020/05/new-mac-variant-of-lazarus-dacls-rat-distributed-via-trojanized-2fa-app/
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https://blog.malwarebytes.com/threat-analysis/2018/12/mac-malware-combines-empyre-backdoor-and-xmrig-miner/

Dockster
The tag is: misp-galaxy:malpedia="Dockster"
Dockster is also known as:

Table 1152. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.dockster
http://contagiodump.blogspot.com/2012/12/osxdockstera-and-win32trojanagentaxmo.html

https://www.f-secure.com/weblog/archives/00002466.html

Dummy
The tag is: misp-galaxy:malpedia="Dummy"
Dummy is also known as:

Table 1153. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.dummy

https://objective-see.com/blog/blog 0x32.html

Eleanor

Eleanor comes as a drag-and-drop file utility called EasyDoc Converter. This application bundle
wraps a shell script that uses Dropbox name as a disguise and installs three components: a hidden
Tor service, a Pastebin agent and a web service with a PHP-based graphical interface.

The Tor service transforms the victim’s computer into a server that provides attackers with full
anonymous access to the infected machine via Tor-generated address.

The Pastebin agent uploads the address in encrypted form to the Pastebin website where the
attackers can obtain it.

The web service is the main malicious component that provides the attackers with the control over
the infected machine. After successful authentication, the interface offers several control panels to
the attackers, allowing them to do the following actions:

* Managing files

* Listing processes

* Connecting to various database management systems such as MySQL or SQLite

* Connecting via bind/reverse shell

* Executing shell command
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* Capturing and browsing images and videos from the victim’s webcam

* Sending emails with an attachment
The tag is: misp-galaxy:malpedia="Eleanor"
Eleanor is also known as:

Table 1154. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.eleanor

https://labs.bitdefender.com/2016/07/new-mac-backdoor-nukes-0s-x-systems/

ElectroRAT

The tag is: misp-galaxy:malpedia="ElectroRAT"
ElectroRAT is also known as:

Table 1155. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.electro_rat

https://www.intezer.com/blog/research/operation-electrorat-attacker-creates-fake-companies-to-
drain-your-crypto-wallets/

https://objective-see.com/blog/blog_0x61.html

EvilOSX

The tag is: misp-galaxy:malpedia="EvilOSX"
EvilOSX is also known as:

Table 1156. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.evilosx
https://github.com/Marten4n6/EvilOSX
https://twitter.com/JohnLaTw(C/status/966139336436498432

EvilQuest

The tag is: misp-galaxy:malpedia="EvilQuest"
EvilQuest is also known as:

* ThiefQuest
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https://twitter.com/JohnLaTwC/status/966139336436498432

Table 1157. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.evilquest
https://github.com/gdbinit/evilquest_deobfuscator

https://labs.sentinelone.com/breaking-evilquest-reversing-a-custom-macos-ransomware-file-
encryption-routine/

https://objective-see.com/blog/blog_0x59.html
https://objective-see.com/blog/blog_0x5F.html

https://www.bleepingcomputer.com/news/security/evilquest-wiper-uses-ransomware-cover-to-
steal-files-from-macs/

https://twitter.com/dineshdina04/status/1277668001538433025

FailyTale
The tag is: misp-galaxy:malpedia="FailyTale"
FailyTale is also known as:

Table 1158. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.failytale

https://www.sentinelone.com/blog/trail-osx-fairytale-adware-playing-malware/

FinFisher (0OS X)

The tag is: misp-galaxy:malpedia="FinFisher (0OS X)"
FinFisher (OS X) is also known as:

Table 1159. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.finfisher

https://www.amnesty.org/en/latest/research/2020/09/german-made-finspy-spyware-found-in-egypt-
and-mac-and-linux-versions-revealed/

https://reverse.put.as/2020/09/26/the-finfisher-tales-chapter-1/
https://objective-see.com/blog/blog_0x4F.html
https://objective-see.com/blog/blog_0x5F.html

https://netzpolitik.org/2020/our-criminal-complaint-german-state-malware-company-finfisher-
raided/
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FlashBack

The tag is: misp-galaxy:malpedia="FlashBack"
FlashBack is also known as:
» FakeFlash

Table 1160. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.flashback
http://contagiodump.blogspot.com/2012/04/osxflashbacko-sample-some-domains.html
https://www.alienvault.com/blogs/labs-research/os-x-malware-samples-analyzed
https://en.wikipedia.org/wiki/Flashback_(Trojan)

http://contagiodump.blogspot.com/2012/04/osxflashbackk-sample-mac-os-malware.html

FruitFly
The tag is: misp-galaxy:malpedia="FruitFly"
FruitFly is also known as:
* Quimitchin
Table 1161. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.fruitfly

https://www.documentcloud.org/documents/4346338-Phillip-Durachinsky-Indictment.html

https://arstechnica.com/security/2017/07/perverse-malware-infecting-hundreds-of-macs-remained-
undetected-for-years/

https://blog.malwarebytes.com/threat-analysis/2017/01/new-mac-backdoor-using-antiquated-code/

https://www.virusbulletin.com/virusbulletin/2017/11/vb2017-paper-offensive-malware-analysis-
dissecting-osxfruitflyb-custom-cc-server/

https://objectivebythesea.com/v3/talks/OBTS_v3_tReed.pdf

https://arstechnica.com/security/2017/01/newly-discovered-mac-malware-may-have-circulated-in-
the-wild-for-2-years/

Gmera
The tag is: misp-galaxy:malpedia="Gmera"

Gmera is also known as:
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https://arstechnica.com/security/2017/01/newly-discovered-mac-malware-may-have-circulated-in-the-wild-for-2-years/

e Kassi

» StockSteal

Table 1162. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.gmera

https://blog.trendmicro.com/trendlabs-security-intelligence/mac-malware-that-spoofs-trading-app-
steals-user-information-uploads-it-to-website/

https://objective-see.com/blog/blog_0x53.html

https://www.welivesecurity.com/2020/07/16/mac-cryptocurrency-trading-application-rebranded-
bundled-malware/

HiddenLotus

The tag is: misp-galaxy:malpedia="HiddenLotus"
HiddenLotus is also known as:

Table 1163. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.hiddenlotus

https://blog.malwarebytes.com/threat-analysis/2017/12/interesting-disguise-employed-by-new-mac-
malware/

iMuler

The threat was a multi-stage malware displaying a decoy that appeared to the victim as a Chinese
language article on the long-running dispute over the Diaoyu Islands; an array of erotic pictures; or
images of Tibetan organisations. It consisted of two stages: Revir was the dropper/downloader and
Imuler was the backdoor capable of the following operations:

capture screenshots

exfiltrate files to a remote computer

send various information about the infected computer
* extract ZIP archive
* download files from a remote computer and/or the Internet

* run executable files
The tag is: misp-galaxy:malpedia="iMuler"
iMuler is also known as:

e Revir
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Table 1164. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.imuler
https://www.welivesecurity.com/2012/03/16/osximuler-updated-still-a-threat-on-mac-0s-x/
http://contagiodump.blogspot.com/2012/11/group-photoszip-osxrevir-osximuler.html

https://nakedsecurity.sophos.com/2012/11/13/new-mac-trojan/

Janicab
The tag is: misp-galaxy:malpedia="Janicab"
Janicab is also known as:

Table 1165. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.janicab
https://archive.f-secure.com/weblog/archives/00002576.html
https://securelist.com/deathstalker-mercenary-triumvirate/98177/
https://securelist.com/apt-trends-report-q3-2020/99204/
https://www.macmark.de/blog/osx_blog_2013-08-a.php

https://blog.avast.com/2013/07/22/multisystem-trojan-janicab-attacks-windows-and-macosx-via-
scripts/

https://secOwn.blogspot.com/2018/12/powersing-from-Ink-files-to-janicab.html

KeRanger
The tag is: misp-galaxy:malpedia="KeRanger"
KeRanger is also known as:

Table 1166. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.keranger

https://objective-see.com/blog/blog_0x16.html

https://www.macworld.com/article/3234650/macs/keranger-the-first-in-the-wild-ransomware-for-

macs-but-certainly-not-the-last.html

http://researchcenter.paloaltonetworks.com/2016/03/new-os-x-ransomware-keranger-infected-
transmission-bittorrent-client-installer/
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Keydnap

The tag is: misp-galaxy:malpedia="Keydnap"
Keydnap is also known as:

Table 1167. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.keydnap

https://www.welivesecurity.com/2016/08/30/osxkeydnap-spreads-via-signed-transmission-
application/

https://github.com/eset/malware-ioc/tree/master/keydnap
http://www.welivesecurity.com/2016/07/06/new-osxkeydnap-malware-hungry-credentials/

https://objective-see.com/blog/blog_0x16.html

Kitmos
The tag is: misp-galaxy:malpedia="Kitmos"
Kitmos is also known as:
* KitM
Table 1168. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.kitmos

https://www.f-secure.com/weblog/archives/00002558.html

Komplex
The tag is: misp-galaxy:malpedia="Komplex"
Komplex is also known as:

* JHUHUGIT
* JKEYSKW
» SedUploader

Table 1169. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.komplex

https://contagiodump.blogspot.de/2017/02/russian-apt-apt28-collection-of-samples.html

450


https://malpedia.caad.fkie.fraunhofer.de/details/osx.keydnap
https://www.welivesecurity.com/2016/08/30/osxkeydnap-spreads-via-signed-transmission-application/
https://www.welivesecurity.com/2016/08/30/osxkeydnap-spreads-via-signed-transmission-application/
https://github.com/eset/malware-ioc/tree/master/keydnap
http://www.welivesecurity.com/2016/07/06/new-osxkeydnap-malware-hungry-credentials/
https://objective-see.com/blog/blog_0x16.html
https://malpedia.caad.fkie.fraunhofer.de/details/osx.kitmos
https://www.f-secure.com/weblog/archives/00002558.html
https://malpedia.caad.fkie.fraunhofer.de/details/osx.komplex
https://contagiodump.blogspot.de/2017/02/russian-apt-apt28-collection-of-samples.html

https://objective-see.com/blog/blog_0x16.html
http://www.welivesecurity.com/wp-content/uploads/2016/10/eset-sednit-part1.pdf

http://researchcenter.paloaltonetworks.com/2016/09/unit42-sofacys-komplex-os-x-trojan/

https://blog.malwarebytes.com/threat-analysis/2016/09/komplex-mac-backdoor-answers-old-

questions/

Laoshu

The tag is: misp-galaxy:malpedia="Laoshu"

Laoshu is also known as:

Table 1170. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.laoshu

https://objective-see.com/blog/blog_0x16.html

https://nakedsecurity.sophos.com/2014/01/21/data-stealing-malware-targets-mac-users-in-
undelivered-courier-item-attack/

Leverage
The tag is: misp-galaxy:malpedia="Leverage"
Leverage is also known as:

Table 1171. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.leverage
https://www.alienvault.com/blogs/labs-research/osx-leveragea-analysis

https://www.volexity.com/blog/2017/07/24/real-news-fake-flash-mac-os-x-users-targeted/

MacDownloader

The tag is: misp-galaxy:malpedia="MacDownloader"
MacDownloader is also known as:

Table 1172. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.macdownloader

https://www.secureworks.com/research/threat-profiles/cobalt-gypsy
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https://iranthreats.github.io/resources/macdownloader-macos-malware/

MaclInstaller

The tag is: misp-galaxy:malpedia="Maclnstaller"
Maclnstaller is also known as:

Table 1173. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.macinstaller

https://objective-see.com/blog/blog_0x16.html

MacRansom
The tag is: misp-galaxy:malpedia="MacRansom"
MacRansom is also known as:

Table 1174. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.macransom
https://objective-see.com/blog/blog_0x1E.html

https://blog.fortinet.com/2017/06/09/macransom-offered-as-ransomware-as-a-service

MacSpy
The tag is: misp-galaxy:malpedia="MacSpy"
MacSpy is also known as:

Table 1175. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.macspy

https://www.alienvault.com/blogs/labs-research/macspy-os-x-rat-as-a-service

MacVX

The tag is: misp-galaxy:malpedia="MacVX"
MacVX is also known as:

Table 1176. Table References
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https://iranthreats.github.io/resources/macdownloader-macos-malware/
https://malpedia.caad.fkie.fraunhofer.de/details/osx.macinstaller
https://objective-see.com/blog/blog_0x16.html
https://malpedia.caad.fkie.fraunhofer.de/details/osx.macransom
https://objective-see.com/blog/blog_0x1E.html
https://blog.fortinet.com/2017/06/09/macransom-offered-as-ransomware-as-a-service
https://malpedia.caad.fkie.fraunhofer.de/details/osx.macspy
https://www.alienvault.com/blogs/labs-research/macspy-os-x-rat-as-a-service

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.macvx

https://objective-see.com/blog/blog_0x16.html

MaMi

The tag is: misp-galaxy:malpedia="MaMi"
MaMi is also known as:

Table 1177. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.mami

https://objective-see.com/blog/blog_0x26.html

Manuscrypt
The tag is: misp-galaxy:malpedia="Manuscrypt”
Manuscrypt is also known as:

Table 1178. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.manuscrypt
https://twitter.com/BitsOfBinary/status/1321488299932983296
https://twitter.com/BitsOfBinary/status/1337330286787518464

https://www.anquanke.com/post/id/223817

Mokes (OS X)

The tag is: misp-galaxy:malpedia="Mokes (0OS X)"
Mokes (OS X) is also known as:

Table 1179. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.mokes

https://securelist.com/blog/research/75990/the-missing-piece-sophisticated-os-x-backdoor-
discovered/

https://objective-see.com/blog/blog_0x16.html
https://objective-see.com/blog/blog_0x53.html
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https://objective-see.com/blog/blog_0x16.html
https://objective-see.com/blog/blog_0x53.html

Mughthesec

The tag is: misp-galaxy:malpedia="Mughthesec"
Mughthesec is also known as:

Table 1180. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.mughthesec

https://objective-see.com/blog/blog_0x20.html

OceanLotus
The tag is: misp-galaxy:malpedia="OceanLotus"
OceanLotus is also known as:

Table 1181. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.oceanlotus
https://www.welivesecurity.com/2019/04/09/oceanlotus-macos-malware-update/

https://researchcenter.paloaltonetworks.com/2017/06/unit42-new-improved-macos-backdoor-
oceanlotus/

https://about.fb.com/news/2020/12/taking-action-against-hackers-in-bangladesh-and-vietnam/

https://blog.trendmicro.com/trendlabs-security-intelligence/new-macos-backdoor-linked-to-
oceanlotus-found/

https://www.trendmicro.com/en_us/research/20/k/new-macos-backdoor-connected-to-oceanlotus-
surfaces.html

https://www.alienvault.com/blogs/labs-research/oceanlotus-for-os-x-an-application-bundle-
pretending-to-be-an-adobe-flash-update

https://www.fireeye.com/blog/threat-research/2017/05/cyber-espionage-apt32.html

https://labs.sentinelone.com/apt32-multi-stage-macos-trojan-innovates-on-crimeware-scripting-
technique/

https://tradahacking.vn/%C4%91%E1%BB%A3t-r%E1%BB%93i-t%C3%B4i-c%C3%B3-
%C4%91%C4%83ng-m%E1%BB%99t-status-xin-d%E1%BA%A10-tr%C3%AAn-fb-may-qu%C3%A1-
c%C5%A9ng-c%C3%B3-v%C3%A0i-b%E1%BA%A1INn-nhi%E1%BB%87t-t%C3%ACnh-
g%E1%BB%ADi-cho-537b19ee3468

https://github.com/AmnestyTech/investigations/tree/master/2021-02-24_vietnam
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https://www.trendmicro.com/en_us/research/20/k/new-macos-backdoor-connected-to-oceanlotus-surfaces.html
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https://tradahacking.vn/%C4%91%E1%BB%A3t-r%E1%BB%93i-t%C3%B4i-c%C3%B3-%C4%91%C4%83ng-m%E1%BB%99t-status-xin-d%E1%BA%A1o-tr%C3%AAn-fb-may-qu%C3%A1-c%C5%A9ng-c%C3%B3-v%C3%A0i-b%E1%BA%A1n-nhi%E1%BB%87t-t%C3%ACnh-g%E1%BB%ADi-cho-537b19ee3468
https://github.com/AmnestyTech/investigations/tree/master/2021-02-24_vietnam

Olyx

The tag is: misp-galaxy:malpedia="Olyx"

Olyx is also known as:

Table 1182. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.olyx

http://contagiodump.blogspot.com/2011/07/jul-25-mac-olyx-ghOst-backdoor-in-rar.html
https://news.drweb.com/show/?i=1750&Ing=en&c=14

OSAMiner

The tag is: misp-galaxy:malpedia="OSAMiner"
OSAMiner is also known as:

Table 1183. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.0saminer

https://labs.sentinelone.com/fade-dead-adventures-in-reversing-malicious-run-only-applescripts/

Patcher

This crypto-ransomware for macOS was caught spreading via BitTorrent distribution sites in
February 2017, masquerading as 'Patcher’, an application used for pirating popular software like
Adobe Premiere Pro or Microsoft Office for Mac.

The downloaded torrent contained an application bundle in the form of a single zip file. After
launching the fake application, the main window of the fake cracking tool was displayed.

The file encryption process was launched after the misguided victim clicked 'Start'. Once executed,
the ransomware generated a random 25-character string and set it as the key for RC4 encryption of
all of the user’s files. It then demanded ransom in Bitcoin, as instructed in the 'README!" .txt file
copied all over the user’s directories.

Despite the instructions being quite thorough, Patcher lacked the functionality to communicate
with any C&C server, and therefore made it impossible for its operators to decrypt affected files.
The randomly generated encryption key was also too long to be guessed via a brute-force attack,
leaving the encrypted data unrecoverable in a reasonable amount of time.

The tag is: misp-galaxy:malpedia="Patcher"

Patcher is also known as:
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http://contagiodump.blogspot.com/2011/07/jul-25-mac-olyx-gh0st-backdoor-in-rar.html
https://news.drweb.com/show/?i=1750&lng=en&c=14
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* FileCoder

» Findzip
Table 1184. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.patcher

http://www.welivesecurity.com/2017/02/22/new-crypto-ransomware-hits-macos/

PintSized

Backdoor as a fork of OpenSSH_6.0 with no logging, and “-P” and “-z” hidden command arguments.
“PuffySSH_5.8p1” string.

The tag is: misp-galaxy:malpedia="PintSized"
PintSized is also known as:

Table 1185. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.pintsized

https://eromang.zataz.com/2013/03/24/osx-pintsized-backdoor-additional-details/

Pirrit

The tag is: misp-galaxy:malpedia="Pirrit"”
Pirrit is also known as:

Table 1186. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.pirrit

http://www.zdnet.com/article/maker-of-sneaky-mac-adware-sends-security-researcher-cease-and-
desist-letter/

http://go.cybereason.com/rs/996-YZT-709/images/Cybereason-Lab-Analysis-OSX-Pirrit-4-6-16.pdf
https://www.welivesecurity.com/wp-content/uploads/2020/07/ESET_Threat_Report_Q22020.pdf

https://www.cybereason.com/hubfs/Content%20PDFs/OSX.Pirrit%20Part%20I11%20The%20DaVinci
%20Code.pdf

Proton RAT

The tag is: misp-galaxy:malpedia="Proton RAT"

Proton RAT is also known as:
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https://www.cybereason.com/hubfs/Content%20PDFs/OSX.Pirrit%20Part%20III%20The%20DaVinci%20Code.pdf

e Calisto

Table 1187. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.proton_rat
https://www.cybereason.com/labs-blog/labs-proton-b-what-this-mac-malware-actually-does

https://blog.malwarebytes.com/threat-analysis/mac-threat-analysis/2017/11/osx-proton-spreading-
through-fake-symantec-blog/

https://www.hackread.com/hackers-selling-undetectable-proton-mac-malware/
https://securelist.com/calisto-trojan-for-macos/86543/
https://threatpost.com/handbrake-for-mac-compromised-with-proton-spyware/125518/
https://objective-see.com/blog/blog_0x1F.html
https://www.welivesecurity.com/2017/10/20/osx-proton-supply-chain-attack-elmedia/
https://objective-see.com/blog/blog_0x1D.html

https://www.cybersixgill.com/wp-content/uploads/2017/02/02072017%20-%20Proton%?20-
%20A%20New%20MAC%200S%20RAT%20-%20Sixgill%20Threat%20Report.pdf

Pwnet

Cryptocurrency miner that was distributed masquerading as a Counter-Strike: Global Offensive
hack.

The tag is: misp-galaxy:malpedia="Pwnet"
Pwnet is also known as:

Table 1188. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.pwnet

https://sentinelone.com/blog/osx-pwnet-a-csgo-hack-and-sneaky-miner/

Dok

Dok a.k.a. Retefe is the macOS version of the banking trojan Retefe. It consists of a codesigned
Mach-O dropper usually malspammed in an app bundle within a DMG disk image, posing as a
document. The primary purpose of the dropper is to install a Tor client as well as a malicious CA
certificate and proxy pac URL, in order to redirect traffic to targeted sites through their Tor node,
effectively carrying out a MITM attack against selected web traffic. It also installs a custom hosts file
to prevent access to Apple and VirusTotal. The macOS version shares its MO, many TTPs and
infrastructure with the Windows counterpart.

The tag is: misp-galaxy:malpedia="Dok"
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Dok is also known as:
* Retefe

Table 1189. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.retefe
http://blog.checkpoint.com/2017/04/27/osx-malware-catching-wants-read-https-traffic/
https://www.proofpoint.com/us/threat-insight/post/2019-return-retefe
https://www.govcert.admin.ch/blog/33/the-retefe-saga

https://blog.checkpoint.com/2017/07/13/osxdok-refuses-go-away-money/

Shlayer
The tag is: misp-galaxy:malpedia="Shlayer"
Shlayer is also known as:

Table 1190. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.shlayer
https://threatpost.com/shlayer-mac-youtube-wikipedia/152146/
https://us-cert.cisa.gov/ncas/alerts/aa20-345a

https://securelist.com/shlayer-for-macos/95724/

Silver Sparrow

According to Red Canary, Silver Sparrow is an activity cluster that includes a binary compiled to
run on Apple’s new M1 chips but has been distributed without payload so far.

The tag is: misp-galaxy:malpedia="Silver Sparrow"
Silver Sparrow is also known as:

Table 1191. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.silver_sparrow

https://redcanary.com/blog/clipping-silver-sparrows-wings/#technical-analysis

systemd

General purpose backdoor
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The tag is: misp-galaxy:malpedia="systemd"
systemd is also known as:

Table 1192. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.systemd

https://vms.drweb.com/virus/?_is=1&i=15299312&Ing=en

Tsunami (0OS X)

The tag is: misp-galaxy:malpedia="Tsunami (OS X)"
Tsunami (OS X) is also known as:

Table 1193. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.tsunami

https://www.intego.com/mac-security-blog/tsunami-backdoor-can-be-used-for-denial-of-service-
attacks

Unidentified macOS 001 (UnionCryptoTrader)

The tag is: misp-galaxy:malpedia="Unidentified macOS 001 (UnionCryptoTrader)"
Unidentified macOS 001 (UnionCryptoTrader) is also known as:

Table 1194. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.unidentified_001
https://objective-see.com/blog/blog_0x51.html

https://securelist.com/operation-applejeus-sequel/95596/

Uroburos (0S X)

The tag is: misp-galaxy:malpedia="Uroburos (OS X)"
Uroburos (0S X) is also known as:

Table 1195. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.uroburos

https://blog.fox-it.com/2017/05/03/snake-coming-soon-in-mac-os-x-flavour/
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https://blog.malwarebytes.com/threat-analysis/2017/05/snake-malware-ported-windows-mac/

Vigram
The tag is: misp-galaxy:malpedia="Vigram"
Vigram is also known as:

* WizardUpdate

Table 1196. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.vigram

https://twitter.com/ConfiantIntel/status/1351559054565535745

WatchCat

The tag is: misp-galaxy:malpedia="WatchCat"
WatchCat is also known as:

Table 1197. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.watchcat

https://www.sentinelone.com/blog/four-distinct-families-of-lazarus-malware-target-apples-macos-
platform/

https://objective-see.com/blog/blog_0x5F.html

WindTail

The tag is: misp-galaxy:malpedia="WindTail"
WindTail is also known as:

Table 1198. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.windtail
https://objective-see.com/blog/blog_0x3D.html
https://objective-see.com/blog/blog_0x3B.html

https://www.forbes.com/sites/thomasbrewster/2018/08/30/apple-mac-loophole-breached-in-middle-
east-hacks/

https://posts.specterops.io/introducing-venator-a-macos-tool-for-proactive-detection-34055a017e56
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https://gsec.hitb.org/materials/sg2018/D1%20COMMSEC%20-
%20In%20the%20Trails%200f%20WINDSHIFT%20APT%20-%20Taha%20Karim.pdf

https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1554718868.pdf

https://www.virusbulletin.com/virusbulletin/2020/04/vb2019-paper-cyber-espionage-middle-east-

unravelling-osxwindtail/

Winnti (0OS X)

The tag is: misp-galaxy:malpedia="Winnti (OS X)"
Winnti (OS X) is also known as:

Table 1199. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.winnti

https://401trg.pw/winnti-evolution-going-open-source/

WireLurker (0OS X)

The tag is: misp-galaxy:malpedia="WireLurker (OS X)"
WireLurker (OS X) is also known as:

Table 1200. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.wirelurker
https://objective-see.com/blog/blog_0x16.html

https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/Unit_42/unit42-
wirelurker.pdf

Wirenet (0OS X)

The tag is: misp-galaxy:malpedia="Wirenet (OS X)"
Wirenet (OS X) is also known as:

Table 1201. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.wirenet
http://contagiodump.blogspot.com/2012/12/aug-2012-backdoorwirenet-osx-and-linux.html
https://objective-see.com/blog/blog_0x43.html
https://news.drweb.com/show/?1=2679&Ing=en&c=14
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https://news.drweb.com/show/?i=2679&lng=en&c=14

X-Agent (0S X)

The tag is: misp-galaxy:malpedia="X-Agent (OS X)"
X-Agent (OS X) is also known as:

Table 1202. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.xagent
https://twitter.com/PhysicalDrive0/status/845009226388918273
http://researchcenter.paloaltonetworks.com/2017/02/unit42-xagentosx-sofacys-xagent-macos-tool/

https://download.bitdefender.com/resources/files/News/CaseStudies/study/143/Bitdefender-
Whitepaper-APT-Mac-A4-en-EN-web.pdf

https://www.secureworks.com/research/threat-profiles/iron-twilight

XCSSET

The tag is: misp-galaxy:malpedia="XCSSET"
XCSSET is also known as:

Table 1203. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.xcsset
https://documents.trendmicro.com/assets/pdf/XCSSET_Technical_Brief.pdf

https://blog.trendmicro.com/trendlabs-security-intelligence/xcsset-mac-malware-infects-xcode-
projects-performs-uxss-attack-on-safari-other-browsers-leverages-zero-day-exploits/

https://objective-see.com/blog/blog_0x5F.html

XSLCmd

The tag is: misp-galaxy:malpedia="XSLCmd"
XSLCmd is also known as:

Table 1204. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/osx.xslcmd

https://www.fireeye.com/blog/threat-research/2014/09/forced-to-adapt-xslcmd-backdoor-now-on-
os-x.html

https://objective-see.com/blog/blog_0x16.html
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https://objective-see.com/blog/blog_0x16.html

Yort

The tag is: misp-galaxy:malpedia="Yort"
Yort is also known as:

Table 1205. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/osx.yort
https://securelist.com/cryptocurrency-businesses-still-being-targeted-by-lazarus/90019/

https://objective-see.com/blog/blog_0x53.html

Ani-Shell

Ani-Shell is a simple PHP shell with some unique features like Mass Mailer, a simple Web-Server
Fuzzer, Dosser, Back Connect, Bind Shell, Back Connect, Auto Rooter etc.

The tag is: misp-galaxy:malpedia="Ani-Shell"
Ani-Shell is also known as:
 anishell

Table 1206. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/php.anishell
https://github.com/tennc/webshell/tree/master/php/Ani-Shell

http://ani-shell.sourceforge.net/

ANTAK

Antak is a webshell written in ASP.Net which utilizes PowerShell.
The tag is: misp-galaxy:malpedia="ANTAK"
ANTAK is also known as:
Table 1207. Table References
Links

https://malpedia.caad.fkie.fraunhofer.de/details/php.antak

https://summit.fireeye.com/content/dam/fireeye-www/summit/cds-2018/presentations/cds18-
technical-s05-att&cking-fin7.pdf

https://github.com/samratashok/nishang/blob/master/Antak-WebShell/antak.aspx
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http://www.labofapenetrationtester.com/2014/06/introducing-antak.html

c99shell

C99shell is a PHP backdoor that provides a lot of functionality, for example:

e run shell commands;

» download/upload files from and to the server (FTP functionality);

full access to all files on the hard disk;

self-delete functionality.
The tag is: misp-galaxy:malpedia="c99shell”
c99shell is also known as:

° c99

Table 1208. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/php.c99
https://bartblaze.blogspot.com/2015/03/c99shell-not-dead.html

DEWMODE

FireEye discovered the DEWMODE webshell starting mid-December 2020 after exploitation of zero-
day vulnerabilities in Accellion’s File Transfer Appliance.

The tag is: misp-galaxy:malpedia="DEWMODE"

DEWMODE is also known as:

Table 1209. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/php.dewmode

https://us-cert.cisa.gov/ncas/analysis-reports/ar21-055a

https://www.fireeye.com/blog/threat-research/2021/02/accellion-fta-exploited-for-data-theft-and-
extortion.html

https://www.accellion.com/sites/default/files/trust-center/accellion-fta-attack-mandiant-report-
full.pdf

Ensikology

The tag is: misp-galaxy:malpedia="Ensikology"
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Ensikology is also known as:
* Ensiko

Table 1210. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/php.ensikology

https://blog.trendmicro.com/trendlabs-security-intelligence/ensiko-a-webshell-with-ransomware-
capabilities/

PAS

The tag is: misp-galaxy:malpedia="PAS"
PAS is also known as:

Table 1211. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/php.pas
https://www.us-cert.gov/security-publications/GRIZZLY-STEPPE-Russian-Malicious-Cyber-Activity
https://www.cert.ssi.gouv.fr/uploads/CERTFR-2021-CTI-005.pdf
https://www.domaintools.com/resources/blog/centreon-to-exim-and-back-on-the-trail-of-sandworm

https://blog.erratasec.com/2016/12/some-notes-on-iocs.html

RedHat Hacker WebShell

The tag is: misp-galaxy:malpedia="RedHat Hacker WebShell"
RedHat Hacker WebShell is also known as:

Table 1212. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/php.redhat_hacker
https://github.com/x17dev/WebShell/blob/master/Asp/RedHat%20Hacker.asp

WSO

The tag is: misp-galaxy:malpedia="WSO"
WSO is also known as:
* Webshell by Orb

Table 1213. Table References
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Links
https://malpedia.caad.fkie.fraunhofer.de/details/php.wso

https://securelist.com/energetic-bear-crouching-yeti/85345/

Silence DDoS

The tag is: misp-galaxy:malpedia="Silence DDoS"
Silence DDoS is also known as:

Table 1214. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/pl.silence_ddos

https://www.group-ib.com/resources/threat-research/silence.html

BONDUPDATER

The tag is: misp-galaxy:malpedia="BONDUPDATER"
BONDUPDATER is also known as:

* Glimpse

» Poison Frog

Table 1215. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/psl.bondupdater
https://blog.0day.rocks/hacking-back-and-influence-operations-85cd52c1e933
https://marcoramilli.com/2019/05/02/apt34-glimpse-project/
https://unit42.paloaltonetworks.com/behind-the-scenes-with-oilrig/
https://www.zdnet.com/article/source-code-of-iranian-cyber-espionage-tools-leaked-on-telegram/
https://nsfocusglobal.com/apt34-event-analysis-report/

https://researchcenter.paloaltonetworks.com/2018/09/unit42-oilrig-uses-updated-bondupdater-
target-middle-eastern-government/

https://ti.qianxin.com/uploads/2020/02/13/cb78386a082f465f259b37dae5df4884.pdf
https://unit42.paloaltonetworks.com/dns-tunneling-in-the-wild-overview-of-oilrigs-dns-tunneling/
https://www.secureworks.com/research/threat-profiles/cobalt-gypsy

https://www.boozallen.com/s/insight/blog/dark-labs-discovers-apt34-malware-
variants.html?cid=spo-csatb-2

https://ironnet.com/blog/chirp-of-the-poisonfrog/
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https://www.netscout.com/blog/asert/tunneling-under-sands

CASHY200

The tag is: misp-galaxy:malpedia="CASHY200"
CASHY200 is also known as:

Table 1216. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/ps1.cashy200

https://unit42.paloaltonetworks.com/more-xhunt-new-powershell-backdoor-blocked-through-dns-
tunnel-detection/

FlowerPower

The tag is: misp-galaxy:malpedia="FlowerPower"
FlowerPower is also known as:

Table 1217. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/ps1.flowerpower
https://www.pwc.co.uk/cyber-security/pdf/pwc-cyber-threats-2020-a-year-in-retrospect.pdf
https://vblocalhost.com/uploads/VB2020-46.pdf

FRat Loader

Loader used to deliver FRat (see family windows.frat)
The tag is: misp-galaxy:malpedia="FRat Loader"
FRat Loader is also known as:

Table 1218. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/ps1.frat_loader
https://github.com/jeFFOFalltrades/IoCs/blob/master/Broadbased/frat.md

FTCODE

The malware ftcode is a ransomware which encrypts files and changes their extension into
.FTCODE. It later asks for a ransom in order to release the decryption key, mandatory to recover
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your files. It is infamous for attacking Italy pretending to be a notorious telecom provider asking
for due payments.

The tag is: misp-galaxy:malpedia="FTCODE"
FTCODE is also known as:

Table 1219. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/ps1.ftcode
https://www.kpn.com/security-blogs/FTCODE-taking-over-a-portion-of-the-botnet.htm

https://www.zscaler.com/blogs/research/ftcode-ransomware—new-version-includes-stealing-
capabilities

https://github.com/Strangereallntel/CyberThreatIntel/blob/master/Additional%20Analysis/Unknow
n/2020-06-22/Analysis.md

https://www.certego.net/en/news/malware-tales-ftcode/
https://dissectingmalwa.re/nicht-so-goot-breaking-down-gootkit-and-jasper-ftcode.html
https://www.certego.net/en/news/ftdecryptor-a-simple-password-based-ftcode-decryptor/

https://nakedsecurity.sophos.com/2013/03/05/russian-ransomware-windows-powershell/

GhostMiner

The tag is: misp-galaxy:malpedia="GhostMiner"
GhostMiner is also known as:

Table 1220. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/ps1.ghostminer
https://blog.minerva-labs.com/ghostminer-cryptomining-malware-goes-fileless

https://blog.trendmicro.com/trendlabs-security-intelligence/fileless-cryptocurrency-miner-
ghostminer-weaponizes-wmi-objects-kills-other-cryptocurrency-mining-payloads/

https://research.checkpoint.com/malware-against-the-c-monoculture/

JasperLoader
The tag is: misp-galaxy:malpedia="JasperLoader"
JasperLoader is also known as:

Table 1221. Table References

Links
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https://nakedsecurity.sophos.com/2013/03/05/russian-ransomware-windows-powershell/
https://malpedia.caad.fkie.fraunhofer.de/details/ps1.ghostminer
https://blog.minerva-labs.com/ghostminer-cryptomining-malware-goes-fileless
https://blog.trendmicro.com/trendlabs-security-intelligence/fileless-cryptocurrency-miner-ghostminer-weaponizes-wmi-objects-kills-other-cryptocurrency-mining-payloads/
https://blog.trendmicro.com/trendlabs-security-intelligence/fileless-cryptocurrency-miner-ghostminer-weaponizes-wmi-objects-kills-other-cryptocurrency-mining-payloads/
https://research.checkpoint.com/malware-against-the-c-monoculture/

https://malpedia.caad.fkie.fraunhofer.de/details/ps1.jasperloader
https://dissectingmalwa.re/nicht-so-goot-breaking-down-gootkit-and-jasper-ftcode.html
https://blog.talosintelligence.com/2019/04/jasperloader-targets-italy.html
https://blog.talosintelligence.com/2019/05/sorpresa-jasperloader.html

https://blog.threatstop.com/upgraded-jasperloader-infecting-machines

LightBot

According to Bleeping Computer and Vitali Kremez, LightBot is a compact reconnaissance tool
suspected to be used to identify high-value targets for potential follow-up ransomware attacks.

The tag is: misp-galaxy:malpedia="LightBot"
LightBot is also known as:

Table 1222. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/ps1.lightbot
https://twitter.com/VK_Intel/status/1329511151202349057

https://www.bleepingcomputer.com/news/security/lightbot-trickbot-s-new-reconnaissance-
malware-for-high-value-targets/

Octopus (Powershell)

The author describes Octopus as an "open source, pre-operation C2 server based on python which
can control an Octopus powershell agent through HTTP/S."

It is different from the malware win.octopus written in Delphi and attributed to DustSquad by

Kaspersky Labs.
The tag is: misp-galaxy:malpedia="Octopus (Powershell)"
Octopus (Powershell) is also known as:

Table 1223. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/psl.octopus
https://resources.malwarebytes.com/files/2021/02/LazyScripter.pdf
https://go.recordedfuture.com/hubfs/reports/cta-2021-0107.pdf
https://isc.sans.edu/diary/26918
https://github.com/mhaskar/Octopus
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https://malpedia.caad.fkie.fraunhofer.de/details/ps1.jasperloader
https://dissectingmalwa.re/nicht-so-goot-breaking-down-gootkit-and-jasper-ftcode.html
https://blog.talosintelligence.com/2019/04/jasperloader-targets-italy.html
https://blog.talosintelligence.com/2019/05/sorpresa-jasperloader.html
https://blog.threatstop.com/upgraded-jasperloader-infecting-machines
https://malpedia.caad.fkie.fraunhofer.de/details/ps1.lightbot
https://twitter.com/VK_Intel/status/1329511151202349057
https://www.bleepingcomputer.com/news/security/lightbot-trickbot-s-new-reconnaissance-malware-for-high-value-targets/
https://www.bleepingcomputer.com/news/security/lightbot-trickbot-s-new-reconnaissance-malware-for-high-value-targets/
https://malpedia.caad.fkie.fraunhofer.de/details/ps1.octopus
https://resources.malwarebytes.com/files/2021/02/LazyScripter.pdf
https://go.recordedfuture.com/hubfs/reports/cta-2021-0107.pdf
https://isc.sans.edu/diary/26918
https://github.com/mhaskar/Octopus

OilRig
The tag is: misp-galaxy:malpedia="OilRig"
OilRig is also known as:

Table 1224. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/ps1.oilrig
https://www.vkremez.com/2018/03/investigating-iranian-threat-group.html
https://twitter.com/M]Dutch/status/1074820959784321026?s=19

https://threatpost.com/oilrig-apt-unique-backdoor/157646/

POSHSPY

The tag is: misp-galaxy:malpedia="POSHSPY"
POSHSPY is also known as:

Table 1225. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/ps1.poshspy
https://www.fireeye.com/blog/threat-research/2017/03/dissecting_one_ofap.html

https://github.com/matthewdunwoody/POSHSPY

PowerBrace
The tag is: misp-galaxy:malpedia="PowerBrace"
PowerBrace is also known as:

Table 1226. Table References

Links
https://malpedia.caad.fkie.fraunhofer.de/details/ps1.powerbrace
https://norfolkinfosec.com/osint-reporting-on-dprk-and-ta505-overlap/

https://technical.nttsecurity.com/post/102fnog/targeted-trickbot-activity-drops-powerbrace-
backdoor

PowerPepper
The tag is: misp-galaxy:malpedia="PowerPepper"

PowerPepper is also known as:
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https://malpedia.caad.fkie.fraunhofer.de/details/ps1.oilrig
https://www.vkremez.com/2018/03/investigating-iranian-threat-group.html
https://twitter.com/MJDutch/status/1074820959784321026?s=19
https://threatpost.com/oilrig-apt-unique-backdoor/157646/
https://malpedia.caad.fkie.fraunhofer.de/details/ps1.poshspy
https://www.fireeye.com/blog/threat-research/2017/03/dissecting_one_ofap.html
https://github.com/matthewdunwoody/POSHSPY
https://malpedia.caad.fkie.fraunhofer.de/details/ps1.powerbrace
https://norfolkinfosec.com/osint-reporting-on-dprk-and-ta505-overlap/
https://technical.nttsecurity.com/post/102fnog/targeted-trickbot-activity-drops-powerbrace-backdoor
https://technical.nttsecurity.com/post/102fnog/targeted-trickbot-activity-drops-powerbrace-backdoor

Table 1227. Table References

Links

https://malpedia.caad.fkie.fraunhofer.de/details/psl.powerpepper
https://securelist.com/what-did-deathstalker-hide-between-two-ferns/99616/

https://twitter.com/InQuest/status/1285295975347650562

POWERPIPE

The tag is: misp-galaxy:malpedia="POWERPIPE"
POWERPIPE is also known as:

Table 1228. Table References
Links
https://malpedia.caad.fkie.fraunhofer.de/details/ps1.powerpipe

https://summit.fireeye.com/content/dam/fireeye-www/summit/cds-2018/presentations/cds18-
technical-s05-att&cking-fin7.pdf

https://www.fireeye.com/blog/threat-research/2018/08/fin7-pursuing-an-enigmatic-and-evasive-
glob